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Double free vulnerability in the iscsi_rx_handler function (usr/iscsi/iscsid.c) in the tgt daemon (tgtd) in Linux SCSI target frar
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Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)
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Application
Application
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Application
Application
Application
Application
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Application

Application

Vendor Product Version Update Edition Language
Zaal Tat 0.9.5 All All All
Zaal Tat 1.0.0 All All All
Zaal Tat 1.0.1 All All All
Zaal Tat 1.0.10 All All All
Zaal Tgt 1.0.11 All All All
Zaal Tat 1.0.12 All All All
Zaal Tgt 1.0.2 All All All
Zaal Tot 1.0.3 All All All
Zaal Tat 1.0.4 All All All
Zaal Tat 1.0.5 All All All
Zaal Tat 1.0.6 All All All
Zaal Tgt 1.0.7 All All All
Zaal Tat 1.0.8 All All All
Zaal Tat 1.0.9 All All All
Zaal Tat 0.9.5 All All All
Zaal Tat 1.0.0 All All All
Zaal Tat 1.0.1 All All All
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Application Zaal Tot 1.0.10 All All
Application Zaal Tot 1.0.11 All All
Application Zaal Tot 1.0.12 All All
Application Zaal Tot 1.0.2 All All
Application Zaal Tat 1.0.3 All All
Application Zaal Tot 1.04 All All
Application Zaal Tot 1.05 All All
Application Zaal Tot 1.0.6 All All
Application Zaal Tgt 1.0.7 All All
Application Zaal Tot 1.0.8 All All
Application Zaal Tgt 1.0.9 All All
Application Zaal Tgt All All All
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[stgt] [PATCH] iscsi: fix buffer overflow before login

[security-announce] SUSE Security Summary Report: SUSE-SR:2011:009

IBM X-Force Exchange

Attachment 473779 Details for Bug 667261 — fix the buffer overflow bug before iscsi login
667261 — (CVE-2011-0001) CVE-2011-0001 scsi-target-utils: double-free vulnerability leads to pre-authenticated crash
Debian -- Security Information -- DSA-2209-1 tgt

Red Hat update for scsi-target-utils - Advisories - Community

rhn.redhat.com | Red Hat Support

Red Hat scsi-target-utils TGT Daemon Remote Denial of Service Vulnerability

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

Linux SCSI target framework (tgt) "iscsi_rx_handler()" Vulnerability - Secunia.com

tgt Double-Free Memory Flaw Lets Remote Users Deny Service - Security Tracker
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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