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Summary

CVE CVE-2011-0002

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2011-01-22 22:00:00 UTC

Updated 2017-08-17 01:33:00 UTC

Description libuser before 0.57 uses a cleartext password value of (1) !! or (2) x for new LDAP user accounts, which makes it easier for remote attackers to obtain access by specifying one of these values.

Risk And Classification

Problem Types: CWE-310

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Miloslav Trmac Libuser 0.1 All All All

Application Miloslav Trmac Libuser 0.10 All All All

Application Miloslav Trmac Libuser 0.11 All All All

Application Miloslav Trmac Libuser 0.16.1 All All All

Application Miloslav Trmac Libuser 0.18 All All All

Application Miloslav Trmac Libuser 0.2 All All All

Application Miloslav Trmac Libuser 0.20 All All All

Application Miloslav Trmac Libuser 0.21 All All All

Application Miloslav Trmac Libuser 0.23 All All All

Application Miloslav Trmac Libuser 0.24-3 All All All

Application Miloslav Trmac Libuser 0.24-4 All All All

Application Miloslav Trmac Libuser 0.25 All All All

Application Miloslav Trmac Libuser 0.25.1 All All All

Application Miloslav Trmac Libuser 0.26 All All All

Application Miloslav Trmac Libuser 0.27 All All All

Application Miloslav Trmac Libuser 0.28 All All All

Application Miloslav Trmac Libuser 0.29 All All All
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Application Miloslav Trmac Libuser 0.29 All All All

Application Miloslav Trmac Libuser 0.3 All All All

Application Miloslav Trmac Libuser 0.30 All All All

Application Miloslav Trmac Libuser 0.31 All All All

Application Miloslav Trmac Libuser 0.32 All All All

Application Miloslav Trmac Libuser 0.4 All All All

Application Miloslav Trmac Libuser 0.49.100 All All All

Application Miloslav Trmac Libuser 0.49.101-1 All All All

Application Miloslav Trmac Libuser 0.49.101-2 All All All

Application Miloslav Trmac Libuser 0.49.102 All All All

Application Miloslav Trmac Libuser 0.49.90 All All All

Application Miloslav Trmac Libuser 0.49.91 All All All

Application Miloslav Trmac Libuser 0.49.92 All All All

Application Miloslav Trmac Libuser 0.49.93 All All All

Application Miloslav Trmac Libuser 0.49.95 All All All

Application Miloslav Trmac Libuser 0.49.96 All All All

Application Miloslav Trmac Libuser 0.49.97 All All All

Application Miloslav Trmac Libuser 0.49.98 All All All

Application Miloslav Trmac Libuser 0.49.99 All All All

Application Miloslav Trmac Libuser 0.5 All All All

Application Miloslav Trmac Libuser 0.50 All All All

Application Miloslav Trmac Libuser 0.50.2 All All All

Application Miloslav Trmac Libuser 0.51 All All All

Application Miloslav Trmac Libuser 0.51.1-1 All All All

Application Miloslav Trmac Libuser 0.51.1-2 All All All

Application Miloslav Trmac Libuser 0.51.10 All All All

Application Miloslav Trmac Libuser 0.51.11 All All All

Application Miloslav Trmac Libuser 0.51.12 All All All

Application Miloslav Trmac Libuser 0.51.2 All All All

Application Miloslav Trmac Libuser 0.51.4 All All All

Application Miloslav Trmac Libuser 0.51.5 All All All

Application Miloslav Trmac Libuser 0.51.6 All All All

Application Miloslav Trmac Libuser 0.51.7 All All All

Application Miloslav Trmac Libuser 0.51.7-3 All All All

Application Miloslav Trmac Libuser 0.51.7-7 All All All

Application Miloslav Trmac Libuser 0.51.8 All All All
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Application Miloslav Trmac Libuser 0.51.9 All All All

Application Miloslav Trmac Libuser 0.52 All All All

Application Miloslav Trmac Libuser 0.52.1 All All All

Application Miloslav Trmac Libuser 0.52.2 All All All

Application Miloslav Trmac Libuser 0.52.3 All All All

Application Miloslav Trmac Libuser 0.52.4 All All All

Application Miloslav Trmac Libuser 0.52.5 All All All

Application Miloslav Trmac Libuser 0.52.6 All All All

Application Miloslav Trmac Libuser 0.53 All All All

Application Miloslav Trmac Libuser 0.53.1 All All All

Application Miloslav Trmac Libuser 0.53.2 All All All

Application Miloslav Trmac Libuser 0.53.3 All All All

Application Miloslav Trmac Libuser 0.53.4 All All All

Application Miloslav Trmac Libuser 0.53.5 All All All

Application Miloslav Trmac Libuser 0.53.6 All All All

Application Miloslav Trmac Libuser 0.53.7 All All All

Application Miloslav Trmac Libuser 0.53.8 All All All

Application Miloslav Trmac Libuser 0.54 All All All

Application Miloslav Trmac Libuser 0.54.1 All All All

Application Miloslav Trmac Libuser 0.54.2 All All All

Application Miloslav Trmac Libuser 0.54.3 All All All

Application Miloslav Trmac Libuser 0.54.4 All All All

Application Miloslav Trmac Libuser 0.54.5 All All All

Application Miloslav Trmac Libuser 0.54.6 All All All

Application Miloslav Trmac Libuser 0.54.7 All All All

Application Miloslav Trmac Libuser 0.54.8 All All All

Application Miloslav Trmac Libuser 0.55 All All All

Application Miloslav Trmac Libuser 0.56 All All All

Application Miloslav Trmac Libuser 0.56.1 All All All

Application Miloslav Trmac Libuser 0.56.10 All All All

Application Miloslav Trmac Libuser 0.56.11 All All All

Application Miloslav Trmac Libuser 0.56.12 All All All

Application Miloslav Trmac Libuser 0.56.13 All All All

Application Miloslav Trmac Libuser 0.56.14 All All All

Application Miloslav Trmac Libuser 0.56.15 All All All

Application Miloslav Trmac Libuser 0.56.16 All All All
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Application Miloslav Trmac Libuser 0.56.16 All All All

Application Miloslav Trmac Libuser 0.56.17 All All All

Application Miloslav Trmac Libuser 0.56.2 All All All

Application Miloslav Trmac Libuser 0.56.3 All All All

Application Miloslav Trmac Libuser 0.56.4 All All All

Application Miloslav Trmac Libuser 0.56.5 All All All

Application Miloslav Trmac Libuser 0.56.6 All All All

Application Miloslav Trmac Libuser 0.56.7 All All All

Application Miloslav Trmac Libuser 0.56.8 All All All

Application Miloslav Trmac Libuser 0.56.9 All All All

Application Miloslav Trmac Libuser 0.6 All All All

Application Miloslav Trmac Libuser 0.7 All All All

Application Miloslav Trmac Libuser 0.8 All All All

Application Miloslav Trmac Libuser 0.8.1 All All All

Application Miloslav Trmac Libuser 0.8.2 All All All

Application Miloslav Trmac Libuser 0.9 All All All

Application Miloslav Trmac Libuser All All All All

Application Miloslav Trmac Libuser 0.1 All All All

Application Miloslav Trmac Libuser 0.10 All All All

Application Miloslav Trmac Libuser 0.11 All All All

Application Miloslav Trmac Libuser 0.16.1 All All All

Application Miloslav Trmac Libuser 0.18 All All All

Application Miloslav Trmac Libuser 0.2 All All All

Application Miloslav Trmac Libuser 0.20 All All All

Application Miloslav Trmac Libuser 0.21 All All All

Application Miloslav Trmac Libuser 0.23 All All All

Application Miloslav Trmac Libuser 0.24-3 All All All

Application Miloslav Trmac Libuser 0.24-4 All All All

Application Miloslav Trmac Libuser 0.25 All All All

Application Miloslav Trmac Libuser 0.25.1 All All All

Application Miloslav Trmac Libuser 0.26 All All All

Application Miloslav Trmac Libuser 0.27 All All All

Application Miloslav Trmac Libuser 0.28 All All All

Application Miloslav Trmac Libuser 0.29 All All All

Application Miloslav Trmac Libuser 0.3 All All All

Application Miloslav Trmac Libuser 0.30 All All All
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Application Miloslav Trmac Libuser 0.31 All All All

Application Miloslav Trmac Libuser 0.32 All All All

Application Miloslav Trmac Libuser 0.4 All All All

Application Miloslav Trmac Libuser 0.49.100 All All All

Application Miloslav Trmac Libuser 0.49.101-1 All All All

Application Miloslav Trmac Libuser 0.49.101-2 All All All

Application Miloslav Trmac Libuser 0.49.102 All All All

Application Miloslav Trmac Libuser 0.49.90 All All All

Application Miloslav Trmac Libuser 0.49.91 All All All

Application Miloslav Trmac Libuser 0.49.92 All All All

Application Miloslav Trmac Libuser 0.49.93 All All All

Application Miloslav Trmac Libuser 0.49.95 All All All

Application Miloslav Trmac Libuser 0.49.96 All All All

Application Miloslav Trmac Libuser 0.49.97 All All All

Application Miloslav Trmac Libuser 0.49.98 All All All

Application Miloslav Trmac Libuser 0.49.99 All All All

Application Miloslav Trmac Libuser 0.5 All All All

Application Miloslav Trmac Libuser 0.50 All All All

Application Miloslav Trmac Libuser 0.50.2 All All All

Application Miloslav Trmac Libuser 0.51 All All All

Application Miloslav Trmac Libuser 0.51.1-1 All All All

Application Miloslav Trmac Libuser 0.51.1-2 All All All

Application Miloslav Trmac Libuser 0.51.10 All All All

Application Miloslav Trmac Libuser 0.51.11 All All All

Application Miloslav Trmac Libuser 0.51.12 All All All

Application Miloslav Trmac Libuser 0.51.2 All All All

Application Miloslav Trmac Libuser 0.51.4 All All All

Application Miloslav Trmac Libuser 0.51.5 All All All

Application Miloslav Trmac Libuser 0.51.6 All All All

Application Miloslav Trmac Libuser 0.51.7 All All All

Application Miloslav Trmac Libuser 0.51.7-3 All All All

Application Miloslav Trmac Libuser 0.51.7-7 All All All

Application Miloslav Trmac Libuser 0.51.8 All All All

Application Miloslav Trmac Libuser 0.51.9 All All All

Application Miloslav Trmac Libuser 0.52 All All All
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