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Summary

CVE CVE-2011-0008

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2011-01-20 19:00:00 UTC

Updated 2023-11-07 02:06:00 UTC

Description A certain Fedora patch for parse.c in sudo before 1.7.4p5-1.fc14 on Fedora 14 does not properly interpret a system group (aka %group) in the sudoers file during authorization decisions for a user who belongs to that group, which allows local users to leverage an applicable sudoers file and gain root privileges via a sudo command. NOTE: this vulnerability exists because of a CVE-2009-0034 regression.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Redhat Fedora 14 All All All

Operating System Redhat Fedora 14 All All All

Application Todd Miller Sudo 1.3.1 All All All

Application Todd Miller Sudo 1.5 All All All

Application Todd Miller Sudo 1.5.2 All All All

Application Todd Miller Sudo 1.5.3 All All All

Application Todd Miller Sudo 1.5.6 All All All

Application Todd Miller Sudo 1.5.7 All All All

Application Todd Miller Sudo 1.5.8 All All All

Application Todd Miller Sudo 1.5.9 All All All

Application Todd Miller Sudo 1.6 All All All

Application Todd Miller Sudo 1.6.1 All All All

Application Todd Miller Sudo 1.6.2 All All All

Application Todd Miller Sudo 1.6.2p1 All All All

Application Todd Miller Sudo 1.6.2p2 All All All

Application Todd Miller Sudo 1.6.2p3 All All All

Application Todd Miller Sudo 1.6.3 All All All

https://cve.report/
https://cve.report/CVE-2011-0008/mitre
https://cve.report/CVE-2011-0008/nist
https://cve.report/CVE-2011-0008/cve_org
https://cve.report/CVE-2011-0008.pdf
http://cve.report/vendor/redhat
http://cve.report/software/redhat/fedora
http://cve.report/vendor/redhat
http://cve.report/software/redhat/fedora
http://cve.report/vendor/todd_miller
http://cve.report/software/todd_miller/sudo
http://cve.report/vendor/todd_miller
http://cve.report/software/todd_miller/sudo
http://cve.report/vendor/todd_miller
http://cve.report/software/todd_miller/sudo
http://cve.report/vendor/todd_miller
http://cve.report/software/todd_miller/sudo
http://cve.report/vendor/todd_miller
http://cve.report/software/todd_miller/sudo
http://cve.report/vendor/todd_miller
http://cve.report/software/todd_miller/sudo
http://cve.report/vendor/todd_miller
http://cve.report/software/todd_miller/sudo
http://cve.report/vendor/todd_miller
http://cve.report/software/todd_miller/sudo
http://cve.report/vendor/todd_miller
http://cve.report/software/todd_miller/sudo
http://cve.report/vendor/todd_miller
http://cve.report/software/todd_miller/sudo
http://cve.report/vendor/todd_miller
http://cve.report/software/todd_miller/sudo
http://cve.report/vendor/todd_miller
http://cve.report/software/todd_miller/sudo
http://cve.report/vendor/todd_miller
http://cve.report/software/todd_miller/sudo
http://cve.report/vendor/todd_miller
http://cve.report/software/todd_miller/sudo
http://cve.report/vendor/todd_miller
http://cve.report/software/todd_miller/sudo


Application Todd Miller Sudo 1.6.3 All All All

Application Todd Miller Sudo 1.6.3p1 All All All

Application Todd Miller Sudo 1.6.3p2 All All All

Application Todd Miller Sudo 1.6.3p3 All All All

Application Todd Miller Sudo 1.6.3p4 All All All

Application Todd Miller Sudo 1.6.3p5 All All All

Application Todd Miller Sudo 1.6.3p6 All All All

Application Todd Miller Sudo 1.6.3p7 All All All

Application Todd Miller Sudo 1.6.3_p1 All All All

Application Todd Miller Sudo 1.6.3_p2 All All All

Application Todd Miller Sudo 1.6.3_p3 All All All

Application Todd Miller Sudo 1.6.3_p4 All All All

Application Todd Miller Sudo 1.6.3_p5 All All All

Application Todd Miller Sudo 1.6.3_p6 All All All

Application Todd Miller Sudo 1.6.3_p7 All All All

Application Todd Miller Sudo 1.6.4 All All All

Application Todd Miller Sudo 1.6.4p1 All All All

Application Todd Miller Sudo 1.6.4p2 All All All

Application Todd Miller Sudo 1.6.4_p1 All All All

Application Todd Miller Sudo 1.6.4_p2 All All All

Application Todd Miller Sudo 1.6.5 All All All

Application Todd Miller Sudo 1.6.5p1 All All All

Application Todd Miller Sudo 1.6.5p2 All All All

Application Todd Miller Sudo 1.6.5_p1 All All All

Application Todd Miller Sudo 1.6.5_p2 All All All

Application Todd Miller Sudo 1.6.6 All All All

Application Todd Miller Sudo 1.6.7 All All All

Application Todd Miller Sudo 1.6.7p1 All All All

Application Todd Miller Sudo 1.6.7p2 All All All

Application Todd Miller Sudo 1.6.7p3 All All All

Application Todd Miller Sudo 1.6.7p4 All All All

Application Todd Miller Sudo 1.6.7p5 All All All

Application Todd Miller Sudo 1.6.7_p5 All All All

Application Todd Miller Sudo 1.6.8 All All All

Application Todd Miller Sudo 1.6.8p1 All All All

Application Todd Miller Sudo 1.6.8p10 All All All

http://cve.report/vendor/todd_miller
http://cve.report/software/todd_miller/sudo
http://cve.report/vendor/todd_miller
http://cve.report/software/todd_miller/sudo
http://cve.report/vendor/todd_miller
http://cve.report/software/todd_miller/sudo
http://cve.report/vendor/todd_miller
http://cve.report/software/todd_miller/sudo
http://cve.report/vendor/todd_miller
http://cve.report/software/todd_miller/sudo
http://cve.report/vendor/todd_miller
http://cve.report/software/todd_miller/sudo
http://cve.report/vendor/todd_miller
http://cve.report/software/todd_miller/sudo
http://cve.report/vendor/todd_miller
http://cve.report/software/todd_miller/sudo
http://cve.report/vendor/todd_miller
http://cve.report/software/todd_miller/sudo
http://cve.report/vendor/todd_miller
http://cve.report/software/todd_miller/sudo
http://cve.report/vendor/todd_miller
http://cve.report/software/todd_miller/sudo
http://cve.report/vendor/todd_miller
http://cve.report/software/todd_miller/sudo
http://cve.report/vendor/todd_miller
http://cve.report/software/todd_miller/sudo
http://cve.report/vendor/todd_miller
http://cve.report/software/todd_miller/sudo
http://cve.report/vendor/todd_miller
http://cve.report/software/todd_miller/sudo
http://cve.report/vendor/todd_miller
http://cve.report/software/todd_miller/sudo
http://cve.report/vendor/todd_miller
http://cve.report/software/todd_miller/sudo
http://cve.report/vendor/todd_miller
http://cve.report/software/todd_miller/sudo
http://cve.report/vendor/todd_miller
http://cve.report/software/todd_miller/sudo
http://cve.report/vendor/todd_miller
http://cve.report/software/todd_miller/sudo
http://cve.report/vendor/todd_miller
http://cve.report/software/todd_miller/sudo
http://cve.report/vendor/todd_miller
http://cve.report/software/todd_miller/sudo
http://cve.report/vendor/todd_miller
http://cve.report/software/todd_miller/sudo
http://cve.report/vendor/todd_miller
http://cve.report/software/todd_miller/sudo
http://cve.report/vendor/todd_miller
http://cve.report/software/todd_miller/sudo
http://cve.report/vendor/todd_miller
http://cve.report/software/todd_miller/sudo
http://cve.report/vendor/todd_miller
http://cve.report/software/todd_miller/sudo
http://cve.report/vendor/todd_miller
http://cve.report/software/todd_miller/sudo
http://cve.report/vendor/todd_miller
http://cve.report/software/todd_miller/sudo
http://cve.report/vendor/todd_miller
http://cve.report/software/todd_miller/sudo
http://cve.report/vendor/todd_miller
http://cve.report/software/todd_miller/sudo
http://cve.report/vendor/todd_miller
http://cve.report/software/todd_miller/sudo
http://cve.report/vendor/todd_miller
http://cve.report/software/todd_miller/sudo
http://cve.report/vendor/todd_miller
http://cve.report/software/todd_miller/sudo
http://cve.report/vendor/todd_miller
http://cve.report/software/todd_miller/sudo


Application Todd Miller Sudo 1.6.8p11 All All All

Application Todd Miller Sudo 1.6.8p12 All All All

Application Todd Miller Sudo 1.6.8p2 All All All

Application Todd Miller Sudo 1.6.8p3 All All All

Application Todd Miller Sudo 1.6.8p4 All All All

Application Todd Miller Sudo 1.6.8p5 All All All

Application Todd Miller Sudo 1.6.8p6 All All All

Application Todd Miller Sudo 1.6.8p7 All All All

Application Todd Miller Sudo 1.6.8p8 All All All

Application Todd Miller Sudo 1.6.8p9 All All All

Application Todd Miller Sudo 1.6.8_p1 All All All

Application Todd Miller Sudo 1.6.8_p12 All All All

Application Todd Miller Sudo 1.6.8_p2 All All All

Application Todd Miller Sudo 1.6.8_p5 All All All

Application Todd Miller Sudo 1.6.8_p7 All All All

Application Todd Miller Sudo 1.6.8_p8 All All All

Application Todd Miller Sudo 1.6.8_p9 All All All

Application Todd Miller Sudo 1.6.9 All All All

Application Todd Miller Sudo 1.6.9p1 All All All

Application Todd Miller Sudo 1.6.9p10 All All All

Application Todd Miller Sudo 1.6.9p11 All All All

Application Todd Miller Sudo 1.6.9p12 All All All

Application Todd Miller Sudo 1.6.9p13 All All All

Application Todd Miller Sudo 1.6.9p14 All All All

Application Todd Miller Sudo 1.6.9p15 All All All

Application Todd Miller Sudo 1.6.9p16 All All All

Application Todd Miller Sudo 1.6.9p17 All All All

Application Todd Miller Sudo 1.6.9p18 All All All

Application Todd Miller Sudo 1.6.9p19 All All All

Application Todd Miller Sudo 1.6.9p2 All All All

Application Todd Miller Sudo 1.6.9p20 All All All

Application Todd Miller Sudo 1.6.9p21 All All All

Application Todd Miller Sudo 1.6.9p22 All All All

Application Todd Miller Sudo 1.6.9p23 All All All

Application Todd Miller Sudo 1.6.9p3 All All All

Application Todd Miller Sudo 1.6.9p4 All All All
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Application Todd Miller Sudo 1.6.9p4 All All All

Application Todd Miller Sudo 1.6.9p5 All All All

Application Todd Miller Sudo 1.6.9p6 All All All

Application Todd Miller Sudo 1.6.9p7 All All All

Application Todd Miller Sudo 1.6.9p8 All All All

Application Todd Miller Sudo 1.6.9p9 All All All

Application Todd Miller Sudo 1.6.9_p17 All All All

Application Todd Miller Sudo 1.6.9_p18 All All All

Application Todd Miller Sudo 1.6.9_p19 All All All

Application Todd Miller Sudo 1.6.9_p20 All All All

Application Todd Miller Sudo 1.6.9_p21 All All All

Application Todd Miller Sudo 1.6.9_p22 All All All

Application Todd Miller Sudo 1.7.0 All All All

Application Todd Miller Sudo 1.7.1 All All All

Application Todd Miller Sudo 1.7.2 All All All

Application Todd Miller Sudo 1.7.2p1 All All All

Application Todd Miller Sudo 1.7.2p2 All All All

Application Todd Miller Sudo 1.7.2p3 All All All

Application Todd Miller Sudo 1.7.2p4 All All All

Application Todd Miller Sudo 1.7.2p5 All All All

Application Todd Miller Sudo 1.7.2p6 All All All

Application Todd Miller Sudo 1.7.2p7 All All All

Application Todd Miller Sudo 1.7.3b1 All All All

Application Todd Miller Sudo 1.7.4 All All All

Application Todd Miller Sudo 1.7.4p1 All All All

Application Todd Miller Sudo 1.7.4p2 All All All

Application Todd Miller Sudo 1.7.4p3 All All All

Application Todd Miller Sudo 1.7.4p4 All All All

Application Todd Miller Sudo 1.3.1 All All All

Application Todd Miller Sudo 1.5 All All All

Application Todd Miller Sudo 1.5.2 All All All

Application Todd Miller Sudo 1.5.3 All All All

Application Todd Miller Sudo 1.5.6 All All All

Application Todd Miller Sudo 1.5.7 All All All

Application Todd Miller Sudo 1.5.8 All All All

Application Todd Miller Sudo 1.5.9 All All All
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Application Todd Miller Sudo 1.6 All All All

Application Todd Miller Sudo 1.6.1 All All All

Application Todd Miller Sudo 1.6.2 All All All

Application Todd Miller Sudo 1.6.2p1 All All All

Application Todd Miller Sudo 1.6.2p2 All All All

Application Todd Miller Sudo 1.6.2p3 All All All

Application Todd Miller Sudo 1.6.3 All All All

Application Todd Miller Sudo 1.6.3p1 All All All

Application Todd Miller Sudo 1.6.3p2 All All All

Application Todd Miller Sudo 1.6.3p3 All All All

Application Todd Miller Sudo 1.6.3p4 All All All

Application Todd Miller Sudo 1.6.3p5 All All All

Application Todd Miller Sudo 1.6.3p6 All All All

Application Todd Miller Sudo 1.6.3p7 All All All

Application Todd Miller Sudo 1.6.3_p1 All All All

Application Todd Miller Sudo 1.6.3_p2 All All All

Application Todd Miller Sudo 1.6.3_p3 All All All

Application Todd Miller Sudo 1.6.3_p4 All All All

Application Todd Miller Sudo 1.6.3_p5 All All All

Application Todd Miller Sudo 1.6.3_p6 All All All

Application Todd Miller Sudo 1.6.3_p7 All All All

Application Todd Miller Sudo 1.6.4 All All All

Application Todd Miller Sudo 1.6.4p1 All All All

Application Todd Miller Sudo 1.6.4p2 All All All

Application Todd Miller Sudo 1.6.4_p1 All All All

Application Todd Miller Sudo 1.6.4_p2 All All All

Application Todd Miller Sudo 1.6.5 All All All

Application Todd Miller Sudo 1.6.5p1 All All All

Application Todd Miller Sudo 1.6.5p2 All All All

Application Todd Miller Sudo 1.6.5_p1 All All All

Application Todd Miller Sudo 1.6.5_p2 All All All

Application Todd Miller Sudo 1.6.6 All All All

Application Todd Miller Sudo 1.6.7 All All All

Application Todd Miller Sudo 1.6.7p1 All All All

Application Todd Miller Sudo 1.6.7p2 All All All
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Application Todd Miller Sudo 1.6.7p3 All All All

Application Todd Miller Sudo 1.6.7p4 All All All

Application Todd Miller Sudo 1.6.7p5 All All All

Application Todd Miller Sudo 1.6.7_p5 All All All

Application Todd Miller Sudo 1.6.8 All All All

Application Todd Miller Sudo 1.6.8p1 All All All

Application Todd Miller Sudo 1.6.8p10 All All All

Application Todd Miller Sudo 1.6.8p11 All All All

Application Todd Miller Sudo 1.6.8p12 All All All

Application Todd Miller Sudo 1.6.8p2 All All All

Application Todd Miller Sudo 1.6.8p3 All All All

Application Todd Miller Sudo 1.6.8p4 All All All

Application Todd Miller Sudo 1.6.8p5 All All All

Application Todd Miller Sudo 1.6.8p6 All All All

Application Todd Miller Sudo 1.6.8p7 All All All

Application Todd Miller Sudo 1.6.8p8 All All All

Application Todd Miller Sudo 1.6.8p9 All All All

Application Todd Miller Sudo 1.6.8_p1 All All All

Application Todd Miller Sudo 1.6.8_p12 All All All

Application Todd Miller Sudo 1.6.8_p2 All All All

Application Todd Miller Sudo 1.6.8_p5 All All All

Application Todd Miller Sudo 1.6.8_p7 All All All

Application Todd Miller Sudo 1.6.8_p8 All All All

Application Todd Miller Sudo 1.6.8_p9 All All All

Application Todd Miller Sudo 1.6.9 All All All

Application Todd Miller Sudo 1.6.9p1 All All All

Application Todd Miller Sudo 1.6.9p10 All All All

Application Todd Miller Sudo 1.6.9p11 All All All

Application Todd Miller Sudo 1.6.9p12 All All All

Application Todd Miller Sudo 1.6.9p13 All All All

Application Todd Miller Sudo 1.6.9p14 All All All

Application Todd Miller Sudo 1.6.9p15 All All All

Application Todd Miller Sudo 1.6.9p16 All All All

Application Todd Miller Sudo 1.6.9p17 All All All

Application Todd Miller Sudo 1.6.9p18 All All All

Application Todd Miller Sudo 1.6.9p19 All All All
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Application Todd Miller Sudo 1.6.9p19 All All All

Application Todd Miller Sudo 1.6.9p2 All All All

Application Todd Miller Sudo 1.6.9p20 All All All

Application Todd Miller Sudo 1.6.9p21 All All All

Application Todd Miller Sudo 1.6.9p22 All All All

Application Todd Miller Sudo 1.6.9p23 All All All

Application Todd Miller Sudo 1.6.9p3 All All All

Application Todd Miller Sudo 1.6.9p4 All All All

Application Todd Miller Sudo 1.6.9p5 All All All

Application Todd Miller Sudo 1.6.9p6 All All All

Application Todd Miller Sudo 1.6.9p7 All All All

Application Todd Miller Sudo 1.6.9p8 All All All

Application Todd Miller Sudo 1.6.9p9 All All All

Application Todd Miller Sudo 1.6.9_p17 All All All

Application Todd Miller Sudo 1.6.9_p18 All All All

Application Todd Miller Sudo 1.6.9_p19 All All All

Application Todd Miller Sudo 1.6.9_p20 All All All

Application Todd Miller Sudo 1.6.9_p21 All All All

Application Todd Miller Sudo 1.6.9_p22 All All All

Application Todd Miller Sudo 1.7.0 All All All

Application Todd Miller Sudo 1.7.1 All All All

Application Todd Miller Sudo 1.7.2 All All All

Application Todd Miller Sudo 1.7.2p1 All All All

Application Todd Miller Sudo 1.7.2p2 All All All

Application Todd Miller Sudo 1.7.2p3 All All All

Application Todd Miller Sudo 1.7.2p4 All All All

Application Todd Miller Sudo 1.7.2p5 All All All

Application Todd Miller Sudo 1.7.2p6 All All All

Application Todd Miller Sudo 1.7.2p7 All All All

Application Todd Miller Sudo 1.7.3b1 All All All

Application Todd Miller Sudo 1.7.4 All All All

Application Todd Miller Sudo 1.7.4p1 All All All

Application Todd Miller Sudo 1.7.4p2 All All All

Application Todd Miller Sudo 1.7.4p3 All All All

Application Todd Miller Sudo 1.7.4p4 All All All

Application Todd Miller Sudo All All All All
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NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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