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CVE CVE-2011-0009
State PUBLISHED
Assigner redhat

Source Priority CVE Program / NVD first with legacy fallback

Published 2011-01-25 19:00:03 UTC
Updated 2026-04-29 01:13:23 UTC
Description Best Practical Solutions RT 3.x before 3.8.9rc2 and 4.x before 4.0.0rc4 uses the MD5 algorithm for password hashes, whicl

/ |

Risk And Classification

Primary CVSS: v2.0 4.3 from nvd@nist.gov

AV:N/AC:M/Au:N/C:P/I:N/A:N

Problem Types: CWE-310 | n/a

CVSS v2.0 Breakdown

\ccess Vector

\ccess Complexity

\uthentication

Sonfidentiality

ntegrity

\vailability

AV:N/AC:M/Au:N/C:P/I:N/A:N

w [0

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Bestpractical Rt 3.0.0 All All All


https://cve.report/
https://cve.report/CVE-2011-0009/mitre
https://cve.report/CVE-2011-0009/nist
https://cve.report/CVE-2011-0009/cve_org
https://cve.report/api/cve/CVE-2011-0009.json
https://cve.report/CVE-2011-0009.pdf
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Application Bestpractical Rt 3.8.8 rc2 All All
Application Bestpractical Rt 3.8.8 rc3 All All
Application Bestpractical Rt 3.8.8 rc4 All All
Application Bestpractical Rt 4.0.0 rci All All
Application Bestpractical Rt 4.0.0 rc2 All All
Application Bestpractical Rt 4.0.0 rc3 All All
Application Bestpractical Rt All rcl All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

Reference Source

Debian -- Security Information -- DSA-2150-1 request-tracker3.6 af854a3a-2127-422b-91:
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH af854a3a-2127-422b-91¢
#610850 - request-tracker3.8: Weak password hash format in RT database - Debian Bug report logs af854a3a-2127-422b-91¢
Request Tracker Password Information Disclosure Vulnerability af854a3a-2127-422b-91¢
[Rt-announce] Security vulnerability in RT 3.0 and up af854a3a-2127-422b-91¢

672250 — (CVE-2011-0009) CVE-2011-0009 RT3: Insecure hashing algorithm used for storage of user passwords af854a3a-2127-422b-91¢

RT Information Disclosure Vulnerability - Secunia.com af854a3a-2127-422b-91¢
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH af854a3a-2127-422b-91¢
lists.apache.org/thread.html/rf9fa47ab66495c78bb4120b0754dd9531ca2ff0430f6685a. .. af854a3a-2127-422b-91:
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH af854a3a-2127-422b-91:
osvdb.org/70661 af854a3a-2127-422b-91¢
[SECURITY] Fedora 15 Update: rt3-3.8.9-1.fc15 af854a3a-2127-422b-91¢
Pony Mail! MITRE

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

690556 Free Berkeley Software Distribution (FreeBSD) Security Update for rt (€0a969e4-a512-11e1-90b4-e0cb4e266481)



http://cve.report/vendor/bestpractical
http://cve.report/software/bestpractical/rt
http://cve.report/vendor/bestpractical
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http://cve.report/vendor/bestpractical
http://cve.report/software/bestpractical/rt
http://cve.report/vendor/bestpractical
http://cve.report/software/bestpractical/rt
http://cve.report/vendor/bestpractical
http://cve.report/software/bestpractical/rt
http://cve.report/vendor/bestpractical
http://cve.report/software/bestpractical/rt
http://cve.report/vendor/bestpractical
http://cve.report/software/bestpractical/rt
http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://www.debian.org/security/2011/dsa-2150
http://www.vupen.com/english/advisories/2011/0475
http://bugs.debian.org/cgi-bin/bugreport.cgi?bug=610850
http://www.securityfocus.com/bid/45959
http://lists.bestpractical.com/pipermail/rt-announce/2011-January/000185.html
https://bugzilla.redhat.com/show_bug.cgi?id=672250
http://secunia.com/advisories/43438
http://www.vupen.com/english/advisories/2011/0576
https://lists.apache.org/thread.html/rf9fa47ab66495c78bb4120b0754dd9531ca2ff0430f6685ac9b07772%2540%253Cdev.mina.apache.org%253E
http://www.vupen.com/english/advisories/2011/0190
http://osvdb.org/70661
http://lists.fedoraproject.org/pipermail/package-announce/2011-March/054740.html
https://lists.apache.org/thread.html/rf9fa47ab66495c78bb4120b0754dd9531ca2ff0430f6685ac9b07772@%253Cdev.mina.apache.org%253E
https://www.cve.org/CVERecord?id=CVE-2011-0009
https://nvd.nist.gov/vuln/detail/CVE-2011-0009
http://cve.report/qid/690556
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