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Summary

CVE CVE-2011-0010

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2011-01-18 18:03:00 UTC

Updated 2018-01-05 02:29:00 UTC

Description check.c in sudo 1.7.x before 1.7.4p5, when a Runas group is configured, does not require a password for command execution that involves a gid change but no uid change, which allows local users to bypass an intended authentication requirement via the -g option to a sudo command.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Todd Miller Sudo 1.7.0 All All All

Application Todd Miller Sudo 1.7.1 All All All

Application Todd Miller Sudo 1.7.2 All All All

Application Todd Miller Sudo 1.7.2p1 All All All

Application Todd Miller Sudo 1.7.2p2 All All All

Application Todd Miller Sudo 1.7.2p3 All All All

Application Todd Miller Sudo 1.7.2p4 All All All

Application Todd Miller Sudo 1.7.2p5 All All All

Application Todd Miller Sudo 1.7.2p6 All All All

Application Todd Miller Sudo 1.7.2p7 All All All

Application Todd Miller Sudo 1.7.3b1 All All All

Application Todd Miller Sudo 1.7.4 All All All

Application Todd Miller Sudo 1.7.4p1 All All All

Application Todd Miller Sudo 1.7.4p2 All All All

Application Todd Miller Sudo 1.7.4p3 All All All

Application Todd Miller Sudo 1.7.4p4 All All All

Application Todd Miller Sudo 1.7.0 All All All
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Application Todd Miller Sudo 1.7.0 All All All

Application Todd Miller Sudo 1.7.1 All All All

Application Todd Miller Sudo 1.7.2 All All All

Application Todd Miller Sudo 1.7.2p1 All All All

Application Todd Miller Sudo 1.7.2p2 All All All

Application Todd Miller Sudo 1.7.2p3 All All All

Application Todd Miller Sudo 1.7.2p4 All All All

Application Todd Miller Sudo 1.7.2p5 All All All

Application Todd Miller Sudo 1.7.2p6 All All All

Application Todd Miller Sudo 1.7.2p7 All All All

Application Todd Miller Sudo 1.7.3b1 All All All

Application Todd Miller Sudo 1.7.4 All All All

Application Todd Miller Sudo 1.7.4p1 All All All

Application Todd Miller Sudo 1.7.4p2 All All All

Application Todd Miller Sudo 1.7.4p3 All All All

Application Todd Miller Sudo 1.7.4p4 All All All

References
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Gentoo Linux Documentation -- sudo: Privilege escalation GENTOO security.gentoo.org

Slackware update for sudo - Secunia.com SECUNIA secunia.com
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USN-1046-1: Sudo vulnerability | Ubuntu UBUNTU www.ubuntu.com
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Sudo Group Changing Vulnerability - Secunia.com SECUNIA secunia.com
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Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

oss-security - Re: CVE request: sudo does not ask for password on GID changes MLIST openwall.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

sudo: fe8a94f96542 CONFIRM www.sudo.ws

oss-security - CVE request: sudo does not ask for password on GID changes MLIST openwall.com

oss-security - Re: CVE request: sudo does not ask for password on GID changes MLIST openwall.com

Ubuntu update for sudo - Secunia.com SECUNIA secunia.com

668879 – (CVE-2011-0010) CVE-2011-0010 sudo: does not ask for password on GID changes CONFIRM bugzilla.redhat.com

[security-announce] SUSE Security Summary Report: SUSE-SR:2011:002 SUSE lists.opensuse.org

Fedora update for sudo - Secunia.com SECUNIA secunia.com

SUSE update for Multiple Packages - Secunia.com SECUNIA secunia.com

sudo: 07d1b0ce530e MISC www.sudo.ws

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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