VE-2011-0074

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE CVE-2011-0074
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2011-05-07 18:55:01 UTC
Updated 2026-04-29 01:13:23 UTC
Description Unspecified vulnerability in the browser engine in Mozilla Firefox 3.5.x before 3.5.19 and 3.6.x before 3.6.17, Thunderbird b

/ ]

Risk And Classification

Primary CVSS: v2.0 10 from nvd@nist.gov
AV:N/AC:L/Au:N/C:C/I:.C/A:C

Problem Types: NVD-CWE-noinfo | n/a
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mozilla Firefox 3.5 All All All
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Application Mozilla Thunderbird 2.0.0.21 All All All
Application Mozilla Thunderbird 2.0.0.22 All All All
Application Mozilla Thunderbird 2.0.0.23 All All All
Application Mozilla Thunderbird 2.0.0.3 All All All
Application Mozilla Thunderbird 2.0.04 All All All
Application Mozilla Thunderbird 2.0.0.5 All All All
Application Mozilla Thunderbird 2.0.0.6 All All All
Application Mozilla Thunderbird 2.0.0.7 All All All
Application Mozilla Thunderbird 2.0.0.8 All All All
Application Mozilla Thunderbird 2.0.0.9 All All All
Application Mozilla Thunderbird 3.1 All All All
Application Mozilla Thunderbird 3.1.1 All All All
Application Mozilla Thunderbird 3.1.2 All All All
Application Mozilla Thunderbird 3.1.3 All All All
Application Mozilla Thunderbird 3.1.4 All All All
Application Mozilla Thunderbird 3.1.5 All All All
Application Mozilla Thunderbird 3.1.6 All All All
Application Mozilla Thunderbird 3.1.7 All All All
Application Mozilla Thunderbird 3.1.8 All All All
Application Mozilla Thunderbird All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

Reference Source

Debian -- Security Information -- DSA-2228-1 iceweasel af854a3a-2127-422b-
MFSA 2011-12: Miscellaneous memory safety hazards (rv:2.0.1/1.9.2.17/1.9.1.19) af854a3a-2127-422b-
Mozilla Firefox/Thunderbird/SeaMonkey Marquee Elements Memory Corruption Vulnerability af854a3a-2127-422b-
Debian -- Security Information -- DSA-2235-1 icedove af854a3a-2127-422b-
ASA-2011-135 (RHSA-2011-0473) af854a3a-2127-422b-
Support / Security / Advisories / / MDVSA-2011:079 | Mandriva af854a3a-2127-422b-
ASA-2011-194 (RHSA-2011-0471) af854a3a-2127-422b-
Multiple vulnerabilities in Thunderbird (Sun Product Security Blog) af854a3a-2127-422b-
Debian -- Security Information -- DSA-2227-1 iceape af854a3a-2127-422b-
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http://www.debian.org/security/2011/dsa-2228
http://www.mozilla.org/security/announce/2011/mfsa2011-12.html
http://www.securityfocus.com/bid/47646
http://www.debian.org/security/2011/dsa-2235
http://downloads.avaya.com/css/P8/documents/100134543
http://www.mandriva.com/security/advisories?name=MDVSA-2011:079
http://downloads.avaya.com/css/P8/documents/100144158
http://blogs.oracle.com/sunsecurity/entry/multiple_vulnerabilities_in_thunderbird
http://www.debian.org/security/2011/dsa-2227

619021 — (CVE-2011-0074) crash when opening a page with several marquee elements [@ nsStyleSet::GetContext ] af854a3a-2127-422b-

Repository / Oval Repository af854a3a-2127-422b-
Support / Security / Advisories // MDVSA-2011:080 | Mandriva af854a3a-2127-422b-
CVE Program record CVE.ORG

NVD vulnerability detail NVD

4] | 3

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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