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CVE-2011-007/8

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE-2011-0078

PUBLIC

cve@mitre.org

CVE Program / NVD first with legacy fallback
2011-05-07 18:55:00 UTC

2017-09-19 01:31:00 UTC

Unspecified vulnerability in the browser engine in Mozilla Firefox 3.5.x before 3.5.19 and 3.6.x before 3.6.17, Thunderbird b

] 1|

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)
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Application

Application

Vendor Product Version Update Edition Language
Mozilla Firefox 3.5 All All All
Mozilla Firefox 3.5.1 All All All
Mozilla Firefox 3.5.10 All All All
Mozilla Firefox 3.5.11 All All All
Mozilla Firefox 3.5.12 All All All
Mozilla Firefox 3.5.13 All All All
Mozilla Firefox 3.5.14 All All All
Mozilla Firefox 3.5.15 All All All
Mozilla Firefox 3.5.16 All All All
Mozilla Firefox 3.5.17 All All All
Mozilla Firefox 3.5.18 All All All
Mozilla Firefox 3.5.2 All All All
Mozilla Firefox 3.5.3 All All All
Mozilla Firefox 3.5.4 All All All
Mozilla Firefox 355 All All All
Mozilla Firefox 3.5.6 All All All
Mozilla Firefox 357 All All All
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AppIGAUUI vIvZitia HunueuIU c.u.u.10 Al Al Al
Application Mozilla Thunderbird 2.0.0.17 All All All
Application Mozilla Thunderbird 2.0.0.18 All All All
Application Mozilla Thunderbird 2.0.0.19 All All All
Application Mozilla Thunderbird 2.0.0.2 All All All
Application Mozilla Thunderbird 2.0.0.21 All All All
Application Mozilla Thunderbird 2.0.0.22 All All All
Application Mozilla Thunderbird 2.0.0.23 All All All
Application Mozilla Thunderbird 2.0.0.3 All All All
Application Mozilla Thunderbird 2.0.0.4 All All All
Application Mozilla Thunderbird 2.0.0.5 All All All
Application Mozilla Thunderbird 2.0.0.6 All All All
Application Mozilla Thunderbird 2.0.0.7 All All All
Application Mozilla Thunderbird 2.0.0.8 All All All
Application Mozilla Thunderbird 2.0.0.9 All All All
Application Mozilla Thunderbird 3.1 All All All
Application Mozilla Thunderbird 3.1.1 All All All
Application Mozilla Thunderbird 3.1.2 All All All
Application Mozilla Thunderbird 3.1.3 All All All
Application Mozilla Thunderbird 3.1.4 All All All
Application Mozilla Thunderbird 3.1.5 All All All
Application Mozilla Thunderbird 3.1.6 All All All
Application Mozilla Thunderbird 3.1.7 All All All
Application Mozilla Thunderbird 3.1.8 All All All
Application Mozilla Thunderbird All All All All
Reference Source Link Tags
635705 — (CVE-2011-0078) Lack of NULL check in OOM allows arbitrary write CONFIRM  bugzilla.mozilla.org
Debian -- Security Information -- DSA-2227-1 iceape DEBIAN www.debian.org
ASA-2011-194 (RHSA-2011-0471) CONFIRM  downloads.avaya.com
Support / Security / Advisories / / MDVSA-2011:080 | Mandriva MANDRIVA  www.mandriva.com
Support / Security / Advisories / / MDVSA-2011:079 | Mandriva MANDRIVA  www.mandriva.com
Debian -- Security Information -- DSA-2228-1 iceweasel DEBIAN www.debian.org
Repository / Oval Repository OVAL oval.cisecurity.org
Multiple vulnerabilities in Thunderbird (Sun Product Security Blog) CONFIRM  blogs.oracle.com
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http://www.mandriva.com/security/advisories?name=MDVSA-2011:080
http://www.mandriva.com/security/advisories?name=MDVSA-2011:079
http://www.debian.org/security/2011/dsa-2228
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A14246
http://blogs.oracle.com/sunsecurity/entry/multiple_vulnerabilities_in_thunderbird

ASA-2011-135 (RHSA-2011-0473) CONFIRM

MFSA 2011-12: Miscellaneous memory safety hazards (rv:2.0.1/1.9.2.17/1.9.1.19) CONFIRM
Debian -- Security Information -- DSA-2235-1 icedove DEBIAN
Mozilla Firefox/Thunderbird/SeaMonkey Out-Of-Memory Memory Corruption Vulnerability BID

CVE Program record CVE.ORG
NVD vulnerability detail NVD
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www.securityfocus.com
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nvd.nist.gov canonica

|

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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