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CVE-2011-0182

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AV-LIACLIAUNIC C/CIAC Certain versions of Mac Os X from Apple contain the foIIowing
’ vulnerability:

The i386_set_Idt system call in the kernel in Apple Mac OS X before
10.6.7 does not properly handle call gates, which allows local users to
gain privileges via vectors involving the creation of a call gate entry.

CVE-2011-0182 has been assigned by & product-security@apple.com to track the vulnerability

CVSS2 Score: 7.2-HIGH

Access Access Authentication
Vector Complexity
Low (NN |
Confidentiality Integrity Availability
Impact Impact Impact
CVE References
Description Tags Link
APPLE-SA-2011-03-21-1 Mac OS X v10.6.7 and Security Update 2011- [ Patch | [] APPLE APPLE-SA-2011-03-21-1
oot
Mac OS X < 10.6.7 Kernel Panic Exploit - SecurityReason.com SREASON 8402
About the security content of Mac OS X v10.6.7 and Security Update = & CONFIRM
2011-001 support.apple.com/kb/HT4581

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
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https://cve.report/
https://cve.report/CVE-2011-0182/mitre
https://cve.report/CVE-2011-0182/nist
https://cve.report/CVE-2011-0182/cve_org
https://cve.report/CVE-2011-182.pdf
http://cve.report/software/apple/mac_os_x
http://cve.report/vendor/apple
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://lists.apple.com/archives/security-announce/2011/Mar/msg00006.html
http://securityreason.com/securityalert/8402
http://support.apple.com/kb/HT4581
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comment@cve.report.

There are currently no QIDs associated with this CVE
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cpe:2.3:0:apple:mac_os_x:10.6.0:*: " "

ak kR ok ak Rk,

cpe:2.3:0:apple:mac_os_x:10.6.1: " ™

cpe:2.3:0:apple:mac_os_x:10.6.2:"*: " *:*:

cpe:2.3:0:apple:mac_os_x:10.6.3:" " *:*:*:

cpe:2.3:0:apple:mac_os_x:10.6.4:"** """

cpe:2.3:0:apple:mac_os_x:10.6.5:" " "™

cpe:2.3:0:apple:mac_os_x:10.6.0:" " "™

cpe:2.3:0:apple:mac_os_x:10.6.1:" " "™

cpe:2.3:0:apple:mac_os_x:10.6.2:*:*: "™

cpe:2.3:0:apple:mac_os_x:10.6.3:"*: "™

cpe:2.3:0:apple:mac_os_x:10.6.4:"* " "

cpe:2.3:0:apple:mac_os_x:10.6.5:": "™

cpe:2.3:0:apple:mac_os_x

dkakLk kL kLk kK,

skakakakakakak.

cpe:2.3:0:apple:mac_os_x_server:10.6.0:*:*: 7 :":*:*:

Skukakakkakak.

cpe:2.3:0:apple:mac_os_x_server:10.6.1: """

cpe:2.3:0:apple:mac_os_x_server:10.6.2::*:*:*:":*:*:

Skuk ok k Lk akak.

cpe:2.3:0:apple:mac_os_x_server:10.6.3:::*:*:":*:*;

cpe:2.3:0:apple:mac_os_x_server:10.6.4:*:*: """

Skk ok k ok akak.

cpe:2.3:0:apple:mac_os_x_server:10.6.5: 7 :*:*:*;

Skuk ok akk k.

cpe:2.3:0:apple:mac_os_x_server:10.6.0:*:*:**:*:*:*:
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Skuk ok uk ok akak.

cpe:2.3:0:apple:mac_os_x_server:10.6.1: 7 **;

Skk Lk k ok ukak.

cpe:2.3:0:apple:mac_os_x_server:10.6.2:*:*:*:*:*:*:*;
cpe:2.3:0:apple:mac_os_x_server:10.6.3:*:* " ™
cpe:2.3:0:apple:mac_os_x_server:10.6.4: "
cpe:2.3:0:apple:mac_os_x_server:10.6.5: " ™

Skuk ok ak kR ok ak.

cpe:2.3:0:apple:mac_os_x_server:*:

No vendor comments have been submitted for this CVE
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