VE-2011-0191

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE CVE-2011-0191
State PUBLIC
Assigner product-security@apple.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2011-03-03 20:00:00 UTC
Updated 2014-02-21 04:39:00 UTC
Description Buffer overflow in LibTIFF 3.9.4 and possibly other versions, as used in ImagelO in Apple iTunes before 10.2 on Windows ¢

/ |

1|

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Apple Itunes 10.0 All All All
Application Apple ltunes 10.0.1 All All All
Application Apple ltunes 10.1 All All All
Application Apple ltunes 10.1.1 All All All
Application Apple ltunes 4.0.0 All All All
Application Apple ltunes 4.01 All All All
Application Apple ltunes 4.1.0 All All All
Application Apple ltunes 4.2.0 All All All
Application Apple ltunes 4.5 All All All
Application Apple ltunes 45.0 All All All
Application Apple ltunes 4.6 All All All
Application Apple ltunes 4.6.0 All All All
Application Apple Itunes 4.7 All All All
Application Apple ltunes 4.7.0 All All All
Application Apple Itunes 471 All All All
Application Apple ltunes 4.7.2 All All All
Application Apple ltunes 4.8.0 All All All
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Application Apple ltunes 9.0.1 All All All
Application Apple ltunes 9.0.2 All All All
Application Apple ltunes 9.0.3 All All All
Application Apple ltunes 9.2 All All All
Application Apple ltunes 9.2.1 All All All
Application Apple ltunes All All All All
Operating System Microsoft Windows All All All All
Operating System Microsoft Windows All All All All
Operating System Microsoft Windows 7 All All All All
Operating System Microsoft Windows 7 All All All All
Operating System Microsoft Windows Vista All All All All
Operating System Microsoft Windows Vista All spl All All
Operating System Microsoft Windows Vista All sp2 All All
Operating System Microsoft Windows Vista All All All All
Operating System Microsoft Windows Vista All sp1 All All
Operating System Microsoft Windows Vista All sp2 All All
Operating System Microsoft Windows Xp All sp2 All All
Operating System Microsoft Windows Xp All sp3 All All
Operating System Microsoft Windows Xp All sp2 All All
Operating System Microsoft Windows Xp All sp3 All All

References

Reference

APPLE-SA-2011-03-21-1 Mac OS X v10.6.7 and Security Update 2011-001
APPLE-SA-2011-03-09-1i0S 4.3

About the security content of Safari 5.0.4

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH
[security-announce] SUSE Security Summary Report: SUSE-SR:2011:009
About the security content of iTunes 10.2 - Apple Support
APPLE-SA-2011-03-09-2 Safari 5.0.4

libTIFF TIFF Image Buffer Overflow Vulnerability

About the security content of Apple TV 4.2

About the security content of Mac OS X v10.6.7 and Security Update 2011-001
Debian -- Security Information -- DSA-2210-1 tiff

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH
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Source

APPLE

APPLE
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APPLE
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Link
lists.apple.com
lists.apple.com
support.apple.com
www.vupen.com
lists.opensuse.org
support.apple.com
lists.apple.com
www.securityfocus.com
support.apple.com
support.apple.com
www.debian.org

www.vupen.com
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vepidrl upadlie 101 Ul - secunid.coirl OCUUNIA securid.coirn

About the security content of iOS 4.3 CONFIRM  support.apple.com

APPLE-SA-2011-03-02-1 iTunes 10.2 APPLE lists.apple.com Patch, Vendor Advi

Support / Security / Advisories / / MDVSA-2011:064 | Mandriva MANDRIVA  www.mandriva.com

[security-announce] SUSE Security Summary Report: SUSE-SR:2011:005 SUSE lists.opensuse.org

APPLE-SA-2011-03-09-3 Apple TV 4.2 APPLE lists.apple.com

CVE Program record CVE.ORG  www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
L] | |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

© CVE.report 2026 |
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