VE-2011-0192

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE CVE-2011-0192
State PUBLIC
Assigner product-security@apple.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2011-03-03 20:00:00 UTC
Updated 2014-02-21 04:39:00 UTC
Description Buffer overflow in Fax4Decode in LibTIFF 3.9.4 and possibly other versions, as used in ImagelO in Apple iTunes before 10

/ ]

1|

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Apple Itunes 10.0 All All All
Application Apple ltunes 10.0.1 All All All
Application Apple ltunes 10.1 All All All
Application Apple ltunes 10.1.1 All All All
Application Apple ltunes 4.0.0 All All All
Application Apple ltunes 4.01 All All All
Application Apple ltunes 4.1.0 All All All
Application Apple ltunes 4.2.0 All All All
Application Apple ltunes 4.5 All All All
Application Apple ltunes 45.0 All All All
Application Apple ltunes 4.6 All All All
Application Apple ltunes 4.6.0 All All All
Application Apple Itunes 4.7 All All All
Application Apple ltunes 4.7.0 All All All
Application Apple Itunes 471 All All All
Application Apple ltunes 4.7.2 All All All
Application Apple ltunes 4.8.0 All All All
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Application Apple ltunes 9.0.1 All All All
Application Apple ltunes 9.0.2 All All All
Application Apple ltunes 9.0.3 All All All
Application Apple ltunes 9.2 All All All
Application Apple ltunes 9.2.1 All All All
Application Apple ltunes All All All All
Operating System Microsoft Windows All All All All
Operating System Microsoft Windows All All All All
Operating System Microsoft Windows 7 All All All All
Operating System Microsoft Windows 7 All All All All
Operating System Microsoft Windows Vista All All All All
Operating System Microsoft Windows Vista All spl All All
Operating System Microsoft Windows Vista All sp2 All All
Operating System Microsoft Windows Vista All All All All
Operating System Microsoft Windows Vista All sp1 All All
Operating System Microsoft Windows Vista All sp2 All All
Operating System Microsoft Windows Xp All sp2 All All
Operating System Microsoft Windows Xp All sp3 All All
Operating System Microsoft Windows Xp All sp2 All All
Operating System Microsoft Windows Xp All sp3 All All
Reference

APPLE-SA-2011-03-21-1 Mac OS X v10.6.7 and Security Update 2011-001
APPLE-SA-2011-03-09-1i0S 4.3

About the security content of Safari 5.0.4

APPLE-SA-2011-10-12-2 Apple TV Software Update 4.4

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

The Slackware Linux Project: Slackware Security Advisories

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH
[security-announce] SUSE Security Summary Report: SUSE-SR:2011:009
KB27244-Vulnerabilities in BlackBerry Enterprise Server components that process images could allow remote code execution
About the security content of iTunes 10.2 - Apple Support

APPLE-SA-2011-10-12-1 iOS 5 Software Update

ARNI T OA AN44d NA AA A O S_iF N A


http://cve.report/vendor/apple
http://cve.report/software/apple/itunes
http://cve.report/vendor/apple
http://cve.report/software/apple/itunes
http://cve.report/vendor/apple
http://cve.report/software/apple/itunes
http://cve.report/vendor/apple
http://cve.report/software/apple/itunes
http://cve.report/vendor/apple
http://cve.report/software/apple/itunes
http://cve.report/vendor/apple
http://cve.report/software/apple/itunes
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows_7
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows_7
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows_vista
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows_vista
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows_vista
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows_vista
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows_vista
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows_vista
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows_xp
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows_xp
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows_xp
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows_xp
http://lists.apple.com/archives/security-announce/2011/Mar/msg00006.html
http://lists.apple.com/archives/security-announce/2011//Mar/msg00003.html
http://support.apple.com/kb/HT4566
http://lists.apple.com/archives/Security-announce/2011//Oct/msg00002.html
http://www.vupen.com/english/advisories/2011/0621
http://www.vupen.com/english/advisories/2011/0845
http://slackware.com/security/viewer.php?l=slackware-security&y=2011&m=slackware-security.587820
http://www.vupen.com/english/advisories/2011/0905
http://lists.opensuse.org/opensuse-security-announce/2011-05/msg00005.html
http://blackberry.com/btsc/KB27244
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Security Advisory SA50726 - Gentoo update for tiff - Secunia

Fedora update for libtiff - Secunia.com

[SECURITY] Fedora 14 Update: libtiff-3.9.4-3.fc14

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH
About the security content of Apple TV 4.2

[SECURITY] Fedora 13 Update: libtiff-3.9.4-4.fc13

About the security content of iOS 5 Software Update

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH
Support / Security / Advisories / / MDVSA-2011:043 | Mandriva

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH
About the security content of Mac OS X v10.6.7 and Security Update 2011-001
Debian -- Security Information -- DSA-2210-1 tiff

Debian update for tiff - Secunia.com

[SECURITY] Fedora 15 Update: libtiff-3.9.4-3.fc15

libTIFF CCITT Group 4 Encoded TIFF Image Buffer Overflow Vulnerability
Fedora update for libtiff - Secunia.com

[SECURITY] Fedora 14 Update: libtiff-3.9.4-4.fc14

About the security content of iOS 4.3

APPLE-SA-2011-03-02-1 iTunes 10.2

About the security content of Apple TV Software Update 4.4

LibTIFF Multiple Vulnerabilities - Secunia.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH
678635 — (CVE-2011-0192) CVE-2011-0192 libtiff: buffer overflow in Fax4Decode
Slackware update for libtiff - Secunia.com

Support

Red Hat update for libtiff - Secunia.com

[security-announce] SUSE Security Summary Report: SUSE-SR:2011:005
Gentoo Linux Documentation -- libTIFF: Multiple vulnerabilities
APPLE-SA-2011-03-09-3 Apple TV 4.2

LibTIFF Heap Overflow in Processing CCITT Group 4 Encoded TIFF Images Lets Remote Users Execute Arbitrary Code - SecurityTracker
CVE Program record

NVD vulnerability detail

4 |

No vendor comments have been submitted for this CVE.


http://lists.apple.com/archives/security-announce/2011//Mar/msg00004.html
http://secunia.com/advisories/50726
http://secunia.com/advisories/44135
http://lists.fedoraproject.org/pipermail/package-announce/2011-March/055240.html
http://www.vupen.com/english/advisories/2011/0930
http://support.apple.com/kb/HT4565
http://lists.fedoraproject.org/pipermail/package-announce/2011-April/057840.html
http://support.apple.com/kb/HT4999
http://www.vupen.com/english/advisories/2011/0960
http://www.mandriva.com/security/advisories?name=MDVSA-2011:043
http://www.vupen.com/english/advisories/2011/0599
http://support.apple.com/kb/HT4581
http://www.debian.org/security/2011/dsa-2210
http://secunia.com/advisories/43934
http://lists.fedoraproject.org/pipermail/package-announce/2011-March/055683.html
http://www.securityfocus.com/bid/46658
http://secunia.com/advisories/43664
http://lists.fedoraproject.org/pipermail/package-announce/2011-April/057763.html
http://support.apple.com/kb/HT4564
http://lists.apple.com/archives/security-announce/2011/Mar/msg00000.html
http://support.apple.com/kb/HT5001
http://secunia.com/advisories/43593
http://www.vupen.com/english/advisories/2011/0551
https://bugzilla.redhat.com/show_bug.cgi?id=678635
http://secunia.com/advisories/44117
http://www.redhat.com/support/errata/RHSA-2011-0318.html
http://secunia.com/advisories/43585
http://lists.opensuse.org/opensuse-security-announce/2011-04/msg00000.html
http://security.gentoo.org/glsa/glsa-201209-02.xml
http://lists.apple.com/archives/security-announce/2011//Mar/msg00005.html
http://www.securitytracker.com/id?1025153
https://www.cve.org/CVERecord?id=CVE-2011-0192
https://nvd.nist.gov/vuln/detail/CVE-2011-0192

There are currently no legacy QID mappings associated with this CVE.
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