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Integer overflow in ColorSync in Apple Mac OS X before 10.6.8 allows remote attackers to execute arbitrary code or cause
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Risk And Classification

Problem Types: CWE-189

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System

Operating System

Vendor Product Version Update Edition Language
Apple Mac Os X 10.6.0 All All All
Apple Mac Os X 10.6.1 All All All
Apple Mac Os X 10.6.2 All All All
Apple Mac Os X 10.6.3 All All All
Apple Mac Os X 10.6.4 All All All
Apple Mac Os X 10.6.5 All All All
Apple Mac Os X 10.6.6 All All All
Apple Mac Os X 10.6.7 All All All
Apple Mac Os X 10.6.0 All All All
Apple Mac Os X 10.6.1 All All All
Apple Mac Os X 10.6.2 All All All
Apple Mac Os X 10.6.3 All All All
Apple Mac Os X 10.6.4 All All All
Apple Mac Os X 10.6.5 All All All
Apple Mac Os X 10.6.6 All All All
Apple Mac Os X 10.6.7 All All All
Apple Mac Os X Server 10.6.0 All All All
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Operating System Apple Mac Os X Server 10.6.1 All All All

Operating System Apple Mac Os X Server 10.6.2 All All All

Operating System Apple Mac Os X Server 10.6.3 All All All

Operating System Apple Mac Os X Server 10.6.4 All All All

Operating System Apple Mac Os X Server 10.6.5 All All All

Operating System Apple Mac Os X Server 10.6.6 All All All

Operating System Apple Mac Os X Server 10.6.7 All All All

Operating System Apple Mac Os X Server 10.6.0 All All All

Operating System Apple Mac Os X Server 10.6.1 All All All

Operating System Apple Mac Os X Server 10.6.2 All All All

Operating System Apple Mac Os X Server 10.6.3 All All All

Operating System Apple Mac Os X Server 10.6.4 All All All

Operating System Apple Mac Os X Server 10.6.5 All All All

Operating System Apple Mac Os X Server 10.6.6 All All All

Operating System Apple Mac Os X Server 10.6.7 All All All

Reference Source Link Tags
APPLE-SA-2011-06-23-1 Mac OS X v10.6.8 and Security Update 2011-004 APPLE lists.apple.com Patch, Ve
About the security content of Safari 5.1 and Safari 5.0.6 CONFIRM  support.apple.com
APPLE-SA-2012-02-01-1 OS X Lion v10.7.3 and Security Update 2012-001 APPLE lists.apple.com
APPLE-SA-2011-07-20-1 Safari 5.1 and Safari 5.0.6 APPLE lists.apple.com

About the security content of Mac OS X v10.6.8 and Security Update 2011-004 - Apple Support CONFIRM  support.apple.com Patch, Ve

About the security content of OS X Lion v10.7.3 and Security Update 2012-001 CONFIRM  support.apple.com
APPLE-SA-2011-10-11-1 iTunes 10.5 APPLE lists.apple.com

About the security content of iTunes 10.5 CONFIRM  support.apple.com

CVE Program record CVE.ORG www.cve.org canonica
NVD vulnerability detail NVD nvd.nist.gov canonica
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
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