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CVE-2011-0241

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE-2011-0241

PUBLIC

product-security@apple.com

CVE Program / NVD first with legacy fallback
2011-07-21 23:55:00 UTC

2012-05-12 03:34:00 UTC

Heap-based buffer overflow in ImagelO in Apple Safari before 5.0.6 allows remote attackers to execute arbitrary code or ca

| 1|

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Apple Imageio All All All All
Apple Imageio All All All All
Apple Safari 1.0 All All All
Apple Safari 1.0 beta All All
Apple Safari 1.0 beta2 All All
Apple Safari 1.0.0 All All All
Apple Safari 1.0.0b1 All All All
Apple Safari 1.0.0b2 All All All
Apple Safari 1.0.1 All All All
Apple Safari 1.0.2 All All All
Apple Safari 1.0.3 All All All
Apple Safari 1.0.3 85.8 All All
Apple Safari 1.0.3 85.8.1 All All
Apple Safari 1.1 All All All
Apple Safari 1.1.0 All All All
Apple Safari 1.1.1 All All All
Apple Safari 1.2 All All All
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Application Apple Safari 3.2.2
Application Apple Safari 4.1
Application Apple Safari 411
Application Apple Safari 41.2
Application Apple Safari 5.0
Application Apple Safari 5.0.1
Application Apple Safari 5.0.2
Application Apple Safari 5.0.3
Application Apple Safari 5.0.4
Application Apple Safari All
Operating System Microsoft Windows 7 All
Operating System Microsoft Windows 7 All
Operating System Microsoft Windows Vista All
Operating System Microsoft Windows Vista All
Operating System Microsoft Windows Xp All
Operating System Microsoft Windows Xp All
Operating System Microsoft Windows Xp All
Operating System Microsoft Windows Xp All

All All
All All
All All
All All
All All
All All
All All
All All
All All
All All
All All
All All
All All
All All
sp2 All
sp3 All
sp2 All
sp3 All

All
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All

All

All

All

All

All

All

All

All

All

All

All

All

All

References

Reference

About the security content of Safari 5.1 and Safari 5.0.6
APPLE-SA-2011-10-12-2 Apple TV Software Update 4.4
APPLE-SA-2012-02-01-1 OS X Lion v10.7.3 and Security Update 2012-001
APPLE-SA-2011-10-12-1 iOS 5 Software Update

APPLE-SA-2011-07-20-1 Safari 5.1 and Safari 5.0.6

About the security content of OS X Lion v10.7.4 and Security Update 2012-002
APPLE-SA-2012-05-09-1 OS X Lion v10.7.4 and Security Update 2012-002
About the security content of iOS 5 Software Update

About the security content of OS X Lion v10.7.3 and Security Update 2012-001
About the security content of Apple TV Software Update 4.4

CVE Program record

NVD vulnerability detail

Source

CONFIRM

APPLE

APPLE

APPLE

APPLE

CONFIRM

APPLE

CONFIRM

CONFIRM

CONFIRM

CVE.ORG

NVD

Link
support.apple.com
lists.apple.com
lists.apple.com
lists.apple.com
lists.apple.com
support.apple.com
lists.apple.com
support.apple.com
support.apple.com
support.apple.com
Www.cve.org

nvd.nist.gov

Tags

Vendor Advisory

Patch, Vendor Advisory

canonical

canonical, analysis

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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