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Summary

CVE CVE-2011-0284

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2011-03-20 02:00:00 UTC

Updated 2020-01-21 15:46:00 UTC

Description Double free vulnerability in the prepare_error_as function in do_as_req.c in the Key Distribution Center (KDC) in MIT Kerberos 5 (aka krb5) 1.7 through 1.9, when the PKINIT feature is enabled, allows remote attackers to cause a denial of service (daemon crash) or possibly execute arbitrary code via an e_data field containing typed data.

Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mit Kerberos 5 1.7 All All All

Application Mit Kerberos 5 1.7.1 All All All

Application Mit Kerberos 5 1.8 All All All

Application Mit Kerberos 5 1.8.1 All All All

Application Mit Kerberos 5 1.8.2 All All All

Application Mit Kerberos 5 1.8.3 All All All

Application Mit Kerberos 5 1.9 All All All

Application Mit Kerberos 5 1.7 All All All

Application Mit Kerberos 5 1.7.1 All All All

Application Mit Kerberos 5 1.8 All All All

Application Mit Kerberos 5 1.8.1 All All All

Application Mit Kerberos 5 1.8.2 All All All

Application Mit Kerberos 5 1.8.3 All All All

Application Mit Kerberos 5 1.9 All All All
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Support REDHAT www.redhat.com

Red Hat update for krb5 - Secunia.com SECUNIA secunia.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

Kerberos KDC "prepare_error_as" Double-Free Vulnerability - Secunia.com SECUNIA secunia.com

71183 OSVDB osvdb.org

SecurityFocus BUGTRAQ www.securityfocus.com

web.mit.edu/kerberos/advisories/MITKRB5-SA-2011-003.txt CONFIRM web.mit.edu

[SECURITY] Fedora 13 Update: krb5-1.7.1-18.fc13 FEDORA lists.fedoraproject.org

US-CERT Vulnerability Note VU#943220 - MIT KDC vulnerable to double-free when PKINIT enabled CERT-VN www.kb.cert.org

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

USN-1088-1: Kerberos vulnerability | Ubuntu UBUNTU www.ubuntu.com

MIT Kerberos KDC 'do_as_req.c' Double Free Memory Corruption Vulnerability BID www.securityfocus.com

Fedora update for krb5 - Secunia.com SECUNIA secunia.com

MIT Kerberos KDC Double Free in perpare_error_as() Lets Remote Users Execute Arbitrary Code - SecurityTracker SECTRACK securitytracker.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

Webmail- OVH VUPEN www.vupen.com

Support / Security / Advisories / / MDVSA-2011:048 | Mandriva MANDRIVA www.mandriva.com

[SECURITY] Fedora 15 Update: krb5-1.9-6.fc15 FEDORA lists.fedoraproject.org

[security-announce] SUSE Security Summary Report: SUSE-SR:2011:005 SUSE lists.opensuse.org

[SECURITY] Fedora 14 Update: krb5-1.8.2-9.fc14 FEDORA lists.fedoraproject.org

Ubuntu update for krb5 - Advisories - Community SECUNIA secunia.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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