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Summary

CVE CVE-2011-0286

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2011-04-18 18:55:00 UTC

Updated 2011-04-18 18:55:00 UTC

Description Cross-site scripting (XSS) vulnerability in webdesktop/app in the BlackBerry Web Desktop Manager component in Research In Motion (RIM) BlackBerry Enterprise Server (BES) software before 5.0.2 MR5 and 5.0.3 before MR1, and BlackBerry Enterprise Server Express software 5.0.1 and 5.0.2, allows remote attackers to inject arbitrary web script or HTML via the displayErrorMessage parameter in a ManageDevices action.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Rim Blackberry Enterprise Server 5.0.0 All All All

Application Rim Blackberry Enterprise Server 5.0.1 All All All

Application Rim Blackberry Enterprise Server 5.0.2 All All All

Application Rim Blackberry Enterprise Server 5.0.3 All All All

Application Rim Blackberry Enterprise Server 5.0.0 All All All

Application Rim Blackberry Enterprise Server 5.0.1 All All All

Application Rim Blackberry Enterprise Server 5.0.2 All All All

Application Rim Blackberry Enterprise Server 5.0.3 All All All

Application Rim Blackberry Enterprise Server Express 5.0.1 All All All

Application Rim Blackberry Enterprise Server Express 5.0.2 All All All

Application Rim Blackberry Enterprise Server Express 5.0.1 All All All

Application Rim Blackberry Enterprise Server Express 5.0.2 All All All
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KB26296-Cross-site scripting (XSS) vulnerability in the BlackBerry Web Desktop Manager component of the BlackBerry Enterprise Server

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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