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Summary

CVE CVE-2011-0354

State PUBLIC

Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2011-02-03 16:00:00 UTC

Updated 2011-09-22 03:28:00 UTC

Description The default configuration of Cisco Tandberg C Series Endpoints, and Tandberg E and EX Personal Video units, with software before TC4.0.0 has a blank password for the root account, which makes it easier for remote attackers to obtain access via an unspecified login method.

Risk And Classification

Problem Types: CWE-255

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Cisco Tandberg Endpoint tc2.1.2 All All All

Application Cisco Tandberg Endpoint tc3.0.0 All All All

Application Cisco Tandberg Endpoint tc3.1.0 All All All

Application Cisco Tandberg Endpoint tc3.1.1 All All All

Application Cisco Tandberg Endpoint tc3.1.2 All All All

Hardware Cisco Tandberg Endpoint c20 All All All

Hardware Cisco Tandberg Endpoint c40 All All All

Hardware Cisco Tandberg Endpoint c60 All All All

Hardware Cisco Tandberg Endpoint c90 All All All

Application Cisco Tandberg Endpoint tc2.1.2 All All All

Application Cisco Tandberg Endpoint tc3.0.0 All All All

Application Cisco Tandberg Endpoint tc3.1.0 All All All

Application Cisco Tandberg Endpoint tc3.1.1 All All All

Application Cisco Tandberg Endpoint tc3.1.2 All All All

Hardware Cisco Tandberg Endpoint c20 All All All

Hardware Cisco Tandberg Endpoint c40 All All All

Hardware Cisco Tandberg Endpoint c60 All All All
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Hardware Cisco Tandberg Endpoint c60 All All All

Hardware Cisco Tandberg Endpoint c90 All All All

Application Cisco Tandberg Endpoint All All All All

Hardware Cisco Tandberg Personal Video Unit e20 All All All

Hardware Cisco Tandberg Personal Video Unit ex60 All All All

Hardware Cisco Tandberg Personal Video Unit ex90 All All All

Hardware Cisco Tandberg Personal Video Unit e20 All All All

Hardware Cisco Tandberg Personal Video Unit ex60 All All All

Hardware Cisco Tandberg Personal Video Unit ex90 All All All

Application Cisco Tandberg Personal Video Unit Software tc3.1.0 All All All

Application Cisco Tandberg Personal Video Unit Software tc3.1.1 All All All

Application Cisco Tandberg Personal Video Unit Software tc3.1.2 All All All

Application Cisco Tandberg Personal Video Unit Software te1.0.1 All All All

Application Cisco Tandberg Personal Video Unit Software te2.2.0 All All All

Application Cisco Tandberg Personal Video Unit Software tc3.1.0 All All All

Application Cisco Tandberg Personal Video Unit Software tc3.1.1 All All All

Application Cisco Tandberg Personal Video Unit Software tc3.1.2 All All All

Application Cisco Tandberg Personal Video Unit Software te1.0.1 All All All

Application Cisco Tandberg Personal Video Unit Software te2.2.0 All All All

Application Cisco Tandberg Personal Video Unit Software All All All All

Application Cisco Tandberg Personal Video Unit Software All All All All

References

Reference Source Link

Tandberg E, EX and C Series Endpoints Default Credentials for Root Account - CXSecurity.com SREASON securityreason.com

Cisco TANDBERG C Series and E/EX Series Default Credentials Authentication Bypass Vulnerability BID www.securityfocus.com

Alert Details - Security Center - Cisco Systems CONFIRM tools.cisco.com

Cisco Security Advisory: Default Credentials for Root Account on Tandberg E, EX and C Series Endpoints - Cisco Systems CISCO www.cisco.com

US-CERT Vulnerability Note VU#436854 - Cisco Tandberg E, EX, and C Series default root credentials CERT-VN www.kb.cert.org

TANDBERG Products Root Default Password Security Issue - Secunia.com SECUNIA secunia.com

Tandberg E, EX and C Series Endpoints Default Credentials for Root Account EXPLOIT-DB www.exploit-db.com

TANDBERG Videoconferencing Systems Default Account Lets Remote Users Gain Root Access - SecurityTracker SECTRACK securitytracker.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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