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CVE CVE-2011-0364
State PUBLIC
Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2011-02-19 01:00:00 UTC
Updated 2018-10-10 20:09:00 UTC
Description The Management Console (webagent.exe) in Cisco Security Agent 5.1, 5.2, and 6.0 before 6.0.2.145 allows remote attacke
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Risk And Classification

Problem Types: CWE-94

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Cisco Security Agent 5.1 All All All
Application Cisco Security Agent 5.2 All All All
Application Cisco Security Agent 6.0 All All All
Application Cisco Security Agent 5.1 All All All
Application Cisco Security Agent 5.2 All All All
Application Cisco Security Agent 6.0 All All All
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Cisco Security Agent Remote Code Execution Vulnerability BID
Cisco Security Agent Management st_upload Remote Code Execution Vulnerability - SecurityReason.com SREASON
Cisco Security Agent Web Management Interface Bug Lets Remote Users Execute Arbitrary Code - CXSecurity.com SREASON
Zero Day Initiative MISC
Cisco Security Agent Management Center File Upload Vulnerability - Advisories - Community SECUNIA
Cisco Security Agent Management Console - CXSecurity.com SREASON
SecurityFocus BUGTRAQ
Cisco Security Advisory: Management Center for Cisco Security Agent Remote Code Execution Vulnerability - Cisco Systems  CISCO
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Cisco Security Agent Web Management Interface Bug Lets Remote Users Execute Arbitrary Code - SecurityTracker SECTRACK
IBM X-Force Exchange XF
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NVD vulnerability detail NVD
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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