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Summary

CVE CVE-2011-0381

State PUBLIC

Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2011-02-25 12:00:00 UTC

Updated 2017-08-17 01:33:00 UTC

Description Cisco TelePresence Manager 1.2.x through 1.6.x allows remote attackers to perform unspecified actions and consequently execute arbitrary code via a crafted request to the Java RMI interface, related to a "command injection vulnerability," aka Bug ID CSCtf97085.

Risk And Classification

Problem Types: CWE-78

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Cisco Telepresence Manager 1.2.0.0 All All All

Application Cisco Telepresence Manager 1.3.2 All All All

Application Cisco Telepresence Manager 1.4.0 All All All

Application Cisco Telepresence Manager 1.5.1 All All All

Application Cisco Telepresence Manager 1.5.2 All All All

Application Cisco Telepresence Manager 1.6.0 All All All

Application Cisco Telepresence Manager 1.6.2 All All All

Application Cisco Telepresence Manager 1.6.3 All All All

Application Cisco Telepresence Manager 1.6.5 All All All

Application Cisco Telepresence Manager 1.2.0.0 All All All

Application Cisco Telepresence Manager 1.3.2 All All All

Application Cisco Telepresence Manager 1.4.0 All All All

Application Cisco Telepresence Manager 1.5.1 All All All

Application Cisco Telepresence Manager 1.5.2 All All All

Application Cisco Telepresence Manager 1.6.0 All All All

Application Cisco Telepresence Manager 1.6.2 All All All

Application Cisco Telepresence Manager 1.6.3 All All All
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Application Cisco Telepresence Manager 1.6.3 All All All

Application Cisco Telepresence Manager 1.6.5 All All All

References

Reference

Cisco TelePresence Manager Bugs Let Remote Users Invoke SOAP Methods, Inject Arbitrary Commands, and Execute Arbitrary Code - SecurityTracker

IBM X-Force Exchange

Cisco TelePresence Manager Multiple Vulnerabilities

Cisco Systems - Redirect to

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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