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Summary

CVE CVE-2011-0388

State PUBLIC

Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2011-02-25 12:00:00 UTC

Updated 2011-04-09 03:32:00 UTC

Description Cisco TelePresence Recording Server devices with software 1.6.x and Cisco TelePresence Multipoint Switch (CTMS) devices with software 1.0.x, 1.1.x, 1.5.x, and 1.6.x do not properly restrict remote access to the Java servlet RMI interface, which allows remote attackers to cause a denial of service (memory consumption and web outage) via multiple crafted requests, aka Bug IDs CSCtg35830 and CSCtg35825.

Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Cisco Telepresence Multipoint Switch All All All All

Hardware Cisco Telepresence Multipoint Switch All All All All

Application Cisco Telepresence Multipoint Switch Software 1.0.4.0 All All All

Application Cisco Telepresence Multipoint Switch Software 1.1.0 All All All

Application Cisco Telepresence Multipoint Switch Software 1.1.1 All All All

Application Cisco Telepresence Multipoint Switch Software 1.1.2 All All All

Application Cisco Telepresence Multipoint Switch Software 1.5.0 All All All

Application Cisco Telepresence Multipoint Switch Software 1.5.1 All All All

Application Cisco Telepresence Multipoint Switch Software 1.5.2 All All All

Application Cisco Telepresence Multipoint Switch Software 1.5.3 All All All

Application Cisco Telepresence Multipoint Switch Software 1.5.4 All All All

Application Cisco Telepresence Multipoint Switch Software 1.5.5 All All All

Application Cisco Telepresence Multipoint Switch Software 1.5.6 All All All

Application Cisco Telepresence Multipoint Switch Software 1.6.0 All All All

Application Cisco Telepresence Multipoint Switch Software 1.6.1 All All All

Application Cisco Telepresence Multipoint Switch Software 1.6.2 All All All

Application Cisco Telepresence Multipoint Switch Software 1.6.3 All All All
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Application Cisco Telepresence Multipoint Switch Software 1.6.3 All All All

Application Cisco Telepresence Multipoint Switch Software 1.6.4 All All All

Application Cisco Telepresence Multipoint Switch Software 1.0.4.0 All All All

Application Cisco Telepresence Multipoint Switch Software 1.1.0 All All All

Application Cisco Telepresence Multipoint Switch Software 1.1.1 All All All

Application Cisco Telepresence Multipoint Switch Software 1.1.2 All All All

Application Cisco Telepresence Multipoint Switch Software 1.5.0 All All All

Application Cisco Telepresence Multipoint Switch Software 1.5.1 All All All

Application Cisco Telepresence Multipoint Switch Software 1.5.2 All All All

Application Cisco Telepresence Multipoint Switch Software 1.5.3 All All All

Application Cisco Telepresence Multipoint Switch Software 1.5.4 All All All

Application Cisco Telepresence Multipoint Switch Software 1.5.5 All All All

Application Cisco Telepresence Multipoint Switch Software 1.5.6 All All All

Application Cisco Telepresence Multipoint Switch Software 1.6.0 All All All

Application Cisco Telepresence Multipoint Switch Software 1.6.1 All All All

Application Cisco Telepresence Multipoint Switch Software 1.6.2 All All All

Application Cisco Telepresence Multipoint Switch Software 1.6.3 All All All

Application Cisco Telepresence Multipoint Switch Software 1.6.4 All All All

Hardware Cisco Telepresence Recording Server All All All All

Hardware Cisco Telepresence Recording Server All All All All

Application Cisco Telepresence Recording Server Software 1.6.1 All All All

Application Cisco Telepresence Recording Server Software 1.6.2 All All All

Application Cisco Telepresence Recording Server Software 1.6.3 All All All

Application Cisco Telepresence Recording Server Software 1.6.1 All All All

Application Cisco Telepresence Recording Server Software 1.6.2 All All All

Application Cisco Telepresence Recording Server Software 1.6.3 All All All

References

Reference Source

Cisco Security Advisory: Multiple Vulnerabilities in Cisco TelePresence Recording Server - Cisco Systems CISCO

Cisco TelePresence Multipoint Switch and Recording Server Denial of Service Vulnerability BID

Cisco Security Advisory: Multiple Vulnerabilities in Cisco TelePresence Multipoint Switch - Cisco Systems CISCO

Cisco TelePresence Recording Server Bugs Let Remote Users Deny Service and Take Full Control of the Target Device - SecurityTracker SECTRACK

Cisco TelePresence Multipoint Switch Flaws Let Remote Users Deny Service and Execute Arbitrary Code - SecurityTracker SECTRACK
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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