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Summary

CVE CVE-2011-0395

State PUBLIC

Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2011-02-25 12:00:00 UTC

Updated 2023-08-11 19:03:00 UTC

Description Cisco Adaptive Security Appliances (ASA) 5500 series devices with software 8.0 before 8.0(5.20), 8.1 before 8.1(2.48), 8.2 before 8.2(3), and 8.3 before 8.3(2.1), when the RIP protocol and the Cisco Phone Proxy functionality are configured, allow remote attackers to cause a denial of service (device reload) via a RIP update, aka Bug ID CSCtg66583.

Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Cisco Adaptive Security Appliance 8.0(2) All All All

Operating System Cisco Adaptive Security Appliance 8.0(3) All All All

Operating System Cisco Adaptive Security Appliance 8.0(4) All All All

Operating System Cisco Adaptive Security Appliance 8.0(5) All All All

Operating System Cisco Adaptive Security Appliance 8.0\(2\) All All All

Operating System Cisco Adaptive Security Appliance 8.0\(3\) All All All

Operating System Cisco Adaptive Security Appliance 8.0\(4\) All All All

Operating System Cisco Adaptive Security Appliance 8.0\(5\) All All All

Operating System Cisco Adaptive Security Appliance 8.1(1) All All All

Operating System Cisco Adaptive Security Appliance 8.1(2) All All All

Operating System Cisco Adaptive Security Appliance 8.1\(1\) All All All

Operating System Cisco Adaptive Security Appliance 8.1\(2\) All All All

Operating System Cisco Adaptive Security Appliance 8.2 All All All

Operating System Cisco Adaptive Security Appliance 8.2(1) All All All

Operating System Cisco Adaptive Security Appliance 8.2(2) All All All

Operating System Cisco Adaptive Security Appliance 8.2\(1\) All All All

Operating System Cisco Adaptive Security Appliance 8.2\(2\) All All All
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Operating System Cisco Adaptive Security Appliance 8.2\(2\) All All All

Operating System Cisco Adaptive Security Appliance 8.3 All All All

Operating System Cisco Adaptive Security Appliance 8.0\(2\) All All All

Operating System Cisco Adaptive Security Appliance 8.0\(3\) All All All

Operating System Cisco Adaptive Security Appliance 8.0\(4\) All All All

Operating System Cisco Adaptive Security Appliance 8.0\(5\) All All All

Operating System Cisco Adaptive Security Appliance 8.1\(1\) All All All

Operating System Cisco Adaptive Security Appliance 8.1\(2\) All All All

Operating System Cisco Adaptive Security Appliance 8.2 All All All

Operating System Cisco Adaptive Security Appliance 8.2\(1\) All All All

Operating System Cisco Adaptive Security Appliance 8.2\(2\) All All All

Operating System Cisco Adaptive Security Appliance 8.3 All All All

Application Cisco Adaptive Security Appliance Software 8.0 All All All

Application Cisco Adaptive Security Appliance Software 8.3(1) All All All

Application Cisco Adaptive Security Appliance Software 8.3\(1\) All All All

Operating System Cisco Adaptive Security Appliance Software 8.0 All All All

Operating System Cisco Adaptive Security Appliance Software 8.3\(1\) All All All

Application Cisco Adaptive Security Appliance Software 8.0 All All All

Application Cisco Adaptive Security Appliance Software 8.3\(1\) All All All

Hardware Cisco Asa 5500 All All All All

Hardware Cisco Asa 5500 All All All All

Hardware Cisco Asa 5505 All All All All

Hardware Cisco Asa 5505 All All All All

Hardware Cisco Asa 5510 All All All All

Hardware Cisco Asa 5510 All All All All

Hardware Cisco Asa 5520 All All All All

Hardware Cisco Asa 5520 All All All All

Hardware Cisco Asa 5540 All All All All

Hardware Cisco Asa 5540 All All All All

Hardware Cisco Asa 5550 All All All All

Hardware Cisco Asa 5550 All All All All

Hardware Cisco Asa 5580 All All All All

Hardware Cisco Asa 5580 All All All All

Hardware Cisco Pix 500 All All All All

Hardware Cisco Pix 500 All All All All

Hardware Cisco Pix 501 All All All All
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Hardware Cisco Pix 501 All All All All

Hardware Cisco Pix 506e All All All All

Hardware Cisco Pix 506e All All All All

Hardware Cisco Pix Firewall 506 All All All All

Hardware Cisco Pix Firewall 506 All All All All

Hardware Cisco Pix Firewall 515 All All All All

Hardware Cisco Pix Firewall 515 All All All All

Hardware Cisco Pix Firewall 520 All All All All

Hardware Cisco Pix Firewall 520 All All All All

Hardware Cisco Pix Firewall 525 All All All All

Hardware Cisco Pix Firewall 525 All All All All

Hardware Cisco Pix Firewall 535 All All All All

Hardware Cisco Pix Firewall 535 All All All All

References

Reference Source Link

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

Cisco ASA 5500 Bugs Let Remote Users Deny Service and Access Files on the Target Device - SecurityTracker SECTRACK www.securitytracker.com

Cisco Systems - Redirect to CISCO www.cisco.com

Cisco ASA 5500 Series Multiple Vulnerabilities - Secunia.com SECUNIA secunia.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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