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CVE CVE-2011-0406
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

/

Risk And Classification

Published 2011-01-11 03:00:00 UTC
Updated 2017-08-17 01:33:00 UTC
Description Heap-based buffer overflow in HistorySvr.exe in WellinTech KingView 6.53 allows remote attackers to execute arbitrary coc
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Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Wellintech Kingview 6.53 All All All
Application Wellintech Kingview 6.53 All All All

References

Reference

KingView HistorySvr Service Buffer Overflow Vulnerability - Secunia.com
KingView 6.5.3 SCADA HMI Heap Overflow PoC
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70366

IBM X-Force Exchange

KingView Heap Based Buffer Overflow Vulnerability

The sauce of utter pwnage: Waking up the sleeping dragon

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH
CXSecurity - IDS

US-CERT Vulnerability Note VU#180119 - WellinTech KingView 6.53 remote heap overflow vulnerability
FEERERLZEREE

CVE Program record

Source

SECUNIA

EXPLOIT-DB

CONFIRM

OSvDB

XF

BID

MISC

VUPEN

SREASON

CERT-VN

MISC

CVE.ORG

Link

secunia.com
www.exploit-db.col
www.kingview.corr
osvdb.org
exchange.xforce.it
www.securityfocus
thesauceofutterpw
www.vupen.com
securityreason.cor
www.kb.cert.org
www.cnnvd.org.cn
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https://cve.report/api/cve/CVE-2011-0406.json
https://cve.report/CVE-2011-0406.pdf
http://cve.report/vendor/wellintech
http://cve.report/software/wellintech/kingview
http://cve.report/vendor/wellintech
http://cve.report/software/wellintech/kingview
http://secunia.com/advisories/42851
http://www.exploit-db.com/exploits/15957
http://www.kingview.com/news/detail.aspx?contentid=528
http://osvdb.org/70366
https://exchange.xforce.ibmcloud.com/vulnerabilities/64559
http://www.securityfocus.com/bid/45727
http://thesauceofutterpwnage.blogspot.com/2011/01/waking-up-sleeping-dragon.html
http://www.vupen.com/english/advisories/2011/0063
http://securityreason.com/securityalert/8134
http://www.kb.cert.org/vuls/id/180119
http://www.cnnvd.org.cn/showCnnvd.html?id=2011010108
https://www.cve.org/CVERecord?id=CVE-2011-0406
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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