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pngrtran.c in libpng 1.5.x before 1.5.1 allows remote attackers to cause a denial of service (application crash) or possibly

Risk And Classification

e

1|

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type
Application

Application

Vendor Product Version Update Edition Language
Libpng Libpng 1.5.0 Al Al Al
Libpng Libpng 1.5.0 All All All

References

1

Reference Source
libpng "png_do_rgb_to_gray()" PNG Processing Vulnerability - Secunia.com SECUNIA
70417 OSvDB
ftp.simplesystems.org/pub/png-group/src/libpng-1.5.1beta01-1.5.0-diff.txt CONFIRM

Security Tracker: libpng Memory Corruption Error in png_do_rgb_to_gray() May Let Remote Users Execute Arbitrary Code SECTRACK

ftp.simplesystems.org/pub/png-group/src/libpng-1.5.1beta01-README.txt MISC
Webmail - OVH VUPEN
IBM X-Force Exchange XF
SourceForge.net: PNG and MNG/JNG image formats: home site: png-mng-implement CONFIRM
US-CERT Vulnerability Note VU#643140 - Libpng 1.5.0 png_set_rgb_to_gray() vulnerability CERT-VN
CVE Program record CVE.ORG
NVD vulnerability detail NVD
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https://cve.report/
https://cve.report/CVE-2011-0408/mitre
https://cve.report/CVE-2011-0408/nist
https://cve.report/CVE-2011-0408/cve_org
https://cve.report/api/cve/CVE-2011-0408.json
https://cve.report/CVE-2011-0408.pdf
http://cve.report/vendor/libpng
http://cve.report/software/libpng/libpng
http://cve.report/vendor/libpng
http://cve.report/software/libpng/libpng
http://secunia.com/advisories/42863
http://osvdb.org/70417
ftp://ftp.simplesystems.org/pub/png-group/src/libpng-1.5.1beta01-1.5.0-diff.txt
http://securitytracker.com/id?1024955
ftp://ftp.simplesystems.org/pub/png-group/src/libpng-1.5.1beta01-README.txt
http://www.vupen.com/english/advisories/2011/0080
https://exchange.xforce.ibmcloud.com/vulnerabilities/64637
http://sourceforge.net/mailarchive/forum.php?thread_name=002b01cbb0e2%2524ae636c80%25240b2a4580%2524%2540acm.org&forum_name=png-mng-implement
http://www.kb.cert.org/vuls/id/643140
https://www.cve.org/CVERecord?id=CVE-2011-0408
https://nvd.nist.gov/vuln/detail/CVE-2011-0408

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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