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Summary

CVE CVE-2011-0423

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2011-01-12 01:00:00 UTC

Updated 2017-08-17 01:33:00 UTC

Description The PolyVision RoomWizard with firmware 3.2.3 has a default password of roomwizard for the administrator account, which makes it easier for remote attackers to obtain console access via an HTTP session, a different vulnerability than CVE-2010-0214.

Risk And Classification

Problem Types: CWE-255

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Polyvision Roomwizard All All All All

Hardware Polyvision Roomwizard All All All All

Application Polyvision Roomwizard Firmware 3.2.3 All All All

Application Polyvision Roomwizard Firmware 3.2.3 All All All

References

Reference

70388

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

RoomWizard Default Password Security Bypass And Information Disclosure Vulnerabilities

IBM X-Force Exchange

Full Disclosure: RoomWizard Default Password and Sync Connector Credential Leak [CVE-2010-0214]

RoomWizard Credential Disclosure ≈ Packet Storm

IBM X-Force Exchange

US-CERT Vulnerability Note VU#870601 - PolyVision RoomWizard insecurely stores Sync Connector Active Directory credentials and uses default administrative password

CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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