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CVE CVE-2011-0432
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2011-03-14 19:55:00 UTC
Updated 2026-04-29 01:13:23 UTC

Description Multiple SQL injection vulnerabilities in the get_userinfo method in the MySQLAuthHandler class in DAVServer/mysqglauth.g

/ |

Risk And Classification

Primary CVSS: v2.0 7.5 from nvd@nist.gov

AV:N/AC:L/Au:N/C:P/I:P/A:P

Problem Types: CWE-89 | n/a

CVSS v2.0 Breakdown
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Simon Pamies Pywebdav 0.3 All All All


https://cve.report/
https://cve.report/CVE-2011-0432/mitre
https://cve.report/CVE-2011-0432/nist
https://cve.report/CVE-2011-0432/cve_org
https://cve.report/api/cve/CVE-2011-0432.json
https://cve.report/CVE-2011-0432.pdf
http://cve.report/vendor/simon_pamies
http://cve.report/software/simon_pamies/pywebdav

Application Simon Pamies Pywebdav 0.5 All All All
Application Simon Pamies Pywebdav 0.5.1 All All All
Application Simon Pamies Pywebdav 0.6 All All All
Application Simon Pamies Pywebdav 0.7 All All All
Application Simon Pamies Pywebdav 0.8 All All All
Application Simon Pamies Pywebdav 0.9.1 All All All
Application Simon Pamies Pywebdav 0.9.2 All All All
Application Simon Pamies Pywebdav 0.9.3 All All All
Application Simon Pamies Pywebdav All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

Reference Source

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH af854a3a-2127-42.
PyWebDAV MySQL Authentication SQL Injection Vulnerability - Secunia.com af854a3a-2127-42.
Fedora update for pywebdav - Secunia.com af854a3a-2127-42.
Debian -- Security Information -- DSA-2177-1 pywebdav af854a3a-2127-42.
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH af854a3a-2127-42.
677718 — (CVE-2011-0432) CVE-2011-0432 pywebdav: SQL injection due improper escaping of user credentials af854a3a-2127-42.
pywebdav MySQL Authentication Module SQL Injection Vulnerability af854a3a-2127-42.
[SECURITY] Fedora 14 Update: pywebdav-0.9.4.1-1.fc14 af854a3a-2127-42.
Error 404 (Not Found)!!1 af854a3a-2127-42.

pywebdav - PyWebDAYV is a standards compliant WebDAYV server and library written in Python - Google Project Hosting  af854a3a-2127-42

[SECURITY] Fedora 13 Update: pywebdav-0.9.4.1-1.fc13 af854a3a-2127-42.
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH af854a3a-2127-42.
Debian update for pywebdav - Secunia.com af854a3a-2127-42.
[SECURITY] Fedora 15 Update: pywebdav-0.9.4.1-1.fc15 af854a3a-2127-42.
CVE Program record CVE.ORG

NVD vulnerability detail NVD
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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