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Summary

CVE CVE-2011-0435

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2011-03-07 21:00:00 UTC

Updated 2023-11-07 02:06:00 UTC

Description Domain Technologie Control (DTC) before 0.32.9 does not require authentication for (1) admin/bw_per_month.php and (2) client/bw_per_month.php, which allows remote attackers to obtain potentially sensitive bandwidth information via a direct request.

Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Gplhost Domain Technologie Control 0.24.6 All All All

Application Gplhost Domain Technologie Control 0.25.1 All All All

Application Gplhost Domain Technologie Control 0.25.2 All All All

Application Gplhost Domain Technologie Control 0.25.3 All All All

Application Gplhost Domain Technologie Control 0.26.7 All All All

Application Gplhost Domain Technologie Control 0.26.8 All All All

Application Gplhost Domain Technologie Control 0.26.9 All All All

Application Gplhost Domain Technologie Control 0.27.3 All All All

Application Gplhost Domain Technologie Control 0.28.10 All All All

Application Gplhost Domain Technologie Control 0.28.2 All All All

Application Gplhost Domain Technologie Control 0.28.3 All All All

Application Gplhost Domain Technologie Control 0.28.4 All All All

Application Gplhost Domain Technologie Control 0.28.6 All All All

Application Gplhost Domain Technologie Control 0.28.9 All All All

Application Gplhost Domain Technologie Control 0.29.1 All All All

Application Gplhost Domain Technologie Control 0.29.10 All All All

Application Gplhost Domain Technologie Control 0.29.14 All All All
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Application Gplhost Domain Technologie Control 0.29.14 All All All

Application Gplhost Domain Technologie Control 0.29.15 All All All

Application Gplhost Domain Technologie Control 0.29.16 All All All

Application Gplhost Domain Technologie Control 0.29.17 All All All

Application Gplhost Domain Technologie Control 0.29.6 All All All

Application Gplhost Domain Technologie Control 0.29.8 All All All

Application Gplhost Domain Technologie Control 0.30.10 All All All

Application Gplhost Domain Technologie Control 0.30.18 All All All

Application Gplhost Domain Technologie Control 0.30.20 All All All

Application Gplhost Domain Technologie Control 0.30.6 All All All

Application Gplhost Domain Technologie Control 0.30.8 All All All

Application Gplhost Domain Technologie Control 0.32.1 All All All

Application Gplhost Domain Technologie Control 0.32.2 All All All

Application Gplhost Domain Technologie Control 0.32.3 All All All

Application Gplhost Domain Technologie Control 0.32.4 All All All

Application Gplhost Domain Technologie Control 0.32.5 All All All

Application Gplhost Domain Technologie Control 0.32.6 All All All

Application Gplhost Domain Technologie Control 0.32.7 All All All

Application Gplhost Domain Technologie Control All All All All

Application Gplhost Domain Technologie Control 0.24.6 All All All

Application Gplhost Domain Technologie Control 0.25.1 All All All

Application Gplhost Domain Technologie Control 0.25.2 All All All

Application Gplhost Domain Technologie Control 0.25.3 All All All

Application Gplhost Domain Technologie Control 0.26.7 All All All

Application Gplhost Domain Technologie Control 0.26.8 All All All

Application Gplhost Domain Technologie Control 0.26.9 All All All

Application Gplhost Domain Technologie Control 0.27.3 All All All

Application Gplhost Domain Technologie Control 0.28.10 All All All

Application Gplhost Domain Technologie Control 0.28.2 All All All

Application Gplhost Domain Technologie Control 0.28.3 All All All

Application Gplhost Domain Technologie Control 0.28.4 All All All

Application Gplhost Domain Technologie Control 0.28.6 All All All

Application Gplhost Domain Technologie Control 0.28.9 All All All

Application Gplhost Domain Technologie Control 0.29.1 All All All

Application Gplhost Domain Technologie Control 0.29.10 All All All

Application Gplhost Domain Technologie Control 0.29.14 All All All
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Application Gplhost Domain Technologie Control 0.29.15 All All All

Application Gplhost Domain Technologie Control 0.29.16 All All All

Application Gplhost Domain Technologie Control 0.29.17 All All All

Application Gplhost Domain Technologie Control 0.29.6 All All All

Application Gplhost Domain Technologie Control 0.29.8 All All All

Application Gplhost Domain Technologie Control 0.30.10 All All All

Application Gplhost Domain Technologie Control 0.30.18 All All All

Application Gplhost Domain Technologie Control 0.30.20 All All All

Application Gplhost Domain Technologie Control 0.30.6 All All All

Application Gplhost Domain Technologie Control 0.30.8 All All All

Application Gplhost Domain Technologie Control 0.32.1 All All All

Application Gplhost Domain Technologie Control 0.32.2 All All All

Application Gplhost Domain Technologie Control 0.32.3 All All All

Application Gplhost Domain Technologie Control 0.32.4 All All All

Application Gplhost Domain Technologie Control 0.32.5 All All All

Application Gplhost Domain Technologie Control 0.32.6 All All All

Application Gplhost Domain Technologie Control 0.32.7 All All All

References

Reference Source Link Tags

Debian -- Security Information -- DSA-2179-1 dtc DEBIAN www.debian.org

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

git.gplhost.com Git - dtc.git/commit CONFIRM git.gplhost.com Patch

Debian update for dtc - Secunia.com SECUNIA secunia.com Vendor Advisory

git.gplhost.com Git - dtc.git/commit CONFIRM git.gplhost.com Patch

Fwd: [SECURITY] [DSA 2179-1] dtc security update MLIST www.gplhost.sg Patch

404 Not Found CONFIRM packages.debian.org

404 Not Found CONFIRM packages.debian.org

git.gplhost.com Git - dtc.git/commit git.gplhost.com

git.gplhost.com Git - dtc.git/commit git.gplhost.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

http://cve.report/vendor/gplhost
http://cve.report/software/gplhost/domain_technologie_control
http://cve.report/vendor/gplhost
http://cve.report/software/gplhost/domain_technologie_control
http://cve.report/vendor/gplhost
http://cve.report/software/gplhost/domain_technologie_control
http://cve.report/vendor/gplhost
http://cve.report/software/gplhost/domain_technologie_control
http://cve.report/vendor/gplhost
http://cve.report/software/gplhost/domain_technologie_control
http://cve.report/vendor/gplhost
http://cve.report/software/gplhost/domain_technologie_control
http://cve.report/vendor/gplhost
http://cve.report/software/gplhost/domain_technologie_control
http://cve.report/vendor/gplhost
http://cve.report/software/gplhost/domain_technologie_control
http://cve.report/vendor/gplhost
http://cve.report/software/gplhost/domain_technologie_control
http://cve.report/vendor/gplhost
http://cve.report/software/gplhost/domain_technologie_control
http://cve.report/vendor/gplhost
http://cve.report/software/gplhost/domain_technologie_control
http://cve.report/vendor/gplhost
http://cve.report/software/gplhost/domain_technologie_control
http://cve.report/vendor/gplhost
http://cve.report/software/gplhost/domain_technologie_control
http://cve.report/vendor/gplhost
http://cve.report/software/gplhost/domain_technologie_control
http://cve.report/vendor/gplhost
http://cve.report/software/gplhost/domain_technologie_control
http://cve.report/vendor/gplhost
http://cve.report/software/gplhost/domain_technologie_control
http://cve.report/vendor/gplhost
http://cve.report/software/gplhost/domain_technologie_control
http://www.debian.org/security/2011/dsa-2179
https://exchange.xforce.ibmcloud.com/vulnerabilities/65896
http://git.gplhost.com/gitweb/?p=dtc.git;a=commit;h=e94e8b9cc354bfcaeb284d5331b815256bb46162
http://secunia.com/advisories/43523
http://git.gplhost.com/gitweb/?p=dtc.git;a=commit;h=89da9c519b04cda1b23e6290d2b0a6cea1bae31e
http://www.gplhost.sg/lists/dtcannounce/msg00025.html
http://packages.debian.org/changelogs/pool/main/d/dtc/dtc_0.32.10-1/changelog
http://packages.debian.org/changelogs/pool/main/d/dtc/dtc_0.29.17-1+lenny1/changelog
http://git.gplhost.com/gitweb/?p=dtc.git%253Ba=commit%253Bh=e94e8b9cc354bfcaeb284d5331b815256bb46162
http://git.gplhost.com/gitweb/?p=dtc.git%253Ba=commit%253Bh=89da9c519b04cda1b23e6290d2b0a6cea1bae31e
http://www.vupen.com/english/advisories/2011/0556
https://www.cve.org/CVERecord?id=CVE-2011-0435
https://nvd.nist.gov/vuln/detail/CVE-2011-0435


There are currently no legacy QID mappings associated with this CVE.
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