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Ruby on Rails 3.0.x before 3.0.4 does not ensure that arguments to the limit function specify integer values, which makes it
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Risk And Classification

Problem Types: CWE-89

NVD Known Affected Configurations (CPE 2.3)

Type
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Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Rubyonrails Rails 3.0.0 All All All
Rubyonrails Rails 3.0.0 beta All All
Rubyonrails Rails 3.0.0 beta2 All All
Rubyonrails Rails 3.0.0 beta3 All All
Rubyonrails Rails 3.0.0 beta4 All All
Rubyonrails Rails 3.0.0 rc All All
Rubyonrails Rails 3.0.0 rc2 All All
Rubyonrails Rails 3.0.1 All All All
Rubyonrails Rails 3.0.1 pre All All
Rubyonrails Rails 3.0.2 All All All
Rubyonrails Rails 3.0.2 pre All All
Rubyonrails Rails 3.0.3 All All All
Rubyonrails Rails 3.04 rci All All
Rubyonrails Rails 3.0.0 All All All
Rubyonrails Rails 3.0.0 beta All All
Rubyonrails Rails 3.0.0 beta2 All All
Rubyonrails Rails 3.0.0 beta3 All All
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Application Rubyonrails Rails 3.0.0 beta4 All All

Application Rubyonrails Rails 3.0.0 rc All All

Application Rubyonrails Rails 3.0.0 rc2 All All

Application Rubyonrails Rails 3.0.1 All All All

Application Rubyonrails Rails 3.0.1 pre All All

Application Rubyonrails Rails 3.0.2 All All All

Application Rubyonrails Rails 3.0.2 pre All All

Application Rubyonrails Rails 3.0.3 All All All

Application Rubyonrails Rails 3.04 rci All All

Reference Source Link
github.com/rails/rails/commit/354da43ab0a10b3b7b3f9cb0619aa562c3be8474 github.cc
Ruby on Rails Filter Bypass and SQL Injection Vulnerabilities - Secunia.com SECUNIA secunia.(
Webmail - OVH VUPEN WWW.VUE
[SECURITY] Fedora 15 Update: rubygem-rails-3.0.5-2.fc15 FEDORA lists.fedo
Google Groups MLIST groups.g

Ruby on Rails Input Validation Flaw in limit() Function Lets Remote Users Inject SQL Commands - SecurityTracker SECTRACK  securitytt

Riding Rails: New Releases: 2.3.11 and 3.0.4 CONFIRM weblog.n
CVE Program record CVE.ORG wWww.cve
NVD vulnerability detail NVD nvd.nist.¢
‘ BT

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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