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Summary

CVE CVE-2011-0454

State PUBLIC

Assigner vultures@jpcert.or.jp

Source Priority CVE Program / NVD first with legacy fallback

Published 2011-03-01 23:00:00 UTC

Updated 2017-08-17 01:33:00 UTC

Description Buffer overflow in the PPP Access Concentrator (PPPAC) on the SEIL/x86 with firmware 1.00 through 1.61, SEIL/B1 with firmware 1.00 through 3.11, SEIL/X1 with firmware 1.00 through 3.11, SEIL/X2 with firmware 1.00 through 3.11, SEIL/Turbo with firmware 1.80 through 2.10, and SEIL/neu 2FE Plus with firmware 1.80 through 2.10 might allow remote attackers to execute arbitrary code via a PPPoE packet.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Iij Seil/b1 All All All All

Application Iij Seil/b1 Firmware 1.00 All All All

Application Iij Seil/b1 Firmware 2.01 All All All

Application Iij Seil/b1 Firmware 2.10 All All All

Application Iij Seil/b1 Firmware 2.20 All All All

Application Iij Seil/b1 Firmware 2.30 All All All

Application Iij Seil/b1 Firmware 2.40 All All All

Application Iij Seil/b1 Firmware 2.41 All All All

Application Iij Seil/b1 Firmware 2.42 All All All

Application Iij Seil/b1 Firmware 2.50 All All All

Application Iij Seil/b1 Firmware 2.51 All All All

Application Iij Seil/b1 Firmware 2.52 All All All

Application Iij Seil/b1 Firmware 2.60 All All All

Application Iij Seil/b1 Firmware 2.61 All All All

Application Iij Seil/b1 Firmware 2.62 All All All

Application Iij Seil/b1 Firmware 2.63 All All All

Application Iij Seil/b1 Firmware 2.70 All All All
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Application Iij Seil/b1 Firmware 2.70 All All All

Application Iij Seil/b1 Firmware 2.72 All All All

Application Iij Seil/b1 Firmware 2.73 All All All

Application Iij Seil/b1 Firmware 2.74 All All All

Application Iij Seil/b1 Firmware 2.75 All All All

Application Iij Seil/b1 Firmware 3.01 All All All

Application Iij Seil/b1 Firmware 3.02 All All All

Application Iij Seil/b1 Firmware 3.10 All All All

Application Iij Seil/b1 Firmware 3.11 All All All

Hardware Iij Seil/neu 2fe Plus All All All All

Application Iij Seil/neu 2fe Plus Firmware 1.80 All All All

Application Iij Seil/neu 2fe Plus Firmware 1.81 All All All

Application Iij Seil/neu 2fe Plus Firmware 1.82 All All All

Application Iij Seil/neu 2fe Plus Firmware 1.83 All All All

Application Iij Seil/neu 2fe Plus Firmware 1.84 All All All

Application Iij Seil/neu 2fe Plus Firmware 1.85 All All All

Application Iij Seil/neu 2fe Plus Firmware 1.90 All All All

Application Iij Seil/neu 2fe Plus Firmware 1.91 All All All

Application Iij Seil/neu 2fe Plus Firmware 1.92 All All All

Application Iij Seil/neu 2fe Plus Firmware 1.93 All All All

Application Iij Seil/neu 2fe Plus Firmware 1.94 All All All

Application Iij Seil/neu 2fe Plus Firmware 1.95 All All All

Application Iij Seil/neu 2fe Plus Firmware 1.96 All All All

Application Iij Seil/neu 2fe Plus Firmware 1.98 All All All

Application Iij Seil/neu 2fe Plus Firmware 1.99 All All All

Application Iij Seil/neu 2fe Plus Firmware 2.00 All All All

Application Iij Seil/neu 2fe Plus Firmware 2.01 All All All

Application Iij Seil/neu 2fe Plus Firmware 2.02 All All All

Application Iij Seil/neu 2fe Plus Firmware 2.03 All All All

Application Iij Seil/neu 2fe Plus Firmware 2.04 All All All

Application Iij Seil/neu 2fe Plus Firmware 2.05 All All All

Application Iij Seil/neu 2fe Plus Firmware 2.06 All All All

Application Iij Seil/neu 2fe Plus Firmware 2.07 All All All

Application Iij Seil/neu 2fe Plus Firmware 2.08 All All All

Application Iij Seil/neu 2fe Plus Firmware 2.09 All All All

Application Iij Seil/neu 2fe Plus Firmware 2.10 All All All
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Hardware Iij Seil/turbo All All All All

Application Iij Seil/turbo Firmware 1.80 All All All

Application Iij Seil/turbo Firmware 1.81 All All All

Application Iij Seil/turbo Firmware 1.82 All All All

Application Iij Seil/turbo Firmware 1.83 All All All

Application Iij Seil/turbo Firmware 1.84 All All All

Application Iij Seil/turbo Firmware 1.85 All All All

Application Iij Seil/turbo Firmware 1.90 All All All

Application Iij Seil/turbo Firmware 1.91 All All All

Application Iij Seil/turbo Firmware 1.92 All All All

Application Iij Seil/turbo Firmware 1.93 All All All

Application Iij Seil/turbo Firmware 1.94 All All All

Application Iij Seil/turbo Firmware 1.95 All All All

Application Iij Seil/turbo Firmware 1.96 All All All

Application Iij Seil/turbo Firmware 1.98 All All All

Application Iij Seil/turbo Firmware 1.99 All All All

Application Iij Seil/turbo Firmware 2.00 All All All

Application Iij Seil/turbo Firmware 2.01 All All All

Application Iij Seil/turbo Firmware 2.02 All All All

Application Iij Seil/turbo Firmware 2.03 All All All

Application Iij Seil/turbo Firmware 2.04 All All All

Application Iij Seil/turbo Firmware 2.05 All All All

Application Iij Seil/turbo Firmware 2.06 All All All

Application Iij Seil/turbo Firmware 2.07 All All All

Application Iij Seil/turbo Firmware 2.08 All All All

Application Iij Seil/turbo Firmware 2.09 All All All

Application Iij Seil/turbo Firmware 2.10 All All All

Hardware Iij Seil/x1 All All All All

Application Iij Seil/x1 Firmware 1.00 All All All

Application Iij Seil/x1 Firmware 1.10 All All All

Application Iij Seil/x1 Firmware 1.11 All All All

Application Iij Seil/x1 Firmware 1.20 All All All

Application Iij Seil/x1 Firmware 1.21 All All All

Application Iij Seil/x1 Firmware 1.22 All All All

Application Iij Seil/x1 Firmware 1.30 All All All

Application Iij Seil/x1 Firmware 1.31 All All All
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Application Iij Seil/x1 Firmware 1.31 All All All

Application Iij Seil/x1 Firmware 1.32 All All All

Application Iij Seil/x1 Firmware 1.40 All All All

Application Iij Seil/x1 Firmware 1.41 All All All

Application Iij Seil/x1 Firmware 1.43 All All All

Application Iij Seil/x1 Firmware 1.44 All All All

Application Iij Seil/x1 Firmware 2.10 All All All

Application Iij Seil/x1 Firmware 2.20 All All All

Application Iij Seil/x1 Firmware 2.30 All All All

Application Iij Seil/x1 Firmware 2.40 All All All

Application Iij Seil/x1 Firmware 2.41 All All All

Application Iij Seil/x1 Firmware 2.42 All All All

Application Iij Seil/x1 Firmware 2.50 All All All

Application Iij Seil/x1 Firmware 2.51 All All All

Application Iij Seil/x1 Firmware 2.52 All All All

Application Iij Seil/x1 Firmware 2.60 All All All

Application Iij Seil/x1 Firmware 2.61 All All All

Application Iij Seil/x1 Firmware 2.62 All All All

Application Iij Seil/x1 Firmware 2.63 All All All

Application Iij Seil/x1 Firmware 2.70 All All All

Application Iij Seil/x1 Firmware 2.72 All All All

Application Iij Seil/x1 Firmware 2.73 All All All

Application Iij Seil/x1 Firmware 2.74 All All All

Application Iij Seil/x1 Firmware 2.75 All All All

Application Iij Seil/x1 Firmware 3.01 All All All

Application Iij Seil/x1 Firmware 3.02 All All All

Application Iij Seil/x1 Firmware 3.10 All All All

Application Iij Seil/x1 Firmware 3.11 All All All

Hardware Iij Seil/x2 All All All All

Application Iij Seil/x2 Firmware 1.00 All All All

Application Iij Seil/x2 Firmware 1.10 All All All

Application Iij Seil/x2 Firmware 1.11 All All All

Application Iij Seil/x2 Firmware 1.20 All All All

Application Iij Seil/x2 Firmware 1.21 All All All

Application Iij Seil/x2 Firmware 1.22 All All All

Application Iij Seil/x2 Firmware 1.30 All All All
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Application Iij Seil/x2 Firmware 1.31 All All All

Application Iij Seil/x2 Firmware 1.32 All All All

Application Iij Seil/x2 Firmware 1.40 All All All

Application Iij Seil/x2 Firmware 1.41 All All All

Application Iij Seil/x2 Firmware 1.43 All All All

Application Iij Seil/x2 Firmware 1.44 All All All

Application Iij Seil/x2 Firmware 2.10 All All All

Application Iij Seil/x2 Firmware 2.20 All All All

Application Iij Seil/x2 Firmware 2.30 All All All

Application Iij Seil/x2 Firmware 2.40 All All All

Application Iij Seil/x2 Firmware 2.41 All All All

Application Iij Seil/x2 Firmware 2.42 All All All

Application Iij Seil/x2 Firmware 2.50 All All All

Application Iij Seil/x2 Firmware 2.51 All All All

Application Iij Seil/x2 Firmware 2.52 All All All

Application Iij Seil/x2 Firmware 2.60 All All All

Application Iij Seil/x2 Firmware 2.61 All All All

Application Iij Seil/x2 Firmware 2.62 All All All

Application Iij Seil/x2 Firmware 2.63 All All All

Application Iij Seil/x2 Firmware 2.70 All All All

Application Iij Seil/x2 Firmware 2.72 All All All

Application Iij Seil/x2 Firmware 2.73 All All All

Application Iij Seil/x2 Firmware 2.74 All All All

Application Iij Seil/x2 Firmware 2.75 All All All

Application Iij Seil/x2 Firmware 3.01 All All All

Application Iij Seil/x2 Firmware 3.02 All All All

Application Iij Seil/x2 Firmware 3.10 All All All

Application Iij Seil/x2 Firmware 3.11 All All All

Hardware Iij Seil/x86 All All All All

Application Iij Seil/x86 Firmware 1.00 All All All

Application Iij Seil/x86 Firmware 1.61 All All All

Hardware Iij Seil/b1 All All All All

Hardware Iij Seil/b1 All All All All

Application Iij Seil/b1 Firmware 1.00 All All All

Application Iij Seil/b1 Firmware 2.01 All All All
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Application Iij Seil/b1 Firmware 2.10 All All All

Application Iij Seil/b1 Firmware 2.20 All All All

Application Iij Seil/b1 Firmware 2.30 All All All

Application Iij Seil/b1 Firmware 2.40 All All All

Application Iij Seil/b1 Firmware 2.41 All All All

Application Iij Seil/b1 Firmware 2.42 All All All

Application Iij Seil/b1 Firmware 2.50 All All All

Application Iij Seil/b1 Firmware 2.51 All All All

Application Iij Seil/b1 Firmware 2.52 All All All

Application Iij Seil/b1 Firmware 2.60 All All All

Application Iij Seil/b1 Firmware 2.61 All All All

Application Iij Seil/b1 Firmware 2.62 All All All

Application Iij Seil/b1 Firmware 2.63 All All All

Application Iij Seil/b1 Firmware 2.70 All All All

Application Iij Seil/b1 Firmware 2.72 All All All

Application Iij Seil/b1 Firmware 2.73 All All All

Application Iij Seil/b1 Firmware 2.74 All All All

Application Iij Seil/b1 Firmware 2.75 All All All

Application Iij Seil/b1 Firmware 3.01 All All All

Application Iij Seil/b1 Firmware 3.02 All All All

Application Iij Seil/b1 Firmware 3.10 All All All

Application Iij Seil/b1 Firmware 3.11 All All All

Application Iij Seil/b1 Firmware 1.00 All All All

Application Iij Seil/b1 Firmware 2.01 All All All

Application Iij Seil/b1 Firmware 2.10 All All All

Application Iij Seil/b1 Firmware 2.20 All All All

Application Iij Seil/b1 Firmware 2.30 All All All

Application Iij Seil/b1 Firmware 2.40 All All All

Application Iij Seil/b1 Firmware 2.41 All All All

Application Iij Seil/b1 Firmware 2.42 All All All

Application Iij Seil/b1 Firmware 2.50 All All All

Application Iij Seil/b1 Firmware 2.51 All All All

Application Iij Seil/b1 Firmware 2.52 All All All

Application Iij Seil/b1 Firmware 2.60 All All All

Application Iij Seil/b1 Firmware 2.61 All All All

Application Iij Seil/b1 Firmware 2.62 All All All
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Application Iij Seil/b1 Firmware 2.62 All All All

Application Iij Seil/b1 Firmware 2.63 All All All

Application Iij Seil/b1 Firmware 2.70 All All All

Application Iij Seil/b1 Firmware 2.72 All All All

Application Iij Seil/b1 Firmware 2.73 All All All

Application Iij Seil/b1 Firmware 2.74 All All All

Application Iij Seil/b1 Firmware 2.75 All All All

Application Iij Seil/b1 Firmware 3.01 All All All

Application Iij Seil/b1 Firmware 3.02 All All All

Application Iij Seil/b1 Firmware 3.10 All All All

Application Iij Seil/b1 Firmware 3.11 All All All

Hardware Iij Seil/neu 2fe Plus All All All All

Hardware Iij Seil/neu 2fe Plus All All All All

Application Iij Seil/neu 2fe Plus Firmware 1.80 All All All

Application Iij Seil/neu 2fe Plus Firmware 1.81 All All All

Application Iij Seil/neu 2fe Plus Firmware 1.82 All All All

Application Iij Seil/neu 2fe Plus Firmware 1.83 All All All

Application Iij Seil/neu 2fe Plus Firmware 1.84 All All All

Application Iij Seil/neu 2fe Plus Firmware 1.85 All All All

Application Iij Seil/neu 2fe Plus Firmware 1.90 All All All

Application Iij Seil/neu 2fe Plus Firmware 1.91 All All All

Application Iij Seil/neu 2fe Plus Firmware 1.92 All All All

Application Iij Seil/neu 2fe Plus Firmware 1.93 All All All

Application Iij Seil/neu 2fe Plus Firmware 1.94 All All All

Application Iij Seil/neu 2fe Plus Firmware 1.95 All All All

Application Iij Seil/neu 2fe Plus Firmware 1.96 All All All

Application Iij Seil/neu 2fe Plus Firmware 1.98 All All All

Application Iij Seil/neu 2fe Plus Firmware 1.99 All All All

Application Iij Seil/neu 2fe Plus Firmware 2.00 All All All

Application Iij Seil/neu 2fe Plus Firmware 2.01 All All All

Application Iij Seil/neu 2fe Plus Firmware 2.02 All All All

Application Iij Seil/neu 2fe Plus Firmware 2.03 All All All

Application Iij Seil/neu 2fe Plus Firmware 2.04 All All All

Application Iij Seil/neu 2fe Plus Firmware 2.05 All All All

Application Iij Seil/neu 2fe Plus Firmware 2.06 All All All

Application Iij Seil/neu 2fe Plus Firmware 2.07 All All All
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Application Iij Seil/neu 2fe Plus Firmware 2.08 All All All

Application Iij Seil/neu 2fe Plus Firmware 2.09 All All All

Application Iij Seil/neu 2fe Plus Firmware 2.10 All All All

Application Iij Seil/neu 2fe Plus Firmware 1.80 All All All

Application Iij Seil/neu 2fe Plus Firmware 1.81 All All All

Application Iij Seil/neu 2fe Plus Firmware 1.82 All All All

Application Iij Seil/neu 2fe Plus Firmware 1.83 All All All

Application Iij Seil/neu 2fe Plus Firmware 1.84 All All All

Application Iij Seil/neu 2fe Plus Firmware 1.85 All All All

Application Iij Seil/neu 2fe Plus Firmware 1.90 All All All

Application Iij Seil/neu 2fe Plus Firmware 1.91 All All All

Application Iij Seil/neu 2fe Plus Firmware 1.92 All All All

Application Iij Seil/neu 2fe Plus Firmware 1.93 All All All

Application Iij Seil/neu 2fe Plus Firmware 1.94 All All All

Application Iij Seil/neu 2fe Plus Firmware 1.95 All All All

Application Iij Seil/neu 2fe Plus Firmware 1.96 All All All

Application Iij Seil/neu 2fe Plus Firmware 1.98 All All All

Application Iij Seil/neu 2fe Plus Firmware 1.99 All All All

Application Iij Seil/neu 2fe Plus Firmware 2.00 All All All

Application Iij Seil/neu 2fe Plus Firmware 2.01 All All All

Application Iij Seil/neu 2fe Plus Firmware 2.02 All All All

Application Iij Seil/neu 2fe Plus Firmware 2.03 All All All

Application Iij Seil/neu 2fe Plus Firmware 2.04 All All All

Application Iij Seil/neu 2fe Plus Firmware 2.05 All All All

Application Iij Seil/neu 2fe Plus Firmware 2.06 All All All

Application Iij Seil/neu 2fe Plus Firmware 2.07 All All All

Application Iij Seil/neu 2fe Plus Firmware 2.08 All All All

Application Iij Seil/neu 2fe Plus Firmware 2.09 All All All

Application Iij Seil/neu 2fe Plus Firmware 2.10 All All All

Hardware Iij Seil/turbo All All All All

Hardware Iij Seil/turbo All All All All

Application Iij Seil/turbo Firmware 1.80 All All All

Application Iij Seil/turbo Firmware 1.81 All All All

Application Iij Seil/turbo Firmware 1.82 All All All

Application Iij Seil/turbo Firmware 1.83 All All All
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Application Iij Seil/turbo Firmware 1.84 All All All

Application Iij Seil/turbo Firmware 1.85 All All All

Application Iij Seil/turbo Firmware 1.90 All All All

Application Iij Seil/turbo Firmware 1.91 All All All

Application Iij Seil/turbo Firmware 1.92 All All All

Application Iij Seil/turbo Firmware 1.93 All All All

Application Iij Seil/turbo Firmware 1.94 All All All

Application Iij Seil/turbo Firmware 1.95 All All All

Application Iij Seil/turbo Firmware 1.96 All All All

Application Iij Seil/turbo Firmware 1.98 All All All

Application Iij Seil/turbo Firmware 1.99 All All All

Application Iij Seil/turbo Firmware 2.00 All All All

Application Iij Seil/turbo Firmware 2.01 All All All

Application Iij Seil/turbo Firmware 2.02 All All All

Application Iij Seil/turbo Firmware 2.03 All All All

Application Iij Seil/turbo Firmware 2.04 All All All

Application Iij Seil/turbo Firmware 2.05 All All All

Application Iij Seil/turbo Firmware 2.06 All All All

Application Iij Seil/turbo Firmware 2.07 All All All

Application Iij Seil/turbo Firmware 2.08 All All All

Application Iij Seil/turbo Firmware 2.09 All All All

Application Iij Seil/turbo Firmware 2.10 All All All

Application Iij Seil/turbo Firmware 1.80 All All All

Application Iij Seil/turbo Firmware 1.81 All All All

Application Iij Seil/turbo Firmware 1.82 All All All

Application Iij Seil/turbo Firmware 1.83 All All All

Application Iij Seil/turbo Firmware 1.84 All All All

Application Iij Seil/turbo Firmware 1.85 All All All

Application Iij Seil/turbo Firmware 1.90 All All All

Application Iij Seil/turbo Firmware 1.91 All All All

Application Iij Seil/turbo Firmware 1.92 All All All

Application Iij Seil/turbo Firmware 1.93 All All All

Application Iij Seil/turbo Firmware 1.94 All All All

Application Iij Seil/turbo Firmware 1.95 All All All

Application Iij Seil/turbo Firmware 1.96 All All All

Application Iij Seil/turbo Firmware 1.98 All All All
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Application Iij Seil/turbo Firmware 1.98 All All All

Application Iij Seil/turbo Firmware 1.99 All All All

Application Iij Seil/turbo Firmware 2.00 All All All

Application Iij Seil/turbo Firmware 2.01 All All All

Application Iij Seil/turbo Firmware 2.02 All All All

Application Iij Seil/turbo Firmware 2.03 All All All

Application Iij Seil/turbo Firmware 2.04 All All All

Application Iij Seil/turbo Firmware 2.05 All All All

Application Iij Seil/turbo Firmware 2.06 All All All

Application Iij Seil/turbo Firmware 2.07 All All All

Application Iij Seil/turbo Firmware 2.08 All All All

Application Iij Seil/turbo Firmware 2.09 All All All

Application Iij Seil/turbo Firmware 2.10 All All All

Hardware Iij Seil/x1 All All All All

Hardware Iij Seil/x1 All All All All

Application Iij Seil/x1 Firmware 1.00 All All All

Application Iij Seil/x1 Firmware 1.10 All All All

Application Iij Seil/x1 Firmware 1.11 All All All

Application Iij Seil/x1 Firmware 1.20 All All All

Application Iij Seil/x1 Firmware 1.21 All All All

Application Iij Seil/x1 Firmware 1.22 All All All

Application Iij Seil/x1 Firmware 1.30 All All All

Application Iij Seil/x1 Firmware 1.31 All All All

Application Iij Seil/x1 Firmware 1.32 All All All

Application Iij Seil/x1 Firmware 1.40 All All All

Application Iij Seil/x1 Firmware 1.41 All All All

Application Iij Seil/x1 Firmware 1.43 All All All

Application Iij Seil/x1 Firmware 1.44 All All All

Application Iij Seil/x1 Firmware 2.10 All All All

Application Iij Seil/x1 Firmware 2.20 All All All

Application Iij Seil/x1 Firmware 2.30 All All All

Application Iij Seil/x1 Firmware 2.40 All All All

Application Iij Seil/x1 Firmware 2.41 All All All

Application Iij Seil/x1 Firmware 2.42 All All All

Application Iij Seil/x1 Firmware 2.50 All All All

Application Iij Seil/x1 Firmware 2.51 All All All
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Application Iij Seil/x1 Firmware 2.52 All All All

Application Iij Seil/x1 Firmware 2.60 All All All

Application Iij Seil/x1 Firmware 2.61 All All All

Application Iij Seil/x1 Firmware 2.62 All All All

Application Iij Seil/x1 Firmware 2.63 All All All

Application Iij Seil/x1 Firmware 2.70 All All All

Application Iij Seil/x1 Firmware 2.72 All All All

Application Iij Seil/x1 Firmware 2.73 All All All

Application Iij Seil/x1 Firmware 2.74 All All All

Application Iij Seil/x1 Firmware 2.75 All All All

Application Iij Seil/x1 Firmware 3.01 All All All

Application Iij Seil/x1 Firmware 3.02 All All All

Application Iij Seil/x1 Firmware 3.10 All All All

Application Iij Seil/x1 Firmware 3.11 All All All

Application Iij Seil/x1 Firmware 1.00 All All All

Application Iij Seil/x1 Firmware 1.10 All All All

Application Iij Seil/x1 Firmware 1.11 All All All

Application Iij Seil/x1 Firmware 1.20 All All All

Application Iij Seil/x1 Firmware 1.21 All All All

Application Iij Seil/x1 Firmware 1.22 All All All

Application Iij Seil/x1 Firmware 1.30 All All All

Application Iij Seil/x1 Firmware 1.31 All All All

Application Iij Seil/x1 Firmware 1.32 All All All

Application Iij Seil/x1 Firmware 1.40 All All All

Application Iij Seil/x1 Firmware 1.41 All All All

Application Iij Seil/x1 Firmware 1.43 All All All

Application Iij Seil/x1 Firmware 1.44 All All All

Application Iij Seil/x1 Firmware 2.10 All All All

Application Iij Seil/x1 Firmware 2.20 All All All

Application Iij Seil/x1 Firmware 2.30 All All All

Application Iij Seil/x1 Firmware 2.40 All All All

Application Iij Seil/x1 Firmware 2.41 All All All

Application Iij Seil/x1 Firmware 2.42 All All All

Application Iij Seil/x1 Firmware 2.50 All All All

Application Iij Seil/x1 Firmware 2.51 All All All
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Application Iij Seil/x1 Firmware 2.52 All All All

Application Iij Seil/x1 Firmware 2.60 All All All

Application Iij Seil/x1 Firmware 2.61 All All All

Application Iij Seil/x1 Firmware 2.62 All All All

Application Iij Seil/x1 Firmware 2.63 All All All

Application Iij Seil/x1 Firmware 2.70 All All All

Application Iij Seil/x1 Firmware 2.72 All All All

Application Iij Seil/x1 Firmware 2.73 All All All

Application Iij Seil/x1 Firmware 2.74 All All All

Application Iij Seil/x1 Firmware 2.75 All All All

Application Iij Seil/x1 Firmware 3.01 All All All

Application Iij Seil/x1 Firmware 3.02 All All All

Application Iij Seil/x1 Firmware 3.10 All All All

Application Iij Seil/x1 Firmware 3.11 All All All

Hardware Iij Seil/x2 All All All All

Hardware Iij Seil/x2 All All All All

Application Iij Seil/x2 Firmware 1.00 All All All

Application Iij Seil/x2 Firmware 1.10 All All All

Application Iij Seil/x2 Firmware 1.11 All All All

Application Iij Seil/x2 Firmware 1.20 All All All

Application Iij Seil/x2 Firmware 1.21 All All All

Application Iij Seil/x2 Firmware 1.22 All All All

Application Iij Seil/x2 Firmware 1.30 All All All

Application Iij Seil/x2 Firmware 1.31 All All All

Application Iij Seil/x2 Firmware 1.32 All All All

Application Iij Seil/x2 Firmware 1.40 All All All

Application Iij Seil/x2 Firmware 1.41 All All All

Application Iij Seil/x2 Firmware 1.43 All All All

Application Iij Seil/x2 Firmware 1.44 All All All

Application Iij Seil/x2 Firmware 2.10 All All All

Application Iij Seil/x2 Firmware 2.20 All All All

Application Iij Seil/x2 Firmware 2.30 All All All

Application Iij Seil/x2 Firmware 2.40 All All All

Application Iij Seil/x2 Firmware 2.41 All All All

Application Iij Seil/x2 Firmware 2.42 All All All

Application Iij Seil/x2 Firmware 2.50 All All All
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Application Iij Seil/x2 Firmware 2.50 All All All

Application Iij Seil/x2 Firmware 2.51 All All All

Application Iij Seil/x2 Firmware 2.52 All All All

Application Iij Seil/x2 Firmware 2.60 All All All

Application Iij Seil/x2 Firmware 2.61 All All All

Application Iij Seil/x2 Firmware 2.62 All All All

Application Iij Seil/x2 Firmware 2.63 All All All

Application Iij Seil/x2 Firmware 2.70 All All All

Application Iij Seil/x2 Firmware 2.72 All All All

Application Iij Seil/x2 Firmware 2.73 All All All

Application Iij Seil/x2 Firmware 2.74 All All All

Application Iij Seil/x2 Firmware 2.75 All All All

Application Iij Seil/x2 Firmware 3.01 All All All

Application Iij Seil/x2 Firmware 3.02 All All All

Application Iij Seil/x2 Firmware 3.10 All All All

Application Iij Seil/x2 Firmware 3.11 All All All

Application Iij Seil/x2 Firmware 1.00 All All All

Application Iij Seil/x2 Firmware 1.10 All All All

Application Iij Seil/x2 Firmware 1.11 All All All

Application Iij Seil/x2 Firmware 1.20 All All All

Application Iij Seil/x2 Firmware 1.21 All All All

Application Iij Seil/x2 Firmware 1.22 All All All

Application Iij Seil/x2 Firmware 1.30 All All All

Application Iij Seil/x2 Firmware 1.31 All All All

Application Iij Seil/x2 Firmware 1.32 All All All

Application Iij Seil/x2 Firmware 1.40 All All All

Application Iij Seil/x2 Firmware 1.41 All All All

Application Iij Seil/x2 Firmware 1.43 All All All

Application Iij Seil/x2 Firmware 1.44 All All All

Application Iij Seil/x2 Firmware 2.10 All All All

Application Iij Seil/x2 Firmware 2.20 All All All

Application Iij Seil/x2 Firmware 2.30 All All All

Application Iij Seil/x2 Firmware 2.40 All All All

Application Iij Seil/x2 Firmware 2.41 All All All

Application Iij Seil/x2 Firmware 2.42 All All All

Application Iij Seil/x2 Firmware 2.50 All All All

http://cve.report/vendor/iij
http://cve.report/software/iij/seil/x2_firmware
http://cve.report/vendor/iij
http://cve.report/software/iij/seil/x2_firmware
http://cve.report/vendor/iij
http://cve.report/software/iij/seil/x2_firmware
http://cve.report/vendor/iij
http://cve.report/software/iij/seil/x2_firmware
http://cve.report/vendor/iij
http://cve.report/software/iij/seil/x2_firmware
http://cve.report/vendor/iij
http://cve.report/software/iij/seil/x2_firmware
http://cve.report/vendor/iij
http://cve.report/software/iij/seil/x2_firmware
http://cve.report/vendor/iij
http://cve.report/software/iij/seil/x2_firmware
http://cve.report/vendor/iij
http://cve.report/software/iij/seil/x2_firmware
http://cve.report/vendor/iij
http://cve.report/software/iij/seil/x2_firmware
http://cve.report/vendor/iij
http://cve.report/software/iij/seil/x2_firmware
http://cve.report/vendor/iij
http://cve.report/software/iij/seil/x2_firmware
http://cve.report/vendor/iij
http://cve.report/software/iij/seil/x2_firmware
http://cve.report/vendor/iij
http://cve.report/software/iij/seil/x2_firmware
http://cve.report/vendor/iij
http://cve.report/software/iij/seil/x2_firmware
http://cve.report/vendor/iij
http://cve.report/software/iij/seil/x2_firmware
http://cve.report/vendor/iij
http://cve.report/software/iij/seil/x2_firmware
http://cve.report/vendor/iij
http://cve.report/software/iij/seil/x2_firmware
http://cve.report/vendor/iij
http://cve.report/software/iij/seil/x2_firmware
http://cve.report/vendor/iij
http://cve.report/software/iij/seil/x2_firmware
http://cve.report/vendor/iij
http://cve.report/software/iij/seil/x2_firmware
http://cve.report/vendor/iij
http://cve.report/software/iij/seil/x2_firmware
http://cve.report/vendor/iij
http://cve.report/software/iij/seil/x2_firmware
http://cve.report/vendor/iij
http://cve.report/software/iij/seil/x2_firmware
http://cve.report/vendor/iij
http://cve.report/software/iij/seil/x2_firmware
http://cve.report/vendor/iij
http://cve.report/software/iij/seil/x2_firmware
http://cve.report/vendor/iij
http://cve.report/software/iij/seil/x2_firmware
http://cve.report/vendor/iij
http://cve.report/software/iij/seil/x2_firmware
http://cve.report/vendor/iij
http://cve.report/software/iij/seil/x2_firmware
http://cve.report/vendor/iij
http://cve.report/software/iij/seil/x2_firmware
http://cve.report/vendor/iij
http://cve.report/software/iij/seil/x2_firmware
http://cve.report/vendor/iij
http://cve.report/software/iij/seil/x2_firmware
http://cve.report/vendor/iij
http://cve.report/software/iij/seil/x2_firmware
http://cve.report/vendor/iij
http://cve.report/software/iij/seil/x2_firmware
http://cve.report/vendor/iij
http://cve.report/software/iij/seil/x2_firmware


Application Iij Seil/x2 Firmware 2.51 All All All

Application Iij Seil/x2 Firmware 2.52 All All All

Application Iij Seil/x2 Firmware 2.60 All All All

Application Iij Seil/x2 Firmware 2.61 All All All

Application Iij Seil/x2 Firmware 2.62 All All All

Application Iij Seil/x2 Firmware 2.63 All All All

Application Iij Seil/x2 Firmware 2.70 All All All

Application Iij Seil/x2 Firmware 2.72 All All All

Application Iij Seil/x2 Firmware 2.73 All All All

Application Iij Seil/x2 Firmware 2.74 All All All

Application Iij Seil/x2 Firmware 2.75 All All All

Application Iij Seil/x2 Firmware 3.01 All All All

Application Iij Seil/x2 Firmware 3.02 All All All

Application Iij Seil/x2 Firmware 3.10 All All All

Application Iij Seil/x2 Firmware 3.11 All All All

Hardware Iij Seil/x86 All All All All

Hardware Iij Seil/x86 All All All All

Application Iij Seil/x86 Firmware 1.00 All All All

Application Iij Seil/x86 Firmware 1.61 All All All

Application Iij Seil/x86 Firmware 1.00 All All All

Application Iij Seil/x86 Firmware 1.61 All All All
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SEIL Routers PPP Access Concentrator Buffer Overflow Vulnerability - Secunia.com SECUNIA secunia.com Vendor Advisory

SEIL Multiple Products PPP Access Concentrator (PPPAC) Buffer Overflow Vulnerability BID www.securityfocus.com

PPPAC機能におけるPPPoE受信処理の脆弱性 | SEIL.jp CONFIRM www.seil.jp Vendor Advisory

JVN#88991166: SEIL Series routers vulnerable to buffer overflow JVN jvn.jp

JVNDB-2011-000014 JVNDB jvndb.jvn.jp

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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