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CVE CVE-2011-0465
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2011-04-08 15:17:25 UTC
Updated 2026-04-29 01:13:23 UTC
Description xrdb.c in xrdb before 1.0.9 in X.Org X11R7.6 and earlier allows remote attackers to execute arbitrary commands via shell m

/ |

Risk And Classification

Primary CVSS: v2.0 9.3 from nvd@nist.gov
AV:N/AC:M/Au:N/C:C/I:C/A:C

Problem Types: CWE-20 | n/a

CVSS v2.0 Breakdown
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Matthias Hopf Xrdb 1.0.2 All All All


https://cve.report/
https://cve.report/CVE-2011-0465/mitre
https://cve.report/CVE-2011-0465/nist
https://cve.report/CVE-2011-0465/cve_org
https://cve.report/api/cve/CVE-2011-0465.json
https://cve.report/CVE-2011-0465.pdf
http://cve.report/vendor/matthias_hopf
http://cve.report/software/matthias_hopf/xrdb

Application Matthias Hopf Xrdb 1.0.3 All All All
Application Matthias Hopf Xrdb 1.0.4 All All All
Application Matthias Hopf Xrdb 1.0.5 All All All
Application Matthias Hopf Xrdb 1.0.6 All All All
Application Matthias Hopf Xrdb 1.0.7 All All All
Application Matthias Hopf Xrdb All All All All
Application X X11 r1 All All All
Application X X11 r2 All All All
Application X X11 r3 All All All
Application X X11 r4 All All All
Application X X11 r5 All All All
Application X X11 6 All All All
Application X X11 r6.1 All All All
Application X X11 6.3 All All All
Application X X11 r6.4 All All All
Application X X11 r6.5.1 All All All
Application X X11 r6.6 All All All
Application X X11 6.7 All All All
Application X X11 r6.7.0 All All All
Application X X11 r6.8.0 All All All
Application X X11 r6.8.1 All All All
Application X X11 r6.8.2 All All All
Application X X11 r6.9.0 All All All
Application X X11 r7.0 All All All
Application X X11 r7.1 All All All
Application X X11 r7.2 All All All
Application X X11 r7.3 All All All
Application X X11 r7.4 All All All
Application X X11 r7.5 All All All
Application X X11 All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified
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Bug 680196 — CVE-2011-0465 xorg: xrdb code execution via crafted X client hostname
The Slackware Linux Project: Slackware Security Advisories

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH
Red Hat update for xorg-x11-server-utils - Secunia.com

USN-1107-1: x11-xserver-utils vulnerability | Ubuntu

[SECURITY] Fedora 14 Update: xorg-x11-server-utils-7.5-5.fc14
Ubuntu update for x11-xserver-utils - Secunia.com

Debian -- Security Information -- DSA-2213-1 x11-xserver-utils

IBM X-Force Exchange

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

X xrdb Input Validation Flaw in Processing Hostname Lets Remote Users Execute Arbitrary Commands - Security Tracker
Debian update for x11-xserver-utils - Secunia.com

X.Org xrdb Remote Arbitrary Shell Command Injection Vulnerability
[ANNOUNCE] X.Org security advisory: root hole via rogue hostname
Support

[security-announce] SUSE Security Announcement: xorg-x11 (SUSE-SA:2011:0
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH
Fedora update for xorg-x11-server-utils - Secunia.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH
[ANNOUNCE] xrdb 1.0.9

Red Hat update for xorg-x11 - Secunia.com

Support

SUSE update for xorg-x11 - Secunia.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH
openSUSE alert openSUSE-SU-2011:0298-1 (xorg-x11) [LWN.net]
xorg/app/xrdb - X server resource database utility

X.Org xrdb Hostname Command Injection Security Issue - Secunia.com
Support / Security / Advisories / / MDVSA-2011:076 | Mandriva

CVE Program record

NVD vulnerability detail

1] |

[0urce

af854a3a-2127-4

af854a3a-2127-4

af854a3a-2127-4

af854a3a-2127-4

af854a3a-2127-4

af854a3a-2127-4

af854a3a-2127-4

af854a3a-2127-4

af854a3a-2127-4

af854a3a-2127-4

af854a3a-2127-4

af854a3a-2127-4

af854a3a-2127-4

af854a3a-2127-4

af854a3a-2127-4

af854a3a-2127-4

af854a3a-2127-4

af854a3a-2127-4

af854a3a-2127-4

af854a3a-2127-4

af854a3a-2127-4

af854a3a-2127-4

af854a3a-2127-4

af854a3a-2127-4

af854a3a-2127-4

af854a3a-2127-4

af854a3a-2127-4

af854a3a-2127-4

af854a3a-2127-4

CVE.ORG

NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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