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Summary

CVE CVE-2011-0480

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2011-01-14 17:00:00 UTC

Updated 2023-11-07 02:06:00 UTC

Description Multiple buffer overflows in vorbis_dec.c in the Vorbis decoder in FFmpeg, as used in Google Chrome before 8.0.552.237 and Chrome OS before 8.0.552.344, allow remote attackers to cause a denial of service (memory corruption and application crash) or possibly have unspecified other impact via a crafted WebM file, related to buffers for (1) the channel floor and (2) the channel residue.

Risk And Classification

Problem Types: CWE-120

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Canonical Ubuntu Linux 10.04 All All All

Operating System Canonical Ubuntu Linux 10.10 All All All

Operating System Canonical Ubuntu Linux 8.04 All All All

Operating System Canonical Ubuntu Linux 9.10 All All All

Operating System Canonical Ubuntu Linux 10.04 All All All

Operating System Canonical Ubuntu Linux 10.10 All All All

Operating System Canonical Ubuntu Linux 8.04 All All All

Operating System Canonical Ubuntu Linux 9.10 All All All

Operating System Debian Debian Linux 6.0 All All All

Operating System Debian Debian Linux 6.0 All All All

Application Google Chrome All All All All

Application Google Chrome All All All All

Operating System Google Chrome Os All All All All

Operating System Google Chrome Os All All All All

References

Reference

https://cve.report/
https://cve.report/CVE-2011-0480/mitre
https://cve.report/CVE-2011-0480/nist
https://cve.report/CVE-2011-0480/cve_org
https://cve.report/api/cve/CVE-2011-0480.json
https://cve.report/CVE-2011-0480.pdf
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/google
http://cve.report/software/google/chrome
http://cve.report/vendor/google
http://cve.report/software/google/chrome
http://cve.report/vendor/google
http://cve.report/software/google/chrome_os
http://cve.report/vendor/google
http://cve.report/software/google/chrome_os


Issue 68115 - chromium - Memory corruption with bad Vorbis streams (from CERT) - An open-source browser project to help move the web forward. - Google Project Hosting

Chrome Releases: Chrome Stable Release

SRWare.net • View topic - New Iron-Version: 8.0.555.1 Stable for Windows

FFmpeg

Google Chrome prior to 8.0.552.237 Multiple Security Vulnerabilities

#610550 - [CVE-2011-0480] memory corruptions in the ffmpeg Vorbis codec - Debian Bug report logs

403 Forbidden

Support / Security / Advisories / / MDVSA-2011:061 | Mandriva

[chrome] Revision 70200

Repository / Oval Repository

IBM X-Force Exchange

Issue 5964011: Fix a couple of errors with bad Vorbis headers, and go through the associated... - Code Review

Issue 6069005: Pick up Vorbis fix. - Code Review

70463

SRWare Iron Multiple Vulnerabilities - Secunia.com

USN-1104-1: FFmpeg vulnerabilities | Ubuntu

403 Forbidden

Gmane -- PATCH Fix a couple of errors with bad Vorbis headers

404 Not Found

Debian -- Security Information -- DSA-2306-1 ffmpeg

404 Not Found

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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