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Summary

CVE CVE-2011-0515

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2011-01-20 19:00:00 UTC

Updated 2018-10-30 16:26:00 UTC

Description KisKrnl.sys 2011.1.13.89 and earlier in Kingsoft AntiVirus 2011 SP5.2 allows local users to cause a denial of service (crash) via a crafted request that is not properly handled by the KiFastCallEntry hook.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Kingsoft Kingsoft Antivirus 2010.04.26.648 All All All

Application Kingsoft Kingsoft Antivirus 2010.04.26.648 All All All

Application Kingsoftsecurity Kingsoft Antivirus 2011 sp5.2 All All

Application Kingsoftsecurity Kingsoft Antivirus 2011 sp5.2 All All

References

Reference Source Link

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

Kingsoft Antivirus 'KisKrnl.sys' Driver Denial of Service Vulnerability BID www.securityfocus.com

Kingsoft Antivirus 2011 "kisknl.sys" Driver Denial of Service - Secunia.com SECUNIA secunia.com

Kingsoft AntiVirus 2011 SP5.2 KisKrnl.sys <= 2011.1.13.89 Local Kernel Mode DoS Exploit EXPLOIT-DB www.exploit-db.com

SecurityFocus BUGTRAQ www.securityfocus.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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