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Summary

CVE CVE-2011-0522

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2011-02-07 21:00:00 UTC

Updated 2023-11-07 02:06:00 UTC

Description The StripTags function in (1) the USF decoder (modules/codec/subtitles/subsdec.c) and (2) the Text decoder (modules/codec/subtitles/subsusf.c) in VideoLAN VLC Media Player 1.1 before 1.1.6-rc allows remote attackers to execute arbitrary code via a subtitle with an opening "<" without a closing ">" in an MKV file, which triggers heap memory corruption, as demonstrated using refined-australia-blu720p-sample.mkv.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Videolan Vlc Media Player 1.1.0 All All All

Application Videolan Vlc Media Player 1.1.1 All All All

Application Videolan Vlc Media Player 1.1.2 All All All

Application Videolan Vlc Media Player 1.1.3 All All All

Application Videolan Vlc Media Player 1.1.4 All All All

Application Videolan Vlc Media Player 1.1.5 All All All

Application Videolan Vlc Media Player 1.1.6 All All All

Application Videolan Vlc Media Player 1.1.0 All All All

Application Videolan Vlc Media Player 1.1.1 All All All

Application Videolan Vlc Media Player 1.1.2 All All All

Application Videolan Vlc Media Player 1.1.3 All All All

Application Videolan Vlc Media Player 1.1.4 All All All

Application Videolan Vlc Media Player 1.1.5 All All All

Application Videolan Vlc Media Player 1.1.6 All All All
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VLC Media Player Subtitle StripTags() Function Memory Corruption - CXSecurity.com SREASON securityreason.com

VLC Media Player Subtitle 'StripTags()' Function Memory Corruption Vulnerability BID www.securityfocus.com

[vlc-devel] Security: Subtitle StripTags heap corruption, potentially exploitable. Patch included MLIST mailman.videolan.org

git.videolan.org Git git.videolan.org

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

VLC Media Player Subtitle StripTags() Function Memory Corruption EXPLOIT-DB www.exploit-db.com

[vlc-devel] Security: Subtitle StripTags heap corruption, potentially exploitable. Patch included MLIST mailman.videolan.org

Repository / Oval Repository OVAL oval.cisecurity.org

oss-security - CVE Request: VLC Subtitle StripTags heap corruption MLIST www.openwall.com

git.videolan.org Git CONFIRM git.videolan.org

oss-security - Re: CVE Request: VLC Subtitle StripTags heap corruption MLIST www.openwall.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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