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Summary

CVE CVE-2011-0528

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-02-17 16:55:00 UTC

Updated 2019-07-10 14:13:00 UTC

Description Puppet 2.6.0 through 2.6.3 does not properly restrict access to node resources, which allows remote authenticated Puppet nodes to read or modify the resources of other nodes via unspecified vectors.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Puppet Puppet 2.6.0 All All All

Application Puppet Puppet 2.6.1 All All All

Application Puppet Puppet 2.6.2 All All All

Application Puppet Puppet 2.6.3 All All All

Application Puppet Puppet 2.6.0 All All All

Application Puppet Puppet 2.6.1 All All All

Application Puppet Puppet 2.6.2 All All All

Application Puppet Puppet 2.6.3 All All All

References

Reference Source Link Tags

oss-security - Re: CVE request: puppet MLIST www.openwall.com

USN-1365-1: Puppet vulnerability | Ubuntu UBUNTU www.ubuntu.com

[Puppet Users] SECURITY: Authorization vulnerability in Puppet 2.6.x MLIST www.mail-archive.com

oss-security - CVE request: puppet MLIST www.openwall.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
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No vendor comments have been submitted for this CVE.
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