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Summary

CVE CVE-2011-0531

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2011-02-07 21:00:00 UTC

Updated 2023-11-07 02:06:00 UTC

Description demux/mkv/mkv.hpp in the MKV demuxer plugin in VideoLAN VLC media player 1.1.6.1 and earlier allows remote attackers to cause a denial of service (crash) and execute arbitrary commands via a crafted MKV (WebM or Matroska) file that triggers memory corruption, related to "class mismatching" and the MKV_IS_ID macro.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Videolan Vlc Media Player 0.1.99b All All All

Application Videolan Vlc Media Player 0.1.99e All All All

Application Videolan Vlc Media Player 0.1.99f All All All

Application Videolan Vlc Media Player 0.1.99g All All All

Application Videolan Vlc Media Player 0.1.99h All All All

Application Videolan Vlc Media Player 0.1.99i All All All

Application Videolan Vlc Media Player 0.2.0 All All All

Application Videolan Vlc Media Player 0.2.60 All All All

Application Videolan Vlc Media Player 0.2.61 All All All

Application Videolan Vlc Media Player 0.2.62 All All All

Application Videolan Vlc Media Player 0.2.63 All All All

Application Videolan Vlc Media Player 0.2.70 All All All

Application Videolan Vlc Media Player 0.2.71 All All All

Application Videolan Vlc Media Player 0.2.72 All All All

Application Videolan Vlc Media Player 0.2.73 All All All

Application Videolan Vlc Media Player 0.2.80 All All All

Application Videolan Vlc Media Player 0.2.81 All All All
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Application Videolan Vlc Media Player 0.2.81 All All All

Application Videolan Vlc Media Player 0.2.82 All All All

Application Videolan Vlc Media Player 0.2.83 All All All

Application Videolan Vlc Media Player 0.2.90 All All All

Application Videolan Vlc Media Player 0.2.91 All All All

Application Videolan Vlc Media Player 0.2.92 All All All

Application Videolan Vlc Media Player 0.3.0 All All All

Application Videolan Vlc Media Player 0.3.1 All All All

Application Videolan Vlc Media Player 0.4.0 All All All

Application Videolan Vlc Media Player 0.4.1 All All All

Application Videolan Vlc Media Player 0.4.2 All All All

Application Videolan Vlc Media Player 0.4.3 All All All

Application Videolan Vlc Media Player 0.4.4 All All All

Application Videolan Vlc Media Player 0.4.5 All All All

Application Videolan Vlc Media Player 0.4.6 All All All

Application Videolan Vlc Media Player 0.5.0 All All All

Application Videolan Vlc Media Player 0.5.1 All All All

Application Videolan Vlc Media Player 0.5.2 All All All

Application Videolan Vlc Media Player 0.5.3 All All All

Application Videolan Vlc Media Player 0.6.0 All All All

Application Videolan Vlc Media Player 0.6.1 All All All

Application Videolan Vlc Media Player 0.6.2 All All All

Application Videolan Vlc Media Player 0.7.0 All All All

Application Videolan Vlc Media Player 0.7.2 All All All

Application Videolan Vlc Media Player 0.8.0 All All All

Application Videolan Vlc Media Player 0.8.1 All All All

Application Videolan Vlc Media Player 0.8.2 All All All

Application Videolan Vlc Media Player 0.8.4 All All All

Application Videolan Vlc Media Player 0.8.5 All All All

Application Videolan Vlc Media Player 0.8.6 All All All

Application Videolan Vlc Media Player 0.9.10 All All All

Application Videolan Vlc Media Player 0.9.2 All All All

Application Videolan Vlc Media Player 0.9.3 All All All

Application Videolan Vlc Media Player 0.9.4 All All All

Application Videolan Vlc Media Player 0.9.5 All All All

Application Videolan Vlc Media Player 0.9.6 All All All
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Application Videolan Vlc Media Player 0.9.8a All All All

Application Videolan Vlc Media Player 0.9.9 All All All

Application Videolan Vlc Media Player 1.0.0 All All All

Application Videolan Vlc Media Player 1.0.1 All All All

Application Videolan Vlc Media Player 1.0.2 All All All

Application Videolan Vlc Media Player 1.0.3 All All All

Application Videolan Vlc Media Player 1.0.4 All All All

Application Videolan Vlc Media Player 1.0.5 All All All

Application Videolan Vlc Media Player 1.0.6 All All All

Application Videolan Vlc Media Player 1.1.0 All All All

Application Videolan Vlc Media Player 1.1.1 All All All

Application Videolan Vlc Media Player 1.1.2 All All All

Application Videolan Vlc Media Player 1.1.3 All All All

Application Videolan Vlc Media Player 1.1.4 All All All

Application Videolan Vlc Media Player 1.1.5 All All All

Application Videolan Vlc Media Player 1.1.6 All All All

Application Videolan Vlc Media Player 0.1.99b All All All

Application Videolan Vlc Media Player 0.1.99e All All All

Application Videolan Vlc Media Player 0.1.99f All All All

Application Videolan Vlc Media Player 0.1.99g All All All

Application Videolan Vlc Media Player 0.1.99h All All All

Application Videolan Vlc Media Player 0.1.99i All All All

Application Videolan Vlc Media Player 0.2.0 All All All

Application Videolan Vlc Media Player 0.2.60 All All All

Application Videolan Vlc Media Player 0.2.61 All All All

Application Videolan Vlc Media Player 0.2.62 All All All

Application Videolan Vlc Media Player 0.2.63 All All All

Application Videolan Vlc Media Player 0.2.70 All All All

Application Videolan Vlc Media Player 0.2.71 All All All

Application Videolan Vlc Media Player 0.2.72 All All All

Application Videolan Vlc Media Player 0.2.73 All All All

Application Videolan Vlc Media Player 0.2.80 All All All

Application Videolan Vlc Media Player 0.2.81 All All All

Application Videolan Vlc Media Player 0.2.82 All All All

Application Videolan Vlc Media Player 0.2.83 All All All

Application Videolan Vlc Media Player 0.2.90 All All All
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Application Videolan Vlc Media Player 0.2.90 All All All

Application Videolan Vlc Media Player 0.2.91 All All All

Application Videolan Vlc Media Player 0.2.92 All All All

Application Videolan Vlc Media Player 0.3.0 All All All

Application Videolan Vlc Media Player 0.3.1 All All All

Application Videolan Vlc Media Player 0.4.0 All All All

Application Videolan Vlc Media Player 0.4.1 All All All

Application Videolan Vlc Media Player 0.4.2 All All All

Application Videolan Vlc Media Player 0.4.3 All All All

Application Videolan Vlc Media Player 0.4.4 All All All

Application Videolan Vlc Media Player 0.4.5 All All All

Application Videolan Vlc Media Player 0.4.6 All All All

Application Videolan Vlc Media Player 0.5.0 All All All

Application Videolan Vlc Media Player 0.5.1 All All All

Application Videolan Vlc Media Player 0.5.2 All All All

Application Videolan Vlc Media Player 0.5.3 All All All

Application Videolan Vlc Media Player 0.6.0 All All All

Application Videolan Vlc Media Player 0.6.1 All All All

Application Videolan Vlc Media Player 0.6.2 All All All

Application Videolan Vlc Media Player 0.7.0 All All All

Application Videolan Vlc Media Player 0.7.2 All All All

Application Videolan Vlc Media Player 0.8.0 All All All

Application Videolan Vlc Media Player 0.8.1 All All All

Application Videolan Vlc Media Player 0.8.2 All All All

Application Videolan Vlc Media Player 0.8.4 All All All

Application Videolan Vlc Media Player 0.8.5 All All All

Application Videolan Vlc Media Player 0.8.6 All All All

Application Videolan Vlc Media Player 0.9.10 All All All

Application Videolan Vlc Media Player 0.9.2 All All All

Application Videolan Vlc Media Player 0.9.3 All All All

Application Videolan Vlc Media Player 0.9.4 All All All

Application Videolan Vlc Media Player 0.9.5 All All All

Application Videolan Vlc Media Player 0.9.6 All All All

Application Videolan Vlc Media Player 0.9.8a All All All

Application Videolan Vlc Media Player 0.9.9 All All All

Application Videolan Vlc Media Player 1.0.0 All All All
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Application Videolan Vlc Media Player 1.0.1 All All All

Application Videolan Vlc Media Player 1.0.2 All All All

Application Videolan Vlc Media Player 1.0.3 All All All

Application Videolan Vlc Media Player 1.0.4 All All All

Application Videolan Vlc Media Player 1.0.5 All All All

Application Videolan Vlc Media Player 1.0.6 All All All

Application Videolan Vlc Media Player 1.1.0 All All All

Application Videolan Vlc Media Player 1.1.1 All All All

Application Videolan Vlc Media Player 1.1.2 All All All

Application Videolan Vlc Media Player 1.1.3 All All All

Application Videolan Vlc Media Player 1.1.4 All All All

Application Videolan Vlc Media Player 1.1.5 All All All

Application Videolan Vlc Media Player 1.1.6 All All All

Application Videolan Vlc Media Player All All All All
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Reference Source Link

oss-security - CVE request: code execution in VLC media player MLIST www.openwall.com
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VLC Media Player MKV File Input Validation Flaw Lets Remote Users Execute Arbitrary Code - SecurityTracker SECTRACK www.securitytracker.com
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VLC Media Player MKV File Parsing Remote Code Execution Vulnerability BID www.securityfocus.com

Debian update for vlc - Secunia.com SECUNIA secunia.com
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CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.
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http://www.vupen.com/english/advisories/2011/0363
http://secunia.com/advisories/43131
https://www.cve.org/CVERecord?id=CVE-2011-0531
https://nvd.nist.gov/vuln/detail/CVE-2011-0531


There are currently no legacy QID mappings associated with this CVE.
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