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Summary

CVE CVE-2011-0536

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2011-04-08 15:17:00 UTC

Updated 2023-02-13 01:18:00 UTC

Description Multiple untrusted search path vulnerabilities in elf/dl-object.c in certain modified versions of the GNU C Library (aka glibc or libc6), including glibc-2.5-49.el5_5.6 and glibc-2.12-1.7.el6_0.3 in Red Hat Enterprise Linux, allow local users to gain privileges via a crafted dynamic shared object (DSO) in a subdirectory of the current working directory during execution of a (1) setuid or (2) setgid program that has $ORIGIN in (a) RPATH or (b) RUNPATH within the program itself or a referenced library. NOTE: this issue exists because of an incorrect fix for CVE-2010-3847.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Gnu Glibc 2.12-1.7.el6_0.3 All All All

Application Gnu Glibc 2.5-49.el5_5.6 All All All

Application Gnu Glibc 2.12-1.7.el6_0.3 All All All

Application Gnu Glibc 2.5-49.el5_5.6 All All All

Operating System Redhat Enterprise Linux All All All All

Operating System Redhat Enterprise Linux All All All All
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CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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