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Summary

CVE CVE-2011-0547

State PUBLISHED

Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2011-08-19 21:55:01 UTC

Updated 2026-04-29 01:13:23 UTC

Description Multiple integer overflows in vxsvc.exe in the Veritas Enterprise Administrator service in Symantec Veritas Storage Foundation 5.1 and earlier, Veritas Storage Foundation Cluster File System (SFCFS) 5.1 and earlier, Veritas Storage Foundation Cluster File System Enterprise for Oracle RAC (SFCFSORAC) 5.1 and earlier, Veritas Dynamic Multi-Pathing (DMP) 5.1, and NetBackup PureDisk 6.5.x through 6.6.1.x allow remote attackers to execute arbitrary code via (1) a crafted Unicode string, related to the vxveautil.value_binary_unpack function; (2) a crafted ASCII string, related to the vxveautil.value_binary_unpack function; or (3) a crafted value, related to the vxveautil.kv_binary_unpack function, leading to a buffer overflow.

Risk And Classification

Primary CVSS: v2.0 10 from nvd@nist.gov

AV:N/AC:L/Au:N/C:C/I:C/A:C

Problem Types: CWE-189 | n/a

CVSS v2.0 Breakdown

AV:N/AC:L/Au:N/C:C/I:C/A:C

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Symantec Netbackup Puredisk 6.5.0.1 All All All

Application Symantec Netbackup Puredisk 6.5.1 All All All

Access Vector

Network

Access Complexity

Low

Authentication

None

Confidentiality

Complete

Integrity

Complete

Availability

Complete
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Application Symantec Netbackup Puredisk 6.5.1 All All All

Application Symantec Netbackup Puredisk 6.5.1.1 All All All

Application Symantec Netbackup Puredisk 6.5.1.2 All All All

Application Symantec Netbackup Puredisk 6.6.1 All All All

Application Symantec Netbackup Puredisk 6.6.1.1 All All All

Application Symantec Netbackup Puredisk 6.6.1.2 All All All

Application Symantec Veritas Dynamic Multi-pathing 5.1 All All All

Application Symantec Veritas Storage Foundation 5.0 All All All

Application Symantec Veritas Storage Foundation All All All All

Application Symantec Veritas Storage Foundation Cluster File System For Oracle Rac 5.0 All All All

Application Symantec Veritas Storage Foundation Cluster File System For Oracle Rac All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

References

Reference

Zero Day Initiative

Security Advisories Relating to Symantec Products - Symantec Veritas Enterprise Administrator service (vxsvc) buffer overflows - August 15, 2011 | Symantec

www.securityfocus.com/bid/49014

Repository / Oval Repository

'[security bulletin] HPSBUX02700 SSRT100506 rev.2 - HP-UX running VEA, Remote Denial of Service (DoS)' - MARC

Zero Day Initiative

Zero Day Initiative

Enterprise Support - Symantec Corp. - Symantec Veritas Enterprise Administrator service (vxsvc) multiple buffer overflows

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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