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CVE CVE-2011-0560
State PUBLIC
Assigner psirt@adobe.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2011-02-10 16:00:00 UTC
Updated 2018-10-30 16:26:00 UTC
Description Adobe Flash Player before 10.2.152.26 allows attackers to execute arbitrary code or cause a denial of service (memory cor

/ |

1|

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Adobe Flash Player 10.0.0.584 All All All
Application Adobe Flash Player 10.0.12.10 All All All
Application Adobe Flash Player 10.0.12.36 All All All
Application Adobe Flash Player 10.0.15.3 All All All
Application Adobe Flash Player 10.0.22.87 All All All
Application Adobe Flash Player 10.0.32.18 All All All
Application Adobe Flash Player 10.0.42.34 All All All
Application Adobe Flash Player 10.0.45.2 All All All
Application Adobe Flash Player 10.1.102.64 All All All
Application Adobe Flash Player 10.1.52.14.1 All All All
Application Adobe Flash Player 10.1.52.15 All All All
Application Adobe Flash Player 10.1.53.64 All All All
Application Adobe Flash Player 10.1.82.76 All All All
Application Adobe Flash Player 10.1.85.3 All All All
Application Adobe Flash Player 10.1.92.10 All All All
Application Adobe Flash Player 10.1.92.8 All All All
Application Adobe Flash Player 10.1.95.1 All All All
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Application Adobe Flash Player 9.0.114.0 All All All
Application Adobe Flash Player 9.0.115.0 All All All
Application Adobe Flash Player 9.0.124.0 All All All
Application Adobe Flash Player 9.0.125.0 All All All
Application Adobe Flash Player 9.0.151.0 All All All
Application Adobe Flash Player 9.0.152.0 All All All
Application Adobe Flash Player 9.0.155.0 All All All
Application Adobe Flash Player 9.0.159.0 All All All
Application Adobe Flash Player 9.0.16 All All All
Application Adobe Flash Player 9.0.18d60 All All All
Application Adobe Flash Player 9.0.20 All All All
Application Adobe Flash Player 9.0.20.0 All All All
Application Adobe Flash Player 9.0.246.0 All All All
Application Adobe Flash Player 9.0.260.0 All All All
Application Adobe Flash Player 9.0.262.0 All All All
Application Adobe Flash Player 9.0.277.0 All All All
Application Adobe Flash Player 9.0.28 All All All
Application Adobe Flash Player 9.0.28.0 All All All
Application Adobe Flash Player 9.0.283.0 All All All
Application Adobe Flash Player 9.0.31 All All All
Application Adobe Flash Player 9.0.31.0 All All All
Application Adobe Flash Player 9.0.45.0 All All All
Application Adobe Flash Player 9.0.47.0 All All All
Application Adobe Flash Player 9.0.48.0 All All All
Application Adobe Flash Player 9.125.0 All All All
Application Adobe Flash Player All All All All
Reference Source Link Tags
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com
access.redhat.com REDHAT www.redhat.com
[security-announce] SUSE Security Announcement: Flash Player (SUSE-SA:20 SUSE lists.opensuse.org
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com
SecurityTracker: Adobe Flash Player Flaws Lets Remote Users Execute Arbitrary Code SECTRACK www.securitytracker.com
access.redhat.com REDHAT www.redhat.com
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http://cve.report/software/adobe/flash_player
http://www.vupen.com/english/advisories/2011/0383
http://www.redhat.com/support/errata/RHSA-2011-0368.html
http://lists.opensuse.org/opensuse-security-announce/2011-02/msg00003.html
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http://www.securitytracker.com/id?1025055
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REeu mdlL CSNerprise Linux 1dasri-piugin wvidilipie vulirnerdoiiues - secunid.coir

OCEUUNIA

securid.coirn

Repository / Oval Repository OVAL oval.cisecurity.org

Red Hat update for flash-plugin - Secunia.com SECUNIA secunia.com

Security CONFIRM blogs.sun.com

Adobe Flash Player CVE-2011-0560 Remote Memory Corruption Vulnerability BID www.securityfocus.com

Adobe - Security Bulletins: APSB11-02 - Security update available for Adobe Flash Player ~CONFIRM www.adobe.com Patch,
Adobe Flash Player Multiple Vulnerabilities - Secunia.com SECUNIA secunia.com

Repository / Oval Repository OVAL oval.cisecurity.org

Oracle Solaris Adobe Flash Player Multiple Vulnerabilities - Secunia.com SECUNIA secunia.com

SUSE update for flash-player - Secunia.com SECUNIA secunia.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

US-CERT Vulnerability Note VU#812969 - Adobe Flash memory corruption vulnerability CERT-VN www.kb.cert.org US Gc
access.redhat.com REDHAT www.redhat.com

CVE Program record CVE.ORG WWw.cve.org canon
NVD vulnerability detail NVD nvd.nist.gov canon
a | 1

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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