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CVE-2011-0594

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE-2011-0594

PUBLIC

psirt@adobe.com

CVE Program / NVD first with legacy fallback
2011-02-10 18:00:00 UTC

2018-10-30 16:25:00 UTC

Adobe Reader and Acrobat 10.x before 10.0.1, 9.x before 9.4.2, and 8.x before 8.2.6 on Windows and Mac OS X allow ren
| |

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)
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Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
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Application

Application

Vendor Product Version Update Edition Language
Adobe Acrobat 10.0 All All All
Adobe Acrobat 8.0 All All All
Adobe Acrobat 8.1 All All All
Adobe Acrobat 8.1.1 All All All
Adobe Acrobat 8.1.2 All All All
Adobe Acrobat 8.1.3 All All All
Adobe Acrobat 8.1.4 All All All
Adobe Acrobat 8.15 All All All
Adobe Acrobat 8.1.6 All All All
Adobe Acrobat 8.1.7 All All All
Adobe Acrobat 8.2 All All All
Adobe Acrobat 8.2.1 All All All
Adobe Acrobat 8.2.2 All All All
Adobe Acrobat 8.2.3 All All All
Adobe Acrobat 8.2.4 All All All
Adobe Acrobat 9.0 All All All
Adobe Acrobat 9.1 All All All
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Application Adobe Acrobat Reader 8.1.2 All All All
Application Adobe Acrobat Reader 8.1.4 All All All
Application Adobe Acrobat Reader 8.1.5 All All All
Application Adobe Acrobat Reader 8.1.6 All All All
Application Adobe Acrobat Reader 8.1.7 All All All
Application Adobe Acrobat Reader 8.2 All All All
Application Adobe Acrobat Reader 8.2.1 All All All
Application Adobe Acrobat Reader 8.2.2 All All All
Application Adobe Acrobat Reader 8.2.3 All All All
Application Adobe Acrobat Reader 8.2.4 All All All
Application Adobe Acrobat Reader 9.0 All All All
Application Adobe Acrobat Reader 9.1 All All All
Application Adobe Acrobat Reader 9.1.1 All All All
Application Adobe Acrobat Reader 9.1.2 All All All
Application Adobe Acrobat Reader 9.1.3 All All All
Application Adobe Acrobat Reader 9.2 All All All
Application Adobe Acrobat Reader 9.3 All All All
Application Adobe Acrobat Reader 9.3.1 All All All
Application Adobe Acrobat Reader 9.3.2 All All All
Application Adobe Acrobat Reader 9.3.3 All All All
Application Adobe Acrobat Reader 9.3.4 All All All
Application Adobe Acrobat Reader 9.4 All All All
Application Adobe Acrobat Reader 9.41 All All All
Operating System Apple Mac Os X All All All All
Operating System Apple Mac Os X All All All All
Operating System Microsoft Windows All All All All
Operating System Microsoft Windows All All All All
Reference

Adobe - Security Bulletins: APSB11-03 - Security updates available for Adobe Reader and Acrobat

access.redhat.com

SecurityTracker: Adobe Reader and Acrobat Multiple Flaws Let Remote Users Execute Arbitrary Code and Conduct Cross-Site Scripting Attac
Adobe Acrobat and Reader CVE-2011-0594 Font Parsing Remote Code Execution Vulnerability

Red Hat update for acroread - Secunia.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH
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Webmail : Solution de messagerie professionnelle - OVHcloud- OVH
IBM X-Force Exchange

Repository / Oval Repository

CVE Program record

NVD vulnerability detail

4] H 1|

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
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consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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