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CVE CVE-2011-0652
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2011-01-28 16:00:00 UTC
Updated 2017-08-17 01:33:00 UTC
Description Insfw1.sys 6.0.2900.5512 in Look 'n' Stop Firewall 2.06p4 and 2.07 allows local users to cause a denial of service (crash) vi

/ |

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Looknstop Look N Stop Firewall 2.06 p4 All All
Application Looknstop Look N Stop Firewall 2.07 All All All
Application Looknstop Look N Stop Firewall 2.06 p4 All All
Application Looknstop Look N Stop Firewall 2.07 All All All
Application Looknstop Look N Stop Firewall 2.06 p4 All All
Application Looknstop Look N Stop Firewall 2.07 All All All
References |
Reference Source Link
Look 'n' Stop Firewall IOCTL Handling Denial of Service Vulnerability - Secunia.com SECUNIA secunia.com
IBM X-Force Exchange XF exchange.xforce.ibmcloud.co
Look 'n' Stop Firewall 'Insfw1.sys' Driver IOCTL Handling Local Denial of Service Vulnerability BID www.securityfocus.com
Look n stop Oday Local Dos EXPLOIT-DB  www.exploit-db.com
70638 OSvDB osvdb.org
CVE Program record CVE.ORG WWW.CVe.org
NVD vulnerability detail NVD nvd.nist.gov
‘ |
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https://cve.report/CVE-2011-0652/nist
https://cve.report/CVE-2011-0652/cve_org
https://cve.report/api/cve/CVE-2011-0652.json
https://cve.report/CVE-2011-0652.pdf
http://cve.report/vendor/looknstop
http://cve.report/software/looknstop/look_n_stop_firewall
http://cve.report/vendor/looknstop
http://cve.report/software/looknstop/look_n_stop_firewall
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http://cve.report/software/looknstop/look_n_stop_firewall
http://cve.report/vendor/looknstop
http://cve.report/software/looknstop/look_n_stop_firewall
http://cve.report/vendor/looknstop
http://cve.report/software/looknstop/look_n_stop_firewall
http://cve.report/vendor/looknstop
http://cve.report/software/looknstop/look_n_stop_firewall
http://secunia.com/advisories/43044
https://exchange.xforce.ibmcloud.com/vulnerabilities/64851
http://www.securityfocus.com/bid/45949
http://www.exploit-db.com/exploits/16021
http://osvdb.org/70638
https://www.cve.org/CVERecord?id=CVE-2011-0652
https://nvd.nist.gov/vuln/detail/CVE-2011-0652

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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