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CVE CVE-2011-0696
State PUBLISHED
Assigner redhat

Source Priority CVE Program / NVD first with legacy fallback

Published 2011-02-14 21:00:03 UTC
Updated 2026-04-29 01:13:23 UTC

Description Django 1.1.x before 1.1.4 and 1.2.x before 1.2.5 does not properly validate HTTP requests that contain an X-Requested-Wi

/ ]

Risk And Classification

Primary CVSS: v2.0 6.8 from nvd@nist.gov

AV:N/AC:M/Au:N/C:P/I:P/A:P

Problem Types: CWE-352 | n/a

CVSS v2.0 Breakdown

\ccess Vector

\ccess Complexity
\uthentication
Sonfidentiality

ntegrity

\vailability

AV:N/AC:M/Au:N/C:P/I:P/A:P

w [0

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Djangoproject Django 1.1 All All All


https://cve.report/
https://cve.report/CVE-2011-0696/mitre
https://cve.report/CVE-2011-0696/nist
https://cve.report/CVE-2011-0696/cve_org
https://cve.report/api/cve/CVE-2011-0696.json
https://cve.report/CVE-2011-0696.pdf
http://cve.report/vendor/djangoproject
http://cve.report/software/djangoproject/django

Application Djangoproject Django 1.1.0 All All All
Application Djangoproject Django 1.1.2 All All All
Application Djangoproject Django 1.1.3 All All All
Application Djangoproject Django 1.2 All All All
Application Djangoproject Django 1.2.1 All All All
Application Djangoproject Django 1.2.2 All All All
Application Djangoproject Django 1.2.3 All All All
Application Djangoproject Django 1.2.4 All All All

Vendor Declared Affected Products

Source Vendor Product

CNA Na N/a

Version

affected n/a

Platforms

Not specified

References

Reference

[SECURITY] Fedora 14 Update: Django-1.2.5-1.fc14

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH
Webmail - OVH

Webmail - OVH

Debian update for python-django - Secunia.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH
Debian -- Security Information -- DSA-2163-1 python-django

Django Multiple Vulnerabilities - Secunia.com

Webmail - OVH

Support / Security / Advisories / / MDVSA-2011:031 | Mandriva
Ubuntu update for python-django - Secunia.com

Django | Weblog | Security releases issued

USN-1066-1: Django vulnerabilities | Ubuntu

[SECURITY] Fedora 13 Update: Django-1.2.5-1.fc13

676357 — (CVE-2011-0696) CVE-2011-0696 django Flaw in CSRF handling

Django Multiple Remote Vulnerabilities
oss-security - Django multiple flaws (CVEs inside)
Fedora update for Django - Secunia.com

CVE Program record

NVD vulnerability detail

/
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CVE.ORG
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Link
lists.fedoraproject
www.vupen.com
www.vupen.com
www.vupen.com
secunia.com
www.vupen.com
www.debian.org
secunia.com
www.vupen.com
www.mandriva.co
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www.djangoprojer
www.ubuntu.com
lists.fedoraproject
bugzilla.redhat.co
www.securityfocu
openwall.com
secunia.com
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http://cve.report/software/djangoproject/django
http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://lists.fedoraproject.org/pipermail/package-announce/2011-February/054208.html
http://www.vupen.com/english/advisories/2011/0372
http://www.vupen.com/english/advisories/2011/0441
http://www.vupen.com/english/advisories/2011/0429
http://secunia.com/advisories/43297
http://www.vupen.com/english/advisories/2011/0439
http://www.debian.org/security/2011/dsa-2163
http://secunia.com/advisories/43230
http://www.vupen.com/english/advisories/2011/0388
http://www.mandriva.com/security/advisories?name=MDVSA-2011:031
http://secunia.com/advisories/43382
http://www.djangoproject.com/weblog/2011/feb/08/security/
http://www.ubuntu.com/usn/USN-1066-1
http://lists.fedoraproject.org/pipermail/package-announce/2011-February/054207.html
https://bugzilla.redhat.com/show_bug.cgi?id=676357
http://www.securityfocus.com/bid/46296
http://openwall.com/lists/oss-security/2011/02/09/6
http://secunia.com/advisories/43426
https://www.cve.org/CVERecord?id=CVE-2011-0696
https://nvd.nist.gov/vuln/detail/CVE-2011-0696

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

981289 Python (pip) Security Update for django (GHSA-5j2h-h5hg-3wf8)
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