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Summary

CVE CVE-2011-0719

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2011-03-01 23:00:00 UTC

Updated 2018-10-30 16:25:00 UTC

Description Samba 3.x before 3.3.15, 3.4.x before 3.4.12, and 3.5.x before 3.5.7 does not perform range checks for file descriptors before use of the FD_SET macro, which allows remote attackers to cause a denial of service (stack memory corruption, and infinite loop or daemon crash) by opening a large number of files, related to (1) Winbind or (2) smbd.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Samba Samba 3.0.0 All All All

Application Samba Samba 3.0.1 All All All

Application Samba Samba 3.0.10 All All All

Application Samba Samba 3.0.11 All All All

Application Samba Samba 3.0.12 All All All

Application Samba Samba 3.0.13 All All All

Application Samba Samba 3.0.14 All All All

Application Samba Samba 3.0.14 a All All

Application Samba Samba 3.0.14a All All All

Application Samba Samba 3.0.15 All All All

Application Samba Samba 3.0.16 All All All

Application Samba Samba 3.0.17 All All All

Application Samba Samba 3.0.18 All All All

Application Samba Samba 3.0.19 All All All

Application Samba Samba 3.0.2 All All All

Application Samba Samba 3.0.2 a All All

Application Samba Samba 3.0.20 All All All
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Application Samba Samba 3.0.20 All All All

Application Samba Samba 3.0.20 a All All

Application Samba Samba 3.0.20 b All All

Application Samba Samba 3.0.20a All All All

Application Samba Samba 3.0.20b All All All

Application Samba Samba 3.0.21 All All All

Application Samba Samba 3.0.21 a All All

Application Samba Samba 3.0.21 b All All

Application Samba Samba 3.0.21 c All All

Application Samba Samba 3.0.21a All All All

Application Samba Samba 3.0.21b All All All

Application Samba Samba 3.0.21c All All All

Application Samba Samba 3.0.22 All All All

Application Samba Samba 3.0.23 All All All

Application Samba Samba 3.0.23 a All All

Application Samba Samba 3.0.23 b All All

Application Samba Samba 3.0.23 c All All

Application Samba Samba 3.0.23 d All All

Application Samba Samba 3.0.23a All All All

Application Samba Samba 3.0.23b All All All

Application Samba Samba 3.0.23c All All All

Application Samba Samba 3.0.23d All All All

Application Samba Samba 3.0.24 All All All

Application Samba Samba 3.0.25 All All All

Application Samba Samba 3.0.25 a All All

Application Samba Samba 3.0.25 b All All

Application Samba Samba 3.0.25 c All All

Application Samba Samba 3.0.25 pre1 All All

Application Samba Samba 3.0.25 pre2 All All

Application Samba Samba 3.0.25 rc1 All All

Application Samba Samba 3.0.25 rc2 All All

Application Samba Samba 3.0.25 rc3 All All

Application Samba Samba 3.0.25a All All All

Application Samba Samba 3.0.25b All All All

Application Samba Samba 3.0.25c All All All

Application Samba Samba 3.0.26 All All All
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Application Samba Samba 3.0.26 a All All

Application Samba Samba 3.0.26a All All All

Application Samba Samba 3.0.27 All All All

Application Samba Samba 3.0.27 a All All

Application Samba Samba 3.0.28 All All All

Application Samba Samba 3.0.28 a All All

Application Samba Samba 3.0.29 All All All

Application Samba Samba 3.0.2a All All All

Application Samba Samba 3.0.3 All All All

Application Samba Samba 3.0.30 All All All

Application Samba Samba 3.0.31 All All All

Application Samba Samba 3.0.32 All All All

Application Samba Samba 3.0.33 All All All

Application Samba Samba 3.0.34 All All All

Application Samba Samba 3.0.35 All All All

Application Samba Samba 3.0.36 All All All

Application Samba Samba 3.0.37 All All All

Application Samba Samba 3.0.4 All All All

Application Samba Samba 3.0.4 rc1 All All

Application Samba Samba 3.0.5 All All All

Application Samba Samba 3.0.6 All All All

Application Samba Samba 3.0.7 All All All

Application Samba Samba 3.0.8 All All All

Application Samba Samba 3.0.9 All All All

Application Samba Samba 3.1.0 All All All

Application Samba Samba 3.2.0 All All All

Application Samba Samba 3.2.1 All All All

Application Samba Samba 3.2.10 All All All

Application Samba Samba 3.2.11 All All All

Application Samba Samba 3.2.12 All All All

Application Samba Samba 3.2.13 All All All

Application Samba Samba 3.2.14 All All All

Application Samba Samba 3.2.15 All All All

Application Samba Samba 3.2.2 All All All

Application Samba Samba 3.2.3 All All All

Application Samba Samba 3.2.4 All All All
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Application Samba Samba 3.2.4 All All All

Application Samba Samba 3.2.5 All All All

Application Samba Samba 3.2.6 All All All

Application Samba Samba 3.2.7 All All All

Application Samba Samba 3.2.8 All All All

Application Samba Samba 3.2.9 All All All

Application Samba Samba 3.3.0 All All All

Application Samba Samba 3.3.1 All All All

Application Samba Samba 3.3.10 All All All

Application Samba Samba 3.3.11 All All All

Application Samba Samba 3.3.12 All All All

Application Samba Samba 3.3.13 All All All

Application Samba Samba 3.3.14 All All All

Application Samba Samba 3.3.2 All All All

Application Samba Samba 3.3.3 All All All

Application Samba Samba 3.3.4 All All All

Application Samba Samba 3.3.5 All All All

Application Samba Samba 3.3.6 All All All

Application Samba Samba 3.3.7 All All All

Application Samba Samba 3.3.8 All All All

Application Samba Samba 3.3.9 All All All

Application Samba Samba 3.4.0 All All All

Application Samba Samba 3.4.1 All All All

Application Samba Samba 3.4.10 All All All

Application Samba Samba 3.4.11 All All All

Application Samba Samba 3.4.2 All All All

Application Samba Samba 3.4.3 All All All

Application Samba Samba 3.4.4 All All All

Application Samba Samba 3.4.5 All All All

Application Samba Samba 3.4.6 All All All

Application Samba Samba 3.4.7 All All All

Application Samba Samba 3.4.8 All All All

Application Samba Samba 3.4.9 All All All

Application Samba Samba 3.5.0 All All All

Application Samba Samba 3.5.1 All All All

Application Samba Samba 3.5.2 All All All
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Application Samba Samba 3.5.3 All All All

Application Samba Samba 3.5.4 All All All

Application Samba Samba 3.5.5 All All All

Application Samba Samba 3.5.6 All All All

Application Samba Samba 3.0.0 All All All

Application Samba Samba 3.0.1 All All All

Application Samba Samba 3.0.10 All All All

Application Samba Samba 3.0.11 All All All

Application Samba Samba 3.0.12 All All All

Application Samba Samba 3.0.13 All All All

Application Samba Samba 3.0.14 All All All

Application Samba Samba 3.0.14 a All All

Application Samba Samba 3.0.14a All All All

Application Samba Samba 3.0.15 All All All

Application Samba Samba 3.0.16 All All All

Application Samba Samba 3.0.17 All All All

Application Samba Samba 3.0.18 All All All

Application Samba Samba 3.0.19 All All All

Application Samba Samba 3.0.2 All All All

Application Samba Samba 3.0.2 a All All

Application Samba Samba 3.0.20 All All All

Application Samba Samba 3.0.20 a All All

Application Samba Samba 3.0.20 b All All

Application Samba Samba 3.0.20a All All All

Application Samba Samba 3.0.20b All All All

Application Samba Samba 3.0.21 All All All

Application Samba Samba 3.0.21 a All All

Application Samba Samba 3.0.21 b All All

Application Samba Samba 3.0.21 c All All

Application Samba Samba 3.0.21a All All All

Application Samba Samba 3.0.21b All All All

Application Samba Samba 3.0.21c All All All

Application Samba Samba 3.0.22 All All All

Application Samba Samba 3.0.23 All All All

Application Samba Samba 3.0.23 a All All
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Application Samba Samba 3.0.23 b All All

Application Samba Samba 3.0.23 c All All

Application Samba Samba 3.0.23 d All All

Application Samba Samba 3.0.23a All All All

Application Samba Samba 3.0.23b All All All

Application Samba Samba 3.0.23c All All All

Application Samba Samba 3.0.23d All All All

Application Samba Samba 3.0.24 All All All

Application Samba Samba 3.0.25 All All All

Application Samba Samba 3.0.25 a All All

Application Samba Samba 3.0.25 b All All

Application Samba Samba 3.0.25 c All All

Application Samba Samba 3.0.25 pre1 All All

Application Samba Samba 3.0.25 pre2 All All

Application Samba Samba 3.0.25 rc1 All All

Application Samba Samba 3.0.25 rc2 All All

Application Samba Samba 3.0.25 rc3 All All

Application Samba Samba 3.0.25a All All All

Application Samba Samba 3.0.25b All All All

Application Samba Samba 3.0.25c All All All

Application Samba Samba 3.0.26 All All All

Application Samba Samba 3.0.26 a All All

Application Samba Samba 3.0.26a All All All

Application Samba Samba 3.0.27 All All All

Application Samba Samba 3.0.27 a All All

Application Samba Samba 3.0.28 All All All

Application Samba Samba 3.0.28 a All All

Application Samba Samba 3.0.29 All All All

Application Samba Samba 3.0.2a All All All

Application Samba Samba 3.0.3 All All All

Application Samba Samba 3.0.30 All All All

Application Samba Samba 3.0.31 All All All

Application Samba Samba 3.0.32 All All All

Application Samba Samba 3.0.33 All All All

Application Samba Samba 3.0.34 All All All

Application Samba Samba 3.0.35 All All All
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Application Samba Samba 3.0.35 All All All

Application Samba Samba 3.0.36 All All All

Application Samba Samba 3.0.37 All All All

Application Samba Samba 3.0.4 All All All

Application Samba Samba 3.0.4 rc1 All All

Application Samba Samba 3.0.5 All All All

Application Samba Samba 3.0.6 All All All

Application Samba Samba 3.0.7 All All All

Application Samba Samba 3.0.8 All All All

Application Samba Samba 3.0.9 All All All

Application Samba Samba 3.1.0 All All All

Application Samba Samba 3.2.0 All All All

Application Samba Samba 3.2.1 All All All

Application Samba Samba 3.2.10 All All All

Application Samba Samba 3.2.11 All All All

Application Samba Samba 3.2.12 All All All

Application Samba Samba 3.2.13 All All All

Application Samba Samba 3.2.14 All All All

Application Samba Samba 3.2.15 All All All

Application Samba Samba 3.2.2 All All All

Application Samba Samba 3.2.3 All All All

Application Samba Samba 3.2.4 All All All

Application Samba Samba 3.2.5 All All All

Application Samba Samba 3.2.6 All All All

Application Samba Samba 3.2.7 All All All

Application Samba Samba 3.2.8 All All All

Application Samba Samba 3.2.9 All All All

Application Samba Samba 3.3.0 All All All

Application Samba Samba 3.3.1 All All All

Application Samba Samba 3.3.10 All All All

Application Samba Samba 3.3.11 All All All

Application Samba Samba 3.3.12 All All All

Application Samba Samba 3.3.13 All All All

Application Samba Samba 3.3.14 All All All

Application Samba Samba 3.3.2 All All All

Application Samba Samba 3.3.3 All All All
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Application Samba Samba 3.3.4 All All All

Application Samba Samba 3.3.5 All All All

Application Samba Samba 3.3.6 All All All

Application Samba Samba 3.3.7 All All All

Application Samba Samba 3.3.8 All All All

Application Samba Samba 3.3.9 All All All

Application Samba Samba 3.4.0 All All All

Application Samba Samba 3.4.1 All All All

Application Samba Samba 3.4.10 All All All

Application Samba Samba 3.4.11 All All All

Application Samba Samba 3.4.2 All All All

Application Samba Samba 3.4.3 All All All

Application Samba Samba 3.4.4 All All All

Application Samba Samba 3.4.5 All All All

Application Samba Samba 3.4.6 All All All

Application Samba Samba 3.4.7 All All All

Application Samba Samba 3.4.8 All All All

Application Samba Samba 3.4.9 All All All

Application Samba Samba 3.5.0 All All All

Application Samba Samba 3.5.1 All All All

Application Samba Samba 3.5.2 All All All

Application Samba Samba 3.5.3 All All All

Application Samba Samba 3.5.4 All All All

Application Samba Samba 3.5.5 All All All

Application Samba Samba 3.5.6 All All All

References

Reference Source Link

APPLE-SA-2011-06-23-1 Mac OS X v10.6.8 and Security Update 2011-004 APPLE lists.apple.com

Ubuntu update for samba - Secunia.com SECUNIA secunia.com

'[security bulletin] HPSBUX02657 SSRT100460 rev.1 - CIFS Server (Samba), Remote Execution of Arbitrar' - MARC HP marc.info

Red Hat update for samba - Secunia.com SECUNIA secunia.com

Samba 'FD_SET' Memory Corruption Vulnerability BID www.securityfocus.com

Bug 678328 – CVE-2011-0719 Samba unsafe fd_set usage CONFIRM bugzilla.redhat.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

http://cve.report/vendor/samba
http://cve.report/software/samba/samba
http://cve.report/vendor/samba
http://cve.report/software/samba/samba
http://cve.report/vendor/samba
http://cve.report/software/samba/samba
http://cve.report/vendor/samba
http://cve.report/software/samba/samba
http://cve.report/vendor/samba
http://cve.report/software/samba/samba
http://cve.report/vendor/samba
http://cve.report/software/samba/samba
http://cve.report/vendor/samba
http://cve.report/software/samba/samba
http://cve.report/vendor/samba
http://cve.report/software/samba/samba
http://cve.report/vendor/samba
http://cve.report/software/samba/samba
http://cve.report/vendor/samba
http://cve.report/software/samba/samba
http://cve.report/vendor/samba
http://cve.report/software/samba/samba
http://cve.report/vendor/samba
http://cve.report/software/samba/samba
http://cve.report/vendor/samba
http://cve.report/software/samba/samba
http://cve.report/vendor/samba
http://cve.report/software/samba/samba
http://cve.report/vendor/samba
http://cve.report/software/samba/samba
http://cve.report/vendor/samba
http://cve.report/software/samba/samba
http://cve.report/vendor/samba
http://cve.report/software/samba/samba
http://cve.report/vendor/samba
http://cve.report/software/samba/samba
http://cve.report/vendor/samba
http://cve.report/software/samba/samba
http://cve.report/vendor/samba
http://cve.report/software/samba/samba
http://cve.report/vendor/samba
http://cve.report/software/samba/samba
http://cve.report/vendor/samba
http://cve.report/software/samba/samba
http://cve.report/vendor/samba
http://cve.report/software/samba/samba
http://cve.report/vendor/samba
http://cve.report/software/samba/samba
http://cve.report/vendor/samba
http://cve.report/software/samba/samba
http://lists.apple.com/archives/security-announce/2011//Jun/msg00000.html
http://secunia.com/advisories/43503
http://marc.info/?l=bugtraq&m=130835366526620&w=2
http://secunia.com/advisories/43556
http://www.securityfocus.com/bid/46597
https://bugzilla.redhat.com/show_bug.cgi?id=678328
http://www.vupen.com/english/advisories/2011/0519


Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

[SECURITY] Fedora 14 Update: samba-3.5.8-74.fc14 FEDORA lists.fedoraproject.org

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

Support REDHAT www.redhat.com

Samba FD_SET Stack Corruption Flaw Lets Remote and Local Users Deny Service - SecurityTracker SECTRACK www.securitytracker.com

Red Hat update for samba3x - Secunia.com SECUNIA secunia.com

About the security content of Mac OS X v10.6.8 and Security Update 2011-004 - Apple Support CONFIRM support.apple.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

Samba - Security Announcement Archive CONFIRM samba.org

USN-1075-1: Samba vulnerability | Ubuntu UBUNTU www.ubuntu.com

Samba - Release Notes Archive CONFIRM www.samba.org

Debian update for samba - Secunia.com SECUNIA secunia.com

Samba - Release Notes Archive CONFIRM www.samba.org

Support REDHAT www.redhat.com

Fedora update for samba - Secunia.com SECUNIA secunia.com

Debian -- Security Information -- DSA-2175-1 samba DEBIAN www.debian.org

Samba "FD_SET" Memory Corruption Vulnerability - Secunia.com SECUNIA secunia.com

Slackware update for samba - Secunia.com SECUNIA secunia.com

[SECURITY] Fedora 13 Update: samba-3.5.8-74.fc13 FEDORA lists.fedoraproject.org

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

The Slackware Linux Project: Slackware Security Advisories SLACKWARE slackware.com

Samba - Release Notes Archive CONFIRM www.samba.org

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

Support / Security / Advisories / / MDVSA-2011:038 | Mandriva MANDRIVA www.mandriva.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

© CVE.report 2026 |
Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY

http://www.vupen.com/english/advisories/2011/0541
http://www.vupen.com/english/advisories/2011/0520
http://lists.fedoraproject.org/pipermail/package-announce/2011-March/056241.html
http://www.vupen.com/english/advisories/2011/0518
http://www.redhat.com/support/errata/RHSA-2011-0306.html
http://www.securitytracker.com/id?1025132
http://secunia.com/advisories/43557
http://support.apple.com/kb/HT4723
https://exchange.xforce.ibmcloud.com/vulnerabilities/65724
http://www.vupen.com/english/advisories/2011/0522
http://samba.org/samba/security/CVE-2011-0719.html
http://www.ubuntu.com/usn/USN-1075-1
http://www.samba.org/samba/history/samba-3.3.15.html
http://secunia.com/advisories/43482
http://www.samba.org/samba/history/samba-3.5.7.html
http://www.redhat.com/support/errata/RHSA-2011-0305.html
http://secunia.com/advisories/43843
http://www.debian.org/security/2011/dsa-2175
http://secunia.com/advisories/43512
http://secunia.com/advisories/43517
http://lists.fedoraproject.org/pipermail/package-announce/2011-March/056229.html
http://www.vupen.com/english/advisories/2011/0517
http://slackware.com/security/viewer.php?l=slackware-security&y=2011&m=slackware-security.593629
http://www.samba.org/samba/history/samba-3.4.12.html
http://www.vupen.com/english/advisories/2011/0702
http://www.mandriva.com/security/advisories?name=MDVSA-2011:038
https://www.cve.org/CVERecord?id=CVE-2011-0719
https://nvd.nist.gov/vuln/detail/CVE-2011-0719
https://cve.report/


consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.

Free CVE JSON API cve.report/api

CVE.report and Source URL Uptime Status status.cve.report

https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://cve.report/api
https://status.cve.report

	CVE-2011-0719
	Summary
	Risk And Classification
	NVD Known Affected Configurations (CPE 2.3)
	References


