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Summary

CVE CVE-2011-0725

State PUBLIC

Assigner security@ubuntu.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2011-02-23 19:00:00 UTC

Updated 2017-08-17 01:33:00 UTC

Description Absolute path traversal vulnerability in the org.debian.apt.UpdateCachePartially method in worker.py in Aptdaemon 0.40 in Ubuntu 10.10 and 11.04 allows local users to read arbitrary files via a full pathname in the sources_list argument, related to the D-Bus interface.

Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Canonical Ubuntu Linux 10.10 All All All

Operating System Canonical Ubuntu Linux 11.04 All All All

Operating System Canonical Ubuntu Linux 10.10 All All All

Operating System Canonical Ubuntu Linux 11.04 All All All

Application Sebastian Heinlein Aptdaemon 0.40 All All All

Application Sebastian Heinlein Aptdaemon 0.40 All All All

References

Reference Source Link

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

USN-1068-1: Aptdaemon vulnerability | Ubuntu UBUNTU www.ubuntu.com

Aptdaemon D-Bus Interface Local Security Bypass Vulnerability BID www.securityfocus.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

Bug #722228 “Information disclosure in org.debian.apt.UpdateCach...” : Bugs : “aptdaemon” package : Ubuntu CONFIRM bugs.launchpad.net

Aptdaemon Security Bypass Lets Local Users View Files - SecurityTracker SECTRACK www.securitytracker.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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