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Summary

CVE CVE-2011-0728

State PUBLIC

Assigner security@ubuntu.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2011-03-29 18:55:00 UTC

Updated 2017-08-17 01:33:00 UTC

Description Cross-site scripting (XSS) vulnerability in templatefunctions.py in Loggerhead before 1.18.1 allows remote authenticated users to inject arbitrary web script or HTML via a filename, which is not properly handled in a revision view.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Michael Hudson-doyle Loggerhead 1.10 All All All

Application Michael Hudson-doyle Loggerhead 1.17 All All All

Application Michael Hudson-doyle Loggerhead 1.6 All All All

Application Michael Hudson-doyle Loggerhead 1.6.1 All All All

Application Michael Hudson-doyle Loggerhead 1.10 All All All

Application Michael Hudson-doyle Loggerhead 1.17 All All All

Application Michael Hudson-doyle Loggerhead 1.6 All All All

Application Michael Hudson-doyle Loggerhead 1.6.1 All All All

Application Michael Hudson-doyle Loggerhead All All All All

References

Reference Source Link Tags

[SECURITY] Fedora 15 Update: loggerhead-1.18.1-1.fc15 FEDORA lists.fedoraproject.org

Webmail- OVH VUPEN www.vupen.com

Loggerhead Filename Script Insertion Vulnerability - Secunia.com SECUNIA secunia.com Vendor Advisory

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com
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1.18.1 : Series 1.18 : loggerhead CONFIRM launchpad.net Patch

Fedora update for loggerhead - Secunia.com SECUNIA secunia.com

Bug #740142 “persistent xss vector in (unescaped) filenames in r...” : Bugs : loggerhead CONFIRM bugs.launchpad.net Patch

Loggerhead Filenames HTML Injection Vulnerability BID www.securityfocus.com

[SECURITY] Fedora 13 Update: loggerhead-1.18.1-1.fc13 FEDORA lists.fedoraproject.org

71279 OSVDB www.osvdb.org

[SECURITY] Fedora 14 Update: loggerhead-1.18.1-1.fc14 FEDORA lists.fedoraproject.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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