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Summary

CVE CVE-2011-0729

State PUBLIC

Assigner security@ubuntu.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2011-04-29 22:55:00 UTC

Updated 2011-07-14 04:00:00 UTC

Description dbus_backend/ls-dbus-backend in the D-Bus backend in language-selector before 0.6.7 does not restrict access on the basis of a PolicyKit check result, which allows local users to modify the /etc/default/locale and /etc/environment files via a (1) SetSystemDefaultLangEnv or (2) SetSystemDefaultLanguageEnv call.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Ubuntu Language-selector 0.0+baz20050531 All All All

Application Ubuntu Language-selector 0.0+baz20050609 All All All

Application Ubuntu Language-selector 0.0+baz20050614 All All All

Application Ubuntu Language-selector 0.0+baz20050808 All All All

Application Ubuntu Language-selector 0.0+baz20050811 All All All

Application Ubuntu Language-selector 0.0+baz20050819 All All All

Application Ubuntu Language-selector 0.0+baz20050819.2 All All All

Application Ubuntu Language-selector 0.0+baz20050822 All All All

Application Ubuntu Language-selector 0.0+baz20050823 All All All

Application Ubuntu Language-selector 0.0+baz20050824 All All All

Application Ubuntu Language-selector 0.0+baz20050912 All All All

Application Ubuntu Language-selector 0.0+baz20050926 All All All

Application Ubuntu Language-selector 0.0+baz20050927 All All All

Application Ubuntu Language-selector 0.0\+baz20050531 All All All

Application Ubuntu Language-selector 0.0\+baz20050609 All All All

Application Ubuntu Language-selector 0.0\+baz20050614 All All All

Application Ubuntu Language-selector 0.0\+baz20050808 All All All

https://cve.report/
https://cve.report/CVE-2011-0729/mitre
https://cve.report/CVE-2011-0729/nist
https://cve.report/CVE-2011-0729/cve_org
https://cve.report/CVE-2011-0729.pdf
http://cve.report/vendor/ubuntu
http://cve.report/software/ubuntu/language-selector
http://cve.report/vendor/ubuntu
http://cve.report/software/ubuntu/language-selector
http://cve.report/vendor/ubuntu
http://cve.report/software/ubuntu/language-selector
http://cve.report/vendor/ubuntu
http://cve.report/software/ubuntu/language-selector
http://cve.report/vendor/ubuntu
http://cve.report/software/ubuntu/language-selector
http://cve.report/vendor/ubuntu
http://cve.report/software/ubuntu/language-selector
http://cve.report/vendor/ubuntu
http://cve.report/software/ubuntu/language-selector
http://cve.report/vendor/ubuntu
http://cve.report/software/ubuntu/language-selector
http://cve.report/vendor/ubuntu
http://cve.report/software/ubuntu/language-selector
http://cve.report/vendor/ubuntu
http://cve.report/software/ubuntu/language-selector
http://cve.report/vendor/ubuntu
http://cve.report/software/ubuntu/language-selector
http://cve.report/vendor/ubuntu
http://cve.report/software/ubuntu/language-selector
http://cve.report/vendor/ubuntu
http://cve.report/software/ubuntu/language-selector
http://cve.report/vendor/ubuntu
http://cve.report/software/ubuntu/language-selector
http://cve.report/vendor/ubuntu
http://cve.report/software/ubuntu/language-selector
http://cve.report/vendor/ubuntu
http://cve.report/software/ubuntu/language-selector
http://cve.report/vendor/ubuntu
http://cve.report/software/ubuntu/language-selector


Application Ubuntu Language-selector 0.0\+baz20050808 All All All

Application Ubuntu Language-selector 0.0\+baz20050811 All All All

Application Ubuntu Language-selector 0.0\+baz20050819 All All All

Application Ubuntu Language-selector 0.0\+baz20050819.2 All All All

Application Ubuntu Language-selector 0.0\+baz20050822 All All All

Application Ubuntu Language-selector 0.0\+baz20050823 All All All

Application Ubuntu Language-selector 0.0\+baz20050824 All All All

Application Ubuntu Language-selector 0.0\+baz20050912 All All All

Application Ubuntu Language-selector 0.0\+baz20050926 All All All

Application Ubuntu Language-selector 0.0\+baz20050927 All All All

Application Ubuntu Language-selector 0.1 All All All

Application Ubuntu Language-selector 0.1.1 All All All

Application Ubuntu Language-selector 0.1.10 All All All

Application Ubuntu Language-selector 0.1.11 All All All

Application Ubuntu Language-selector 0.1.12 All All All

Application Ubuntu Language-selector 0.1.13 All All All

Application Ubuntu Language-selector 0.1.14 All All All

Application Ubuntu Language-selector 0.1.15 All All All

Application Ubuntu Language-selector 0.1.16 All All All

Application Ubuntu Language-selector 0.1.17 All All All

Application Ubuntu Language-selector 0.1.18 All All All

Application Ubuntu Language-selector 0.1.19 All All All

Application Ubuntu Language-selector 0.1.2 All All All

Application Ubuntu Language-selector 0.1.20 All All All

Application Ubuntu Language-selector 0.1.21 All All All

Application Ubuntu Language-selector 0.1.22 All All All

Application Ubuntu Language-selector 0.1.23 All All All

Application Ubuntu Language-selector 0.1.24 All All All

Application Ubuntu Language-selector 0.1.25 All All All

Application Ubuntu Language-selector 0.1.26 All All All

Application Ubuntu Language-selector 0.1.27 All All All

Application Ubuntu Language-selector 0.1.28 All All All

Application Ubuntu Language-selector 0.1.29 All All All

Application Ubuntu Language-selector 0.1.3 All All All

Application Ubuntu Language-selector 0.1.30 All All All

Application Ubuntu Language-selector 0.1.4 All All All
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Application Ubuntu Language-selector 0.1.5 All All All

Application Ubuntu Language-selector 0.1.6 All All All

Application Ubuntu Language-selector 0.1.7 All All All

Application Ubuntu Language-selector 0.1.8 All All All

Application Ubuntu Language-selector 0.1.9 All All All

Application Ubuntu Language-selector 0.2.0 All All All

Application Ubuntu Language-selector 0.2.1 All All All

Application Ubuntu Language-selector 0.2.10 All All All

Application Ubuntu Language-selector 0.2.2 All All All

Application Ubuntu Language-selector 0.2.3 All All All

Application Ubuntu Language-selector 0.2.4 All All All

Application Ubuntu Language-selector 0.2.5 All All All

Application Ubuntu Language-selector 0.2.6 All All All

Application Ubuntu Language-selector 0.2.7 All All All

Application Ubuntu Language-selector 0.2.8 All All All

Application Ubuntu Language-selector 0.2.9 All All All

Application Ubuntu Language-selector 0.3.0 All All All

Application Ubuntu Language-selector 0.3.1 All All All

Application Ubuntu Language-selector 0.3.10 All All All

Application Ubuntu Language-selector 0.3.11 All All All

Application Ubuntu Language-selector 0.3.12 All All All

Application Ubuntu Language-selector 0.3.13 All All All

Application Ubuntu Language-selector 0.3.14 All All All

Application Ubuntu Language-selector 0.3.15 All All All

Application Ubuntu Language-selector 0.3.16 All All All

Application Ubuntu Language-selector 0.3.17 All All All

Application Ubuntu Language-selector 0.3.2 All All All

Application Ubuntu Language-selector 0.3.20 All All All

Application Ubuntu Language-selector 0.3.21 All All All

Application Ubuntu Language-selector 0.3.3 All All All

Application Ubuntu Language-selector 0.3.4 All All All

Application Ubuntu Language-selector 0.3.5 All All All

Application Ubuntu Language-selector 0.3.6 All All All

Application Ubuntu Language-selector 0.3.7 All All All

Application Ubuntu Language-selector 0.3.8 All All All

Application Ubuntu Language-selector 0.3.9 All All All
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Application Ubuntu Language-selector 0.3.9 All All All

Application Ubuntu Language-selector 0.4.0 All All All

Application Ubuntu Language-selector 0.4.1 All All All

Application Ubuntu Language-selector 0.4.10 All All All

Application Ubuntu Language-selector 0.4.11 All All All

Application Ubuntu Language-selector 0.4.12 All All All

Application Ubuntu Language-selector 0.4.13 All All All

Application Ubuntu Language-selector 0.4.14 All All All

Application Ubuntu Language-selector 0.4.15 All All All

Application Ubuntu Language-selector 0.4.16 All All All

Application Ubuntu Language-selector 0.4.17 All All All

Application Ubuntu Language-selector 0.4.18 All All All

Application Ubuntu Language-selector 0.4.19 All All All

Application Ubuntu Language-selector 0.4.2 All All All

Application Ubuntu Language-selector 0.4.2.1 All All All

Application Ubuntu Language-selector 0.4.2.2 All All All

Application Ubuntu Language-selector 0.4.2.3 All All All

Application Ubuntu Language-selector 0.4.3 All All All

Application Ubuntu Language-selector 0.4.4 All All All

Application Ubuntu Language-selector 0.4.5 All All All

Application Ubuntu Language-selector 0.4.6 All All All

Application Ubuntu Language-selector 0.4.7 All All All

Application Ubuntu Language-selector 0.4.8 All All All

Application Ubuntu Language-selector 0.4.9 All All All

Application Ubuntu Language-selector 0.5.0 All All All

Application Ubuntu Language-selector 0.5.1 All All All

Application Ubuntu Language-selector 0.5.2 All All All

Application Ubuntu Language-selector 0.5.3 All All All

Application Ubuntu Language-selector 0.5.4 All All All

Application Ubuntu Language-selector 0.5.5 All All All

Application Ubuntu Language-selector 0.5.6 All All All

Application Ubuntu Language-selector 0.5.7 All All All

Application Ubuntu Language-selector 0.6.0 All All All

Application Ubuntu Language-selector 0.6.1 All All All

Application Ubuntu Language-selector 0.6.2 All All All

Application Ubuntu Language-selector 0.6.3 All All All
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Application Ubuntu Language-selector 0.6.4 All All All

Application Ubuntu Language-selector 0.6.5 All All All

Application Ubuntu Language-selector All All All All

Application Ubuntu Language-selector 0.0\+baz20050531 All All All

Application Ubuntu Language-selector 0.0\+baz20050609 All All All

Application Ubuntu Language-selector 0.0\+baz20050614 All All All

Application Ubuntu Language-selector 0.0\+baz20050808 All All All

Application Ubuntu Language-selector 0.0\+baz20050811 All All All

Application Ubuntu Language-selector 0.0\+baz20050819 All All All

Application Ubuntu Language-selector 0.0\+baz20050819.2 All All All

Application Ubuntu Language-selector 0.0\+baz20050822 All All All

Application Ubuntu Language-selector 0.0\+baz20050823 All All All

Application Ubuntu Language-selector 0.0\+baz20050824 All All All

Application Ubuntu Language-selector 0.0\+baz20050912 All All All

Application Ubuntu Language-selector 0.0\+baz20050926 All All All

Application Ubuntu Language-selector 0.0\+baz20050927 All All All

Application Ubuntu Language-selector 0.1 All All All

Application Ubuntu Language-selector 0.1.1 All All All

Application Ubuntu Language-selector 0.1.10 All All All

Application Ubuntu Language-selector 0.1.11 All All All

Application Ubuntu Language-selector 0.1.12 All All All

Application Ubuntu Language-selector 0.1.13 All All All

Application Ubuntu Language-selector 0.1.14 All All All

Application Ubuntu Language-selector 0.1.15 All All All

Application Ubuntu Language-selector 0.1.16 All All All

Application Ubuntu Language-selector 0.1.17 All All All

Application Ubuntu Language-selector 0.1.18 All All All

Application Ubuntu Language-selector 0.1.19 All All All

Application Ubuntu Language-selector 0.1.2 All All All

Application Ubuntu Language-selector 0.1.20 All All All

Application Ubuntu Language-selector 0.1.21 All All All

Application Ubuntu Language-selector 0.1.22 All All All

Application Ubuntu Language-selector 0.1.23 All All All

Application Ubuntu Language-selector 0.1.24 All All All

Application Ubuntu Language-selector 0.1.25 All All All
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Application Ubuntu Language-selector 0.1.26 All All All

Application Ubuntu Language-selector 0.1.27 All All All

Application Ubuntu Language-selector 0.1.28 All All All

Application Ubuntu Language-selector 0.1.29 All All All

Application Ubuntu Language-selector 0.1.3 All All All

Application Ubuntu Language-selector 0.1.30 All All All

Application Ubuntu Language-selector 0.1.4 All All All

Application Ubuntu Language-selector 0.1.5 All All All

Application Ubuntu Language-selector 0.1.6 All All All

Application Ubuntu Language-selector 0.1.7 All All All

Application Ubuntu Language-selector 0.1.8 All All All

Application Ubuntu Language-selector 0.1.9 All All All

Application Ubuntu Language-selector 0.2.0 All All All

Application Ubuntu Language-selector 0.2.1 All All All

Application Ubuntu Language-selector 0.2.10 All All All

Application Ubuntu Language-selector 0.2.2 All All All

Application Ubuntu Language-selector 0.2.3 All All All

Application Ubuntu Language-selector 0.2.4 All All All

Application Ubuntu Language-selector 0.2.5 All All All

Application Ubuntu Language-selector 0.2.6 All All All

Application Ubuntu Language-selector 0.2.7 All All All

Application Ubuntu Language-selector 0.2.8 All All All

Application Ubuntu Language-selector 0.2.9 All All All

Application Ubuntu Language-selector 0.3.0 All All All

Application Ubuntu Language-selector 0.3.1 All All All

Application Ubuntu Language-selector 0.3.10 All All All

Application Ubuntu Language-selector 0.3.11 All All All

Application Ubuntu Language-selector 0.3.12 All All All

Application Ubuntu Language-selector 0.3.13 All All All

Application Ubuntu Language-selector 0.3.14 All All All

Application Ubuntu Language-selector 0.3.15 All All All

Application Ubuntu Language-selector 0.3.16 All All All

Application Ubuntu Language-selector 0.3.17 All All All

Application Ubuntu Language-selector 0.3.2 All All All

Application Ubuntu Language-selector 0.3.20 All All All

Application Ubuntu Language-selector 0.3.21 All All All
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Application Ubuntu Language-selector 0.3.21 All All All

Application Ubuntu Language-selector 0.3.3 All All All

Application Ubuntu Language-selector 0.3.4 All All All

Application Ubuntu Language-selector 0.3.5 All All All

Application Ubuntu Language-selector 0.3.6 All All All

Application Ubuntu Language-selector 0.3.7 All All All

Application Ubuntu Language-selector 0.3.8 All All All

Application Ubuntu Language-selector 0.3.9 All All All

Application Ubuntu Language-selector 0.4.0 All All All

Application Ubuntu Language-selector 0.4.1 All All All

Application Ubuntu Language-selector 0.4.10 All All All

Application Ubuntu Language-selector 0.4.11 All All All

Application Ubuntu Language-selector 0.4.12 All All All

Application Ubuntu Language-selector 0.4.13 All All All

Application Ubuntu Language-selector 0.4.14 All All All

Application Ubuntu Language-selector 0.4.15 All All All

Application Ubuntu Language-selector 0.4.16 All All All

Application Ubuntu Language-selector 0.4.17 All All All

Application Ubuntu Language-selector 0.4.18 All All All

Application Ubuntu Language-selector 0.4.19 All All All

Application Ubuntu Language-selector 0.4.2 All All All

Application Ubuntu Language-selector 0.4.2.1 All All All

Application Ubuntu Language-selector 0.4.2.2 All All All

Application Ubuntu Language-selector 0.4.2.3 All All All

Application Ubuntu Language-selector 0.4.3 All All All

Application Ubuntu Language-selector 0.4.4 All All All

Application Ubuntu Language-selector 0.4.5 All All All

Application Ubuntu Language-selector 0.4.6 All All All

Application Ubuntu Language-selector 0.4.7 All All All

Application Ubuntu Language-selector 0.4.8 All All All

Application Ubuntu Language-selector 0.4.9 All All All

Application Ubuntu Language-selector 0.5.0 All All All

Application Ubuntu Language-selector 0.5.1 All All All

Application Ubuntu Language-selector 0.5.2 All All All

Application Ubuntu Language-selector 0.5.3 All All All

Application Ubuntu Language-selector 0.5.4 All All All
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Application Ubuntu Language-selector 0.5.5 All All All

Application Ubuntu Language-selector 0.5.6 All All All

Application Ubuntu Language-selector 0.5.7 All All All

Application Ubuntu Language-selector 0.6.0 All All All

Application Ubuntu Language-selector 0.6.1 All All All

Application Ubuntu Language-selector 0.6.2 All All All

Application Ubuntu Language-selector 0.6.3 All All All

Application Ubuntu Language-selector 0.6.4 All All All

Application Ubuntu Language-selector 0.6.5 All All All

References

Reference Source Link

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

Ubuntu language-selector Local Privilege Escalation Vulnerability BID www.securityfocus.com

Ubuntu language-selector Security Bypass Vulnerability - Secunia.com SECUNIA secunia.com

USN-1115-1: language-selector vulnerability | Ubuntu UBUNTU www.ubuntu.com

0.6.7 : “language-selector” package : Ubuntu CONFIRM launchpad.net

Bug #764397 “Polkit authentification can be bypassed” : Bugs : “language-selector” package : Ubuntu CONFIRM launchpad.net

UbuntuUpdates - Package "language-selector-common" (maverick 10.10) CONFIRM www.ubuntuupdates.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
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site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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site. This site includes MITRE data granted under the following license.
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