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/

CVE-2011-0748

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE-2011-0748

PUBLIC

cve@mitre.org

CVE Program / NVD first with legacy fallback
2011-04-13 14:55:00 UTC

2018-10-09 19:29:00 UTC

Multiple cross-site request forgery (CSRF) vulnerabilities in phpList before 2.10.13 allow remote attackers to hijack the auth

| 1|

Risk And Classification

Problem Types: CWE-352

NVD Known Affected Configurations (CPE 2.3)
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Application
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Application
Application
Application
Application
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Application
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Vendor Product Version Update Edition Language
Tincan Phplist 1.0 All All All
Tincan Phplist 1.0.1 All All All
Tincan Phplist 1.1.2b All All All
Tincan Phplist 1.1.3b All All All
Tincan Phplist 1.1.4b All All All
Tincan Phplist 1.1.5 All All All
Tincan Phplist 1.1.5b All All All
Tincan Phplist 1.1.6 All All All
Tincan Phplist 1.1.7 All All All
Tincan Phplist 1.3.5 All All All
Tincan Phplist 1.3.7 All All All
Tincan Phplist 1.41 All All All
Tincan Phplist 1.5.0 All All All
Tincan Phplist 1.5.1 All All All
Tincan Phplist 1.6.0 All All All
Tincan Phplist 1.6.1 All All All
Tincan Phplist 1.6.3 All All All
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Application Tincan Phplist 2.5.1 All All All
Application Tincan Phplist 25.2 All All All
Application Tincan Phplist 253 All All All
Application Tincan Phplist 254 All All All
Application Tincan Phplist 255 All All All
Application Tincan Phplist 2.5.6 All All All
Application Tincan Phplist 2.5.7 All All All
Application Tincan Phplist 2.5.8 All All All
Application Tincan Phplist 2.6 All All All
Application Tincan Phplist 2.6.0 All All All
Application Tincan Phplist 2.6.1 All All All
Application Tincan Phplist 2.6.2 All All All
Application Tincan Phplist 2.6.3 All All All
Application Tincan Phplist 2.6.4 All All All
Application Tincan Phplist 2.6.5 All All All
Application Tincan Phplist 2.71 All All All
Application Tincan Phplist 2.7.2 All All All
Application Tincan Phplist 2.8.12 All All All
Application Tincan Phplist 2.8.2 All All All
Application Tincan Phplist 2.8.7 All All All
Application Tincan Phplist 293 All All All
Application Tincan Phplist 294 All All All
Application Tincan Phplist 295 All All All
Application Tincan Phplist All All All All
Reference Source Link Tags
IBM X-Force Exchange XF exchange.xforce.ibmcloud.com
phplist - version 2.10.9 CSRF/XSS Vulnerability EXPLOIT-DB  www.exploit-db.com

phplist: cross site request forgery (CSRF) - SecurityReason.com SREASON securityreason.com

phplist: cross site request forgery (CSRF), CVE-2011-0748 MISC int21.de

SecurityFocus BUGTRAQ www.securityfocus.com

78549 OSVDB osvdb.org

phplist.com : News : new stable version, 2.10.13 CONFIRM www.phplist.com

PHPList 'testtarget' Parameter Cross-Site Scripting Vulnerability BID www.securityfocus.com
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https://exchange.xforce.ibmcloud.com/vulnerabilities/72746
http://www.exploit-db.com/exploits/18419
http://securityreason.com/securityalert/8199
http://int21.de/cve/CVE-2011-0748-phplist.html
http://www.securityfocus.com/archive/1/517400/100/0/threaded
http://osvdb.org/78549
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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