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CVE-2011-0752

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AUNACLAUNCNPAN Certain versions of Php from Php contain the following vulnerability:

The extract function in PHP before 5.2.15 does not prevent use of the
EXTR_OVERWRITE parameter to overwrite (1) the GLOBALS
superglobal array and (2) the this variable, which allows context-
dependent attackers to bypass intended access restrictions by
modifying data structures that were not intended to depend on external
input, a related issue to CVE-2005-2691 and CVE-2006-3758.

CVE-2011-0752 has been assigned by [J] cve@mitre.org to track the vulnerability

CVSS2 Score: ~5-MEDIUM

Access Access Authentication
Vector Complexity

Low [NONE
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link

'[security bulletin]l HPSBOV02763 SSRT100826 rev.1 - HP Secure  [EEEN (%) HP SSRT100826

Web Server (SWS) for OpenVMS running PH' - MARC

oss-security - Re: Issues without CVE names in PHP 5.3.4/5.2.15 ¢ > MLIST [oss-security] 20101213 Re:
release Issues without CVE names in PHP

5.3.4/5.2.15 release

Repository / Oval Repository ) OVAL oval:org.mitre.oval:def:12016
PHP: PHP 5.2.15 Release Announcement [ www.php.net | 3 CONFIRM

text/html www.php.net/releases/5_2_15.php
IBM X-Force Exchange € XF php-extract-security-

bypass(65432)


https://cve.report/
https://cve.report/CVE-2011-0752/mitre
https://cve.report/CVE-2011-0752/nist
https://cve.report/CVE-2011-0752/cve_org
https://cve.report/CVE-2011-752.pdf
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://marc.info/?l=bugtraq&m=133469208622507&w=2
http://www.openwall.com/lists/oss-security/2010/12/13/4
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A12016
http://www.php.net/releases/5_2_15.php
https://exchange.xforce.ibmcloud.com/vulnerabilities/65432

PHP: PHP 5 Changelog [ www.php.net | EB CONFIRM

text/html www.php.net/ChangelLog-5.php
PHP: News Archive - 2010 [ www.php.net 3 CONFIRM
www.php.net/archive/2010.php#id2010-
12-10-1

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

| Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Php Php 1.0 All All All
Application Php Php 2.0 All All All
Application Php Php 2.0b10 All All All
Application Php Php 3.0 All All All
Application Php Php 3.0.1 All All All
Application Php Php 3.0.10 All All All
Application Php Php 3.0.11 All All All
Application Php Php 3.0.12 All All All
Application Php Php 3.0.13 All All All
Application Php Php 3.0.14 All All All
Application Php Php 3.0.15 All All All
Application Php Php 3.0.16 All All All
Application Php Php 3.0.17 All All All
Application Php Php 3.0.18 All All All
Application Php Php 3.0.2 All All All
Application Php Php 3.0.3 All All All
Application Php Php 3.0.4 All All All
Application Php Php 3.0.5 All All All
Application Php Php 3.0.6 All All All
Application Php Php 3.0.7 All All All
Application Php Php 3.0.8 All All All
Application Php Php 3.0.9 All All All
Application Php Php 4.0 betat All All

Application Php Php 4.0 beta2 All All
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cpe:2.3:a:php:php:1.0:*:
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Php

Kk koK kR k.

cpe:2.3:a:php:php:2.0:* " "

Php
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cpe:2.3:a:php:php:3.0:* " "

cpe:2.3:a:php:php:3.0.1: %"

cpe:2.3:a:php:php:3.0.10: " "

dkukakkakakak.

cpe:2.3:a:php:php:3.0.13: " ="

dkukakkakakak.

cpe:2.3:a:php:php:3.0.14:%:%: ™

N

cpe:2.3:a:php:php:3.0.15: % ™

N

cpe:2.3:a:php:php:3.0.16:*:"** ™

R

cpe:2.3:a:php:php:3.0.17:%:% ™

dkkak Lk akakuk.

cpe:2.3:a:php:php:3.0.18: % ™

cpe:2.3:a:php:php:3.0.2:* % "

cpe:2.3:a:php:php:3.0.3: "™

cpe:2.3:a:php:php:3.0.4: "

cpe:2.3:a:php:php:3.0.5: "™

cpe:2.3:a:php:php:3.0.6:™ "

cpe:2.3:a:php:php:3.0.7: "™

cpe:2.3:a:php:php:3.0.8:*: "™

cpe:2.3:a:php:php:3.0.9:* "

Kk kLK kK

cpe:2.3:a:php:php:4.0:betat *:*:*:*:*:

cpe:2.3:a:php:php:4.0:beta_4_patch1i

cpe:2.3:a:php:php:4.0.0:* %

cpe:2.3:a:php:php:4.0.1:*

cpe:2.3:a:php:php:4.0.2: %" "

cpe:2.3:a:php:php:4.0.3:" %" "

KKk KRk,



cpe:2.3:a:php:php:4.0.4:" %"

cpe:2.3:a:php:php:4.0.5: %" %"

cpe:2.3:a:php:php:4.0.6:™ %" %"

cpe:2.3:a:php:php:4.0.7: %"=

cpe:2.3:a:php:php:4.1.0: %"

cpe:2.3:a:php:php:4.1.1:

cpe:2.3:a:php:php:4.1.2:* % "

cpe:2.3:a:php:php:4.2.0:* % "

cpe:2.3:a:php:php:4.2.1: % "

cpe:2.3:a:php:php:4.2.2:* %"

cpe:2.3:a:php:php:4.2.3:** "

cpe:2.3:a:php:php:4.3.0:* % "

cpe:2.3:a:php:php:4.3.1 %%

dkak Lk kakakuk.

cpe:2.3:a:php:php:4.3.10: " "

dkak Lk akakakuk.

cpe:2.3:a:php:php:4.3.11 %

cpe:2.3:a:php:php:4.3.2: "

cpe:2.3:a:php:php:4.3.3: "™

cpe:2.3:a:php:php:4.3.4:"

cpe:2.3:a:php:php:4.3.5:"

cpe:2.3:a:php:php:4.3.6:* """

cpe:2.3:a:php:php:4.3.7:"

cpe:2.3:a:php:php:4.3.8:* """

cpe:2.3:a:php:php:4.3.9:*

cpe:2.3:a:php:php:4.4.0:*

cpe:2.3:a:php:php:4.4.1:*

cpe:2.3:a:php:php:4.4.2:%

cpe:2.3:a:php:php:4.4.3:7 %" "

cpe:2.3:a:php:php:4.4.4:" > =

cpe:2.3:a:php:php:4.4.5: %"



cpe:2.3:a:php:php:4.4.6: %" %"

cpe:2.3:a:php:php:4.4.7: %"=

cpe:2.3:a:php:php:4.4.8: %"= "

cpe:2.3:a:php:php:4.4.9: "= "

cpe:2.3:a:php:php:5.0.0:" """

Skakakakakak.

cpe:2.3:a:php:php:5.0.0:betat:*:*:*:*:*:*:

Skakakakakak.

cpe:2.3:a:php:php:5.0.0:beta2:*:*:*:*:*:*:

cpe:2.3:a:php:php:5.0.1:

cpe:2.3:a:php:php:5.0.2:™ "

cpe:2.3:a:php:php:5.0.3: "

cpe:2.3:a:php:php:5.0.4: "

cpe:2.3:a:php:php:5.0.5: "™

cpe:2.3:a:php:php:5.1.0:"

cpe:2.3:a:php:php:5.1.1

cpe:2.3:a:php:php:5.1.2:%

cpe:2.3:a:php:php:5.1.3:*

cpe:2.3:a:php:php:5.1.4:*

cpe:2.3:a:php:php:5.1.5:

cpe:2.3:a:php:php:5.1.6:* "

cpe:2.3:a:php:php:5.2.0:* """

cpe:2.3:a:php:php:5.2.1 %

dkakak ok ak Rk,

cpe:2.3:a:php:php:5.2.10: """



cpe:2.3:a:php:php:5.2.2: %" %"
cpe:2.3:a:php:php:5.2.3: " %"
cpe:2.3:a:php:php:5.2.4: %" "
cpe:2.3:a:php:php:5.2.5: % """
cpe:2.3:a:php:php:5.2.6:*:*: %"
cpe:2.3:a:php:php:5.2. 7% "
cpe:2.3:a:php:php:5.2.8:* "
cpe:2.3:a:php:php:5.2.9:** "

cpe:2.3:a:php:php:1.0: ="

cpe:2.3:a:php:php:2.0:%:****: "

cpe:2.3:a:php:php:3.0:* " "

cpe:2.3:a:php:php:3.0.1: "

dk Lk k kR akak.

cpe:2.3:a:php:php:3.0.10: " "

LRk kR kR k.

cpe:2.3:a:php:php:3.0.18: 7 "

cpe:2.3:a:php:php:3.0.2:* % "

cpe:2.3:a:php:php:3.0.3:*

cpe:2.3:a:php:php:3.0.4: %" "

cpe:2.3:a:php:php:3.0.5: %" "™

cnea'? 3'a'nhn'nhn:3 () Gr*-*-*-*-*-x*.



B T T

cpe:2.3:a:php:php:3.0.7: %" "

cpe:2.3:a:php:php:3.0.8: " %"

cpe:2.3:a:php:php:3.0.9: " "™

akk Lk kKK,

cpe:2.3:a:php:php:4.0:beta_4_patch1:*:*:*:*:*:*:

cpe:2.3:a:php:php:4.0.0:* % "

cpe:2.3:a:php:php:4.0.1: % "

cpe:2.3:a:php:php:4.0.2:% % "

cpe:2.3:a:php:php:4.0.3:** "

cpe:2.3:a:php:php:4.0.4:*

cpe:2.3:a:php:php:4.0.5: "

cpe:2.3:a:php:php:4.0.6:™ "

cpe:2.3:a:php:php:4.0.7:

cpe:2.3:a:php:php:4.1.0:

cpe:2.3:a:php:php:4.1.1 7

cpe:2.3:a:php:php:4.1.2:%

cpe:2.3:a:php:php:4.2.0:*

cpe:2.3:a:php:php:4.2.1 %

cpe:2.3:a:php:php:4.2.2:*

cpe:2.3:a:php:php:4.2.3:*

cpe:2.3:a:php:php:4.3.0:*

cpe:2.3:a:php:php:4.3.1

dk Rk kR akak.

cpe:2.3:a:php:php:4.3.10:*

cpe:2.3:a:php:php:4.3.11 >

cpe:2.3:a:php:php:4.3.2: %" "



cpe:2.3:a:php:php:4.3.3: %" %"

cpe:2.3:a:php:php:4.3.4:" %"= "

cpe:2.3:a:php:php:4.3.5: %" %"

cpe:2.3:a:php:php:4.3.6: %" %"

cpe:2.3:a:php:php:4.3.7: %" "

cpe:2.3:a:php:php:4.3.8: """

cpe:2.3:a:php:php:4.3.9:* % "

cpe:2.3:a:php:php:4.4.0:* % "

cpe:2.3:a:php:php:4.4.1 % "

cpe:2.3:a:php:php:4.4.2:* %%

cpe:2.3:a:php:php:4.4.3:** "

cpe:2.3:a:php:php:4.4.4:** x>

cpe:2.3:a:php:php:4.4.5: "

cpe:2.3:a:php:php:4.4.6:* % "

cpe:2.3:a:php:php:4.4.7: % "

cpe:2.3:a:php:php:4.4.8:* "

cpe:2.3:a:php:php:4.4.9: "

cpe:2.3:a:php:php:5.0.0:* ™

Skk Lk akkuk,

cpe:2.3:a:php:php:5.0.0:betat:*:*:**:*:*:

Skk ok akakuk.

cpe:2.3:a:php:php:5.0.0:beta2:*:*:*:*:*:*:

Skuk Lk kukuk,

cpe:2.3:a:php:php:5.0.0:betad:*:*:**:*:*:

Skk ok k ok uk,

cpe:2.3:a:php:php:5.0.0:betad:*:*:**:*:*:

Skk ok ak ok uk,

cpe:2.3:a:php:php:5.0.0:rct

Skak ok ukk ok,

cpe:2.3:a:php:php:5.0.0:re3:* """

cpe:2.3:a:php:php:5.0.1:* %

cpe:2.3:a:php:php:5.0.2: %" "™

cpe:2.3:a:php:php:5.0.3: %" "™

BN o T A H N U



cpez.siapnp:pnp:o.u.4rmrimininnl

cpe:2.3:a:php:php:5.0.5: %" %"

cpe:2.3:a:php:php:5.1.0: " "

cpe:2.3:a:php:php:5.1.1: "

cpe:2.3:a:php:php:5.1.2: " "

cpe:2.3:a:php:php:5.1.3: """

cpe:2.3:a:php:php:5.1.4:* % "

cpe:2.3:a:php:php:5.1.5:* % "

cpe:2.3:a:php:php:5.1.6:** "

cpe:2.3:a:php:php:5.2.0:* % "

cpe:2.3:a:php:php:5.2.1: % "

Sk Lk ak Lk akakak.

cpe:2.3:a:php:php:5.2.10: " ™

dk Rk Lk akakuk.

cpe:2.3:a:php:php:5.2.12: "

dkk Lk k ok uk ok

cpe:2.3:a:php:php:5.2.13: "

cpe:2.3:a:php:php:5.2.2: "

cpe:2.3:a:php:php:5.2.3: "™

cpe:2.3:a:php:php:5.2.4: ™

cpe:2.3:a:php:php:5.2.5:* "

cpe:2.3:a:php:php:5.2.6:* "

cpe:2.3:a:php:php:5.2. 7"

cpe:2.3:a:php:php:5.2.8:*** "

cpe:2.3:a:php:php:5.2.9:* "

dkak kR kR Rk,

cpe:2.3:a:php:php:*:

No vendor comments have been submitted for this CVE
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