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IBM DB2 9.1 before FP10, 9.5 before FP6a, and 9.7 before FP2 on Linux, UNIX, and Windows does not properly revoke th
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Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
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Application
Application
Application
Application
Application
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Application

Application

Vendor Product Version Update Edition Language
Ibm Db2 9.1 All All All
Ibm Db2 9.1 fp1 All All
Ibm Db2 9.1 fp2 All All
Ibm Db2 9.1 fp2a All All
Ibm Db2 9.1 fp3 All All
Ibm Db2 9.1 fp3a All All
Ibm Db2 9.1 fp4 All All
Ibm Db2 9.1 fpda All All
Ibm Db2 9.1 fp5 All All
Ibm Db2 9.1 fp6 All All
Ibm Db2 9.1 fpba All All
Ibm Db2 9.1 fp7 All All
Ibm Db2 9.1 fp7a All All
Ibm Db2 9.1 fp8 All All
Ibm Db2 9.5 All All All
Ibm Db2 9.5 fp1 All All

Ibm Db2 9.5 fp2 All All
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‘ Application Ibm Db2 All fp1 All All

References

Reference

Repository / Oval Repository

IBM DB2 "DBADM" Privilege Revocation Security Bypass - Secunia.com

1C66814: SECURITY: User continues to have privilege to execute a non-DDL statement after their DBADM authority has been revoked.
IBM Security Vulnerabilities and HIPER APARs fixed in DB2 for Linux, UNIX, and Windows Version 9.1 Fix Pack 9 and Fix Pack 10 - United S
70773

IBM X-Force Exchange

1C66815: SECURITY: User continues to have privilege to execute a non-DDL statement after their DBADM authority has been revoked.
IC66815: SECURITY: User continues to have privilege to execute a non-DDL statement after their DBADM authority has been revoked.
1C66814: SECURITY: User continues to have privilege to execute a non-DDL statement after their DBADM authority has been revoked.
IBM DB2 DBADM Privilege Revocation Security Bypass Vulnerability

IC66811: SECURITY: User continues to have privilege to execute a non-DDL statement after their DBADM authority has been revoked.
1C66811: SECURITY: User continues to have privilege to execute a non-DDL statement after their DBADM authority has been revoked.
CVE Program record

NVD vulnerability detail

/ |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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