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Summary

CVE CVE-2011-0922

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2011-02-09 01:00:00 UTC

Updated 2018-10-09 19:29:00 UTC

Description The client in HP Data Protector allows remote attackers to execute arbitrary programs via an EXEC_SETUP command that references a UNC share pathname.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Hp Data Protector All All All All

Application Hp Data Protector All All All All

References

Reference Source Link

'[security bulletin] HPSBMA02654 SSRT100441 rev.1 - HP OpenView Storage Data Protector, Remote Execut' - MARC HP marc.info

Zero Day Initiative MISC zerodayinitiative.com

HP OpenView Storage Data Protector Multiple Remote Code Execution Vulnerabilities BID www.securityfocus.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

TippingPoint | DVLabs | ZDI Public Disclosure: HP MISC dvlabs.tippingpoint.com

SecurityFocus BUGTRAQ www.securityfocus.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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