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Summary

CVE CVE-2011-0987

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2011-02-14 22:00:00 UTC

Updated 2023-11-07 02:06:00 UTC

Description The PMA_Bookmark_get function in libraries/bookmark.lib.php in phpMyAdmin 2.11.x before 2.11.11.3, and 3.3.x before 3.3.9.2, does not properly restrict bookmark queries, which makes it easier for remote authenticated users to trigger another user's execution of a SQL query by creating a bookmark.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Phpmyadmin Phpmyadmin 2.11.0 All All All

Application Phpmyadmin Phpmyadmin 2.11.1.0 All All All

Application Phpmyadmin Phpmyadmin 2.11.1.1 All All All

Application Phpmyadmin Phpmyadmin 2.11.1.2 All All All

Application Phpmyadmin Phpmyadmin 2.11.10.0 All All All

Application Phpmyadmin Phpmyadmin 2.11.10.1 All All All

Application Phpmyadmin Phpmyadmin 2.11.11 All All All

Application Phpmyadmin Phpmyadmin 2.11.11.1 All All All

Application Phpmyadmin Phpmyadmin 2.11.11.2 All All All

Application Phpmyadmin Phpmyadmin 2.11.2.0 All All All

Application Phpmyadmin Phpmyadmin 2.11.2.1 All All All

Application Phpmyadmin Phpmyadmin 2.11.2.2 All All All

Application Phpmyadmin Phpmyadmin 2.11.3.0 All All All

Application Phpmyadmin Phpmyadmin 2.11.4.0 All All All

Application Phpmyadmin Phpmyadmin 2.11.5.0 All All All

Application Phpmyadmin Phpmyadmin 2.11.5.1 All All All

Application Phpmyadmin Phpmyadmin 2.11.5.2 All All All
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Application Phpmyadmin Phpmyadmin 2.11.5.2 All All All

Application Phpmyadmin Phpmyadmin 2.11.6.0 All All All

Application Phpmyadmin Phpmyadmin 2.11.7.0 All All All

Application Phpmyadmin Phpmyadmin 2.11.7.1 All All All

Application Phpmyadmin Phpmyadmin 2.11.8.0 All All All

Application Phpmyadmin Phpmyadmin 2.11.9.0 All All All

Application Phpmyadmin Phpmyadmin 2.11.9.1 All All All

Application Phpmyadmin Phpmyadmin 2.11.9.2 All All All

Application Phpmyadmin Phpmyadmin 2.11.9.3 All All All

Application Phpmyadmin Phpmyadmin 2.11.9.4 All All All

Application Phpmyadmin Phpmyadmin 2.11.9.5 All All All

Application Phpmyadmin Phpmyadmin 2.11.9.6 All All All

Application Phpmyadmin Phpmyadmin 3.0.0 All All All

Application Phpmyadmin Phpmyadmin 3.0.0 alpha All All

Application Phpmyadmin Phpmyadmin 3.0.0 beta All All

Application Phpmyadmin Phpmyadmin 3.0.0 rc1 All All

Application Phpmyadmin Phpmyadmin 3.0.1 All All All

Application Phpmyadmin Phpmyadmin 3.0.1 rc1 All All

Application Phpmyadmin Phpmyadmin 3.0.1.1 All All All

Application Phpmyadmin Phpmyadmin 3.1.0 All All All

Application Phpmyadmin Phpmyadmin 3.1.0 beta1 All All

Application Phpmyadmin Phpmyadmin 3.1.1 All All All

Application Phpmyadmin Phpmyadmin 3.1.1 rc1 All All

Application Phpmyadmin Phpmyadmin 3.1.2 All All All

Application Phpmyadmin Phpmyadmin 3.1.2 rc1 All All

Application Phpmyadmin Phpmyadmin 3.1.3 All All All

Application Phpmyadmin Phpmyadmin 3.1.3 rc1 All All

Application Phpmyadmin Phpmyadmin 3.1.3.1 All All All

Application Phpmyadmin Phpmyadmin 3.1.3.2 All All All

Application Phpmyadmin Phpmyadmin 3.1.4 All All All

Application Phpmyadmin Phpmyadmin 3.1.4 rc2 All All

Application Phpmyadmin Phpmyadmin 3.1.5 All All All

Application Phpmyadmin Phpmyadmin 3.1.5 rc1 All All

Application Phpmyadmin Phpmyadmin 3.2.0 All All All

Application Phpmyadmin Phpmyadmin 3.2.0 beta1 All All

Application Phpmyadmin Phpmyadmin 3.2.0 rc1 All All
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Application Phpmyadmin Phpmyadmin 3.2.1 All All All

Application Phpmyadmin Phpmyadmin 3.2.1 rc1 All All

Application Phpmyadmin Phpmyadmin 3.2.2 All All All

Application Phpmyadmin Phpmyadmin 3.2.2 rc1 All All

Application Phpmyadmin Phpmyadmin 3.3.0.0 All All All

Application Phpmyadmin Phpmyadmin 3.3.1.0 All All All

Application Phpmyadmin Phpmyadmin 3.3.2.0 All All All

Application Phpmyadmin Phpmyadmin 3.3.3.0 All All All

Application Phpmyadmin Phpmyadmin 3.3.4.0 All All All

Application Phpmyadmin Phpmyadmin 3.3.5.0 All All All

Application Phpmyadmin Phpmyadmin 3.3.5.1 All All All

Application Phpmyadmin Phpmyadmin 3.3.6 All All All

Application Phpmyadmin Phpmyadmin 3.3.7 All All All

Application Phpmyadmin Phpmyadmin 3.3.8 All All All

Application Phpmyadmin Phpmyadmin 3.3.8.1 All All All

Application Phpmyadmin Phpmyadmin 3.3.9.0 All All All

Application Phpmyadmin Phpmyadmin 3.3.9.1 All All All

Application Phpmyadmin Phpmyadmin 2.11.0 All All All

Application Phpmyadmin Phpmyadmin 2.11.1.0 All All All

Application Phpmyadmin Phpmyadmin 2.11.1.1 All All All

Application Phpmyadmin Phpmyadmin 2.11.1.2 All All All

Application Phpmyadmin Phpmyadmin 2.11.10.0 All All All

Application Phpmyadmin Phpmyadmin 2.11.10.1 All All All

Application Phpmyadmin Phpmyadmin 2.11.11 All All All

Application Phpmyadmin Phpmyadmin 2.11.11.1 All All All

Application Phpmyadmin Phpmyadmin 2.11.11.2 All All All

Application Phpmyadmin Phpmyadmin 2.11.2.0 All All All

Application Phpmyadmin Phpmyadmin 2.11.2.1 All All All

Application Phpmyadmin Phpmyadmin 2.11.2.2 All All All

Application Phpmyadmin Phpmyadmin 2.11.3.0 All All All

Application Phpmyadmin Phpmyadmin 2.11.4.0 All All All

Application Phpmyadmin Phpmyadmin 2.11.5.0 All All All

Application Phpmyadmin Phpmyadmin 2.11.5.1 All All All

Application Phpmyadmin Phpmyadmin 2.11.5.2 All All All

Application Phpmyadmin Phpmyadmin 2.11.6.0 All All All

Application Phpmyadmin Phpmyadmin 2.11.7.0 All All All
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Application Phpmyadmin Phpmyadmin 2.11.7.0 All All All

Application Phpmyadmin Phpmyadmin 2.11.7.1 All All All

Application Phpmyadmin Phpmyadmin 2.11.8.0 All All All

Application Phpmyadmin Phpmyadmin 2.11.9.0 All All All

Application Phpmyadmin Phpmyadmin 2.11.9.1 All All All

Application Phpmyadmin Phpmyadmin 2.11.9.2 All All All

Application Phpmyadmin Phpmyadmin 2.11.9.3 All All All

Application Phpmyadmin Phpmyadmin 2.11.9.4 All All All

Application Phpmyadmin Phpmyadmin 2.11.9.5 All All All

Application Phpmyadmin Phpmyadmin 2.11.9.6 All All All

Application Phpmyadmin Phpmyadmin 3.0.0 All All All

Application Phpmyadmin Phpmyadmin 3.0.0 alpha All All

Application Phpmyadmin Phpmyadmin 3.0.0 beta All All

Application Phpmyadmin Phpmyadmin 3.0.0 rc1 All All

Application Phpmyadmin Phpmyadmin 3.0.1 All All All

Application Phpmyadmin Phpmyadmin 3.0.1 rc1 All All

Application Phpmyadmin Phpmyadmin 3.0.1.1 All All All

Application Phpmyadmin Phpmyadmin 3.1.0 All All All

Application Phpmyadmin Phpmyadmin 3.1.0 beta1 All All

Application Phpmyadmin Phpmyadmin 3.1.1 All All All

Application Phpmyadmin Phpmyadmin 3.1.1 rc1 All All

Application Phpmyadmin Phpmyadmin 3.1.2 All All All

Application Phpmyadmin Phpmyadmin 3.1.2 rc1 All All

Application Phpmyadmin Phpmyadmin 3.1.3 All All All

Application Phpmyadmin Phpmyadmin 3.1.3 rc1 All All

Application Phpmyadmin Phpmyadmin 3.1.3.1 All All All

Application Phpmyadmin Phpmyadmin 3.1.3.2 All All All

Application Phpmyadmin Phpmyadmin 3.1.4 All All All

Application Phpmyadmin Phpmyadmin 3.1.4 rc2 All All

Application Phpmyadmin Phpmyadmin 3.1.5 All All All

Application Phpmyadmin Phpmyadmin 3.1.5 rc1 All All

Application Phpmyadmin Phpmyadmin 3.2.0 All All All

Application Phpmyadmin Phpmyadmin 3.2.0 beta1 All All

Application Phpmyadmin Phpmyadmin 3.2.0 rc1 All All

Application Phpmyadmin Phpmyadmin 3.2.1 All All All

Application Phpmyadmin Phpmyadmin 3.2.1 rc1 All All
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Application Phpmyadmin Phpmyadmin 3.2.2 All All All

Application Phpmyadmin Phpmyadmin 3.2.2 rc1 All All

Application Phpmyadmin Phpmyadmin 3.3.0.0 All All All

Application Phpmyadmin Phpmyadmin 3.3.1.0 All All All

Application Phpmyadmin Phpmyadmin 3.3.2.0 All All All

Application Phpmyadmin Phpmyadmin 3.3.3.0 All All All

Application Phpmyadmin Phpmyadmin 3.3.4.0 All All All

Application Phpmyadmin Phpmyadmin 3.3.5.0 All All All

Application Phpmyadmin Phpmyadmin 3.3.5.1 All All All

Application Phpmyadmin Phpmyadmin 3.3.6 All All All

Application Phpmyadmin Phpmyadmin 3.3.7 All All All

Application Phpmyadmin Phpmyadmin 3.3.8 All All All

Application Phpmyadmin Phpmyadmin 3.3.8.1 All All All

Application Phpmyadmin Phpmyadmin 3.3.9.0 All All All

Application Phpmyadmin Phpmyadmin 3.3.9.1 All All All
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There are currently no legacy QID mappings associated with this CVE.
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