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Description

/

CVE-2011-0994

PUBLIC

cve@mitre.org

CVE Program / NVD first with legacy fallback
2011-04-10 02:55:00 UTC

2018-10-09 19:30:00 UTC

Stack-based buffer overflow in NFRAgent.exe in Novell File Reporter (NFR) before 1.0.2 allows remote attackers to executt

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type

Application

Edition

Vendor Product Version Update

Novell File Reporter All All All

All

Language

References

Reference Source
IBM X-Force Exchange XF
Repository / Oval Repository OVAL
Novell File Reporter Agent XML Parsing Bug Lets Remote Users Execute Arbitrary Code - SecurityTracker SECTRACK
Novell File Reporter Agent XML Parsing Remote Code Execution Vulnerability - SecurityReason.com SREASON
Downloads - Novell File Reporter Engine Security Patch 1.0.2.53 CONFIRM
Novell File Reporter Agent XML Parsing Buffer Overflow - Secunia.com SECUNIA
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN
Novell File Reporter Agent XML Tag Remote Code Execution Vulnerability BID

Zero Day Initiative MISC
SecurityFocus BUGTRAQ
CVE Program record CVE.ORG
NVD vulnerability detail NVD

1

Link
exchange.xforce.
oval.cisecurity.or
www.securitytrac
securityreason.cc
download.novell.i
secunia.com
www.vupen.com
www.securityfoct
www.zerodayiniti
www.securityfoct
Www.cve.org
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https://cve.report/
https://cve.report/CVE-2011-0994/mitre
https://cve.report/CVE-2011-0994/nist
https://cve.report/CVE-2011-0994/cve_org
https://cve.report/CVE-2011-0994.pdf
http://cve.report/vendor/novell
http://cve.report/software/novell/file_reporter
https://exchange.xforce.ibmcloud.com/vulnerabilities/66548
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A12064
http://www.securitytracker.com/id?1025292
http://securityreason.com/securityalert/8194
http://download.novell.com/Download?buildid=rCAgCcbPH9s~
http://secunia.com/advisories/43975
http://www.vupen.com/english/advisories/2011/0866
http://www.securityfocus.com/bid/47144
http://www.zerodayinitiative.com/advisories/ZDI-11-116/
http://www.securityfocus.com/archive/1/517321/100/0/threaded
https://www.cve.org/CVERecord?id=CVE-2011-0994
https://nvd.nist.gov/vuln/detail/CVE-2011-0994

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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