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CVE CVE-2011-0995
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback
Published 2011-05-13 17:05:00 UTC
Updated 2017-08-17 01:33:00 UTC

Description The sqlite3-ruby gem in the rubygem-sqlite3 package before 1.2.4-0.5.1 in SUSE Linux Enterprise (SLE) 11 SP1 uses weal
i

/ |

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Novell Suse Linux Enterprise 11 spil All All

Operating System Novell Suse Linux Enterprise 11 sp1 All All

Application Rubyforge Rubygem-sqlite3 1.2.0 All All All

Application Rubyforge Rubygem-sqlite3 1.2.1 All All All

Application Rubyforge Rubygem-sqlite3 1.2.2 All All All

Application Rubyforge Rubygem-sqlite3 1.2.0 All All All

Application Rubyforge Rubygem-sqlite3 1.21 All All All

Application Rubyforge Rubygem-sqlite3 1.2.2 All All All

Application Rubyforge Rubygem-sqlite3 All All All All
References

Reference Source Link Tags

72180 OSVvDB www.osvdb.org

CVE-2011-0995 CONFIRM  support.novell.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

Access Denied CONFIRM  bugzilla.novell.com

SUSE rubygem-sqlite3 Privilege Escalation Vulnerability - Secunia.com SECUNIA  secunia.com Vendor Advisory
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sqlite3-ruby Package Insecure File Permissions Vulnerability BID www.securityfocus.com
CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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