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MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE CVE-2011-1003
State PUBLISHED
Assigner redhat

Source Priority CVE Program / NVD first with legacy fallback

Published 2011-02-23 19:00:02 UTC
Updated 2026-04-29 01:13:23 UTC
Description Double free vulnerability in the vba_read_project_strings function in vba_extract.c in libclamav in ClamAV before 0.97 migh

/ |

Risk And Classification

Primary CVSS: v2.0 6.8 from nvd@nist.gov

AV:N/AC:M/Au:N/C:P/I:P/A:P

Problem Types: CWE-399 | n/a

CVSS v2.0 Breakdown

\ccess Vector

[
\ccess Complexity
\uthentication
=
Sonfidentiality
ntegrity

\vailability

AV:N/AC:M/Au:N/C:P/I:P/A:P

w [0

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Clamav Clamav 0.01 All All All
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Application Clamav Clamav 0.96 rcl All
Application Clamav Clamav 0.96 rc2 All
Application Clamav Clamav 0.96.1 All All
Application Clamav Clamav 0.96.2 All All
Application Clamav Clamav 0.96.3 All All
Application Clamav Clamav 0.96.4 All All
Application Clamav Clamav All All All

Vendor Declared Affected Products

All

All

All

All

All

All

All

Source Vendor Product Version

CNA Na N/a affected n/a

Platforms

Not specified

References

Reference

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH
git.clamav.net Git - clamav-devel.git/blob - ChangelLog

Security Advisories | Mandriva Linux

osvdb.org/70937

0ss-security - clamav 0.97

wwws.clamav.net/bugzilla/show_bug.cgi

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

Fedora update for clamav - Secunia.com

SecurityTracker: Clam AntiVirus Double Free in vba_read_project_strings() Lets Remote Users Deny Service
git.clamav.net Git - clamav-devel.git/commit

ClamAYV "vba_read_project_strings()" Double-Free Vulnerability - Secunia.com
oss-security - Re: clamav 0.97

USN-1076-1: ClamAV vulnerability | Ubuntu

[security-announce] SUSE Security Summary Report: SUSE-SR:2011:005
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH
[SECURITY] Fedora 13 Update: clamav-0.97-1300.fc13

Ubuntu update for clamav - Secunia.com

IBM X-Force Exchange

[SECURITY] Fedora 14 Update: clamav-0.97-1400.fc14

ClamAV 'vba_read_project_strings()' Double Free Memory Corruption Vulnerability
git.clamav.net Git - clamav-devel.git/blob - ChangelLog

git.clamav.net Git - clamav-devel.git/commit
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https://exchange.xforce.ibmcloud.com/vulnerabilities/65544
http://lists.fedoraproject.org/pipermail/package-announce/2011-March/055777.html
http://www.securityfocus.com/bid/46470
http://git.clamav.net/gitweb?p=clamav-devel.git;a=blob;f=ChangeLog;hb=clamav-0.97
http://git.clamav.net/gitweb?p=clamav-devel.git;a=commit;h=d21fb8d975f8c9688894a8cef4d50d977022e09f
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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